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Abstract

GPS spoofing is an intentional interference which uses the mimic GPS signals to fake the receivers. The generic

GPS receiver is hard to recognize the spoofing signal because the spoofer generates the fake signals as close as

possible to the GPS signal. So the spoofer can do critical damage to public operations. This paper introduces a

basic concept of spoofing and analyzes the effect of the spoofing signal to the GPS receiver. Also for stand-alone
GPS receivers, two anti-spoofing methods are implemented : RAIM based method and the SQM based method. To
evaluate the performance of anti-spoofing method, the software based spoofing signal generator and GPS signal

generator are implemented. The performance of the anti-spoofing methods obtained using the output of the software

based GPS receiver shows that SQM based method is more effective when multiple spoofing signals exist.

Keywords : GPS(HATF &9 A|Z=Hl), Spoofing Signal(7]5+41%), Anti-Spoofing Method(7]RF]-8-71'H), RAIM(Receiver
Autonomous Integrity Monitoring), SQM(Signal Quality Monitoring)
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