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Improved Strong Password Mutual Authentication Protocol to
Secure on Replay Attack
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Abstract

In public network, user authentication is important security technology. Especially, password-based
authentication method is used the most widely in distributed environments, and there are many authentication
methods. Their SPMA protocol indicates vulnerability about problem that NSPA protocol does not offer mutual
authentication, and proposed Strong Password Mutual Authentication protocol with mutual authentication.
However, SPMA protocol has vulnerability of replay attack. In the paper, we analyzed vulnerability to replay
attack of SPMA protocol. And we also proposed Improved Strong Password Mutual Authentication protocol
to secure on replay attack with same efficiency.

Key words : Password Protocol, Replay Attack, Mutual Authentication, Hash Function, Safety

LA E o B WRAG £RHRE AF A2
o Pt 7B el AHeA A5S o

AR} Q18 e U EQaAtd A oFAdE B AstA A 4 glojof gt
A& BAS }7] gk 83 Ht V|eolt), &, 34 1981'd Lamport [1] o] Y3]& FH29 = HH2S
7 A

A7F A &E e HoJH S ¢l FTpo|AES; A 7H 3k, olel E}ﬂ‘r oA 7K A= QS =

* X8 etn A H B 58K (Dept. of Information Security Engineering., Soonchunhyang University)
- A1AA (First Author) : A - WAIAA} (Corresponding Author) @

- =397 20109 59 289

- AAHEAR) YA 20109 52 A (YA 2010 6€ 23Y)

- AALA 20109 6¥€ 30Y

c)100



£2 So] AT AT M1, ST, o B4 L
159 Al QM =9} AYE AL i of
ol EAstaL ok o] g 2AIS sj4dst7] Al

Shimizu= CINON(chained one-way data verification

method) [12],[13] ¥4 #2HsHTE CINON W)

S v R ZA(IC 7hE) Sl ARske] A

< AsAR, o= Foiel =He sf=gofe] 1

Hl-gol T3k EA5] o] TSI o5 Hekstr] 9

& Shimizue HrE Adeks EAE A 2s7] 913

PERM(Privacy Enhanced information Reading and

writing Management method) [14] 42 A oFsFSH
20001 Sandirigama 52 CINON¥} PERM©] 57t

A Bl 43T 4 Y AL Adsm,

SAS(Simple And Secure) F|APE QlF TEZEFS

11]0}{5} 3T [15]. SFAIYE Chen#} Kuv= SAS HA9IE

Z2EFo] F ASA w40l tis) st

l‘_

o -
E AL S99 [16]. T3 Lin 52 SAS #29
T RIS 22 EFo] S FAHY Auls AX T4
o oigt FHPYS AHsIH, OSPA(Optimal

Strong-Password Authentication) ZZ &S A|QH5}9]
o} [17]. 28 % £33 Chen? Kue= OSPA &2
EE0| SAS ZREEH vRIVIAZ 3 HSA ¥
Ao sl Fekstths e S8 [16].

2003 Lin 5 OSPA ZZEF9| S 73}
Sl SE-OSPA(Security Enhancement for Optimal
Strong-Password Authentication) ZZEZS A9}
o} [18]. 28V Ku 5& SE-OSPA ZEEFo] A|A
00 A A 30 kel Aok 42
=33l [19]. 2006'd Lin 5 SE-OSPA Z2EF
of AT BEAS  AsEE NSPA(New
Strong-Password Authentication) X2 EZ-S A3}
T} [20]. 23U Yoon &2 NSPA ZZEF0] 52l
= AeA B2 TARCE Qe MR $733
T4 MBlE A e HFAS A8, T
152 A|F3= SPMA(Strong Password Mutual
Authentication) ZZEZ-S AtSFAT [21].

SHAITE SPMA ZEEZL AL AT AL
Az a7 A8l o)) 9% WAAE mgstel
ALs= % szi FA ta Hokdo] ZAjsil
, FAAE SPMA ZEEZOAM A7t F3sh=

F

1N

o

O

3123} 8t3] =5 A4 A33 20103 6¥

5% A WA AFDANA AHE FE
gt AR S o83t FAAE AT ARAR <
T8 7 e TAE TINIY 1 $ AHE A4S
S Y3 FAANA AF HAA S A5d) 8}
A gk A2 UR 71 &

Improved Strong Password Mutual Authentication) =
Eig 7<ﬂ° st} [-SPMA Z2EELS A% 34,
J’H S 04 - xz ._1__7:]

ZZEZI SPMA Z2EZ

A8t 3 NAE 2
Q1% ZREZQ [.SPMAS AQH3It) 430X
A& BASAL v o 2 5N T HES Y

o

& AR
& s

ot o

2-1 SPMA Z2EZ

§5 WA A2 A U A 12 9
3 Aelel AR £5L LAV 5 WA o
A% A4S B9 495, 9 BAE T8t 2
o

1) AHEAL U SEPo]AEE o83l PRNG()ZE
HH AY 92 NS *ﬂ*éé} uﬂé%E HSAL h(P
IN)S AR Qb S Foto] 2ale Al
A D9} HAAE HSAL WP | N)E AH SollA A&
ik

2) AH S AREAF U] AWzt D7} 7120 71



224, 2R ARE 340 A ANE BT s 4% mRES 47
]
Dot A 9i= 2=
N — PRMNG{)
{D, hiF || M)}
DoE =z
D2t hiP || N}Z DB &%
Ko=hix || 1D) & hiP || M)
ADOFEFLE LAY D, K & X
[AOLEFLS(D, K}
A0FEFLE Lo
Nz
OrH B 4 K
[215 B AR U A S
(Z0FEZLEND, K, W) (. 1D, hiP || )
jARIE Pl
M' — PRNG()
=K ®h{P || M)
Cz=K@h(PIIN')
G5 = hicy || hiF I N'Y)
flim it
D=2zy 25
K = hix || ID) ® hiP || N}
RPNy =c Bk
BE =0y
(5" = h{h(x || 1D || hiF || M)}
‘3:_ = (P || N') < hiP || M)
D, ¢ cq=h{ID || h{P || M)
J8 1. SPMA Z2EZ°| 558 % 21F &
Fig 1. Registration & authentication phase of SPMA protocol.
H AR ID Q1A AR HSs 7]Edd 7Y 1) AFEA U 2291 2% W A]R](challenge) 7S]
D7} A E R o, 2419 HolEHo] 2 o WX] {ID, ¢, c3}= A SellAl AFSTh ¢, o3

AREAL U] 282E D9} A= HASA P | N)E
AAET} o]F A s= Ao HEF) x2 o] &3}
o] K=h(x | ID) B h(P || N)Z AAtste], A& US
93t 2~rEFNEd) D9} K AL, HAg A
9d& 53 ARSAL UolAl ~ntETIES dF3ith
AulEFIESL A4l 2
A2 Ng 2PlETLE )

c

A% w7l : A% BAE AR U7H AT ol A
&3] 98l ZolEslEst IS 9L sl
2791¢ a4 49 A et 2o

T3t 2ol Ajkd

¢/ =K ®h(P | N)=h(x || ID) (1)
=K ®hP|N) 2)
¢3=h(ci [ h(P [[N') €)

) AW SE AR URSE e 29
3 AR D, &, & o183 o BK e 5
|

oY, e o fo

el The AEE AR A=A A4 eI
AR (x| D)S} The MRS 918 9
74 bR N)E o183 ool #AA

_‘?473/\40] 74254134 ,\M J= ]*Q" }

A

e
H

i

]9 =
o2 w™o
=2 o=
E O

A

=

Of



418

51, 7129 29 AZA hP|INE T AA

_45]- T 29= 7AZ2} h(P||N) o2 OQH]O]E%‘}E]-.
A S A US4 ER13E S8 9l ¢
=h(ID Hh(PHN)) AV B ARgA} Ul A HAIA

E

ol gsio] Aale] AA D%} The AL 913 H
A= AZA (P | N)S o] &3t o8] FARS HF
B, R Age) 1% 3
=h(x || ID) © h(P | N)% K'=h(x || ID) © h(P || N
2 NE Neg 77} gujoledt,

N0

2-2 MBS &4 3[<4d

*}ﬂx} U7} A SZRE niA 27220E 87 A
o, 7% AE % 7} ¢] OL% A 2] (I, o™,

(nl}JJr (ID, ¢,"?, 3('12}7—5 gty 1 & FAA
AT AREAF UZF niA] 23818 317] Aol A2 U
= 7Pstr] e mAA {ID, cJ“, "} AR
(ID, &, " & meath F42 AL A S
A wAA D, ", "2 ALd)

cz(l‘l-l) =k p h(P || N(n)) 4)
" =h(h(x[|ID) || A® [N  (5)

AH st "9 KVE Astel T AAE 9
& 2= ASA bE INT)E At

Cz(n-l) o K(n)

=K"Y @ h(P | N") & K"

=h(x || ID) ® h(P || N"") & h(P || N™) @ h(x || ID)
S h(P | N”)

=h(P | N™") (6)

AH 8= h(x | D)} T W% 93 sag=
AEA P INT)Z o] g38lo] "o RAHS A

o

O

rh o

ke ets] =A] #1448 A3z 2010 6€

&' = h(h(x || D) || (P | N™") ()
C3(n-2) — c}v (8)

FAAZRE B o]

qu A% U5 93, T A
AL h(P | N")E hP N2

2 % AW SE " =h(ID || h(P||

g Akl AR ALl 45E FAA

AdllA {ID, cf“‘”}% @%ﬁ&t}. A g AREAL UZ 7}

"ol i3 FAA AE T A

SIA A% %EOH fﬂ‘d HAIAE A 57] dE
oA 44 A= é & AAI S dFdt Qs
A3 F YOEZ SPMA L2EZL XS 34

. I-SPMA Z2EZ

B Zo X SPMA ZR2EZ ] A% 4 o
xqu]. 7]]/\%5] 7135} ‘q])\oqt: /\(} o= EiE%?_]
[-SPMAE A|QF3Ht,

SPMA ZZEZS h(x || ID)E o]&3}4 9
o tigt F249& AS37] Wi

=
!
opr ¢

SEANA h(x | ID)E o]-&3t
ﬂ*ﬂ JH e AEAL v A4
x} A Ax2] K(=h(x| ID) & A
T ASAHE ol &3t A5 HAIA ¢

o

&3
ol
A,

O ofr
ol
AN
je
:I:‘/

do
i

HOXN N X

R
2 x|

ooy
:‘.EO]N:':

=
lo,
_{U;;

(in)
o,
o
-
O%
&
ui

o %iﬂ%——% HLﬂl HE} 1S [-SPMA Z2EF
A AHdle AAE geluEE Yehdd,



oy
FN
o
i)

>,
E=
2,

A% B0 AT ANE AT A29E 450F T2ES 419

[E5 HHAll JYE=% 1| JH S
{x)
DS} ThASIE o=
N — PRNG{)
{D, hiP || MjF
D o= 55
D2t h(F || M= DB Mz
K = hix || D) ® hP || N)
AOLEZLE Ljof ID, K HE
" (ATFEFHE[D, KT
ADNEFFE LED|
N R
i B4 A
a8 2. S8 oA
Fig 2. Registration phase.
E 1. AlAE mi2jolg AdE Fsote] MY SE HFsith
Table 1. System parameter.
7% ojn) 2) S—U: {ZUtEFLEID, K]}
U A7 AHAremote user) A S& AR U9 A-EA} D7) 71&9] 719"
S| 24 AbhGrenote server) A8 DAAE FEAT 71 718 AHA
D | 8 estel A Aidemien o) D7} oflo] ARElw, Ale] dloleimlo] o] A}
ol A o] plAolT .
P | B4 4844 A= Gassvord) &7 U9 A3 D9} A= ASA hP NS
A AAE SIg AY a2 . . -
N XH ﬂ ‘A— lj (random HOHCe) xizo]_?l_q_ Ai]ﬂ St‘ Z]-{\_]Q H]??]_?] X‘%‘ 0]%‘6}04 K
N o S 13 #@d W2 (random nonce) hx [ 1D) @ h(P [ N)E 7Al2WH, ~nlEFIE o
= = o —"=/T—
X A4 M) v (secret key) R ;_X | 1 /\liﬂ IN N 0_1_;( . 5 4
° 5
h(") UeF s)A] g=(one—way hash function) Rk Ul 4R DSk Kgte Addth 1 5 A
5k UL Es = a7
PRNG(-) | SAPd84871(Pseudo  Random  Number A UelA gt Ad < T3 ~mERES B
generator) 3t}
) wjebE =83 4K Exclusive OR operation)
' A4 AA4H concatenation operation) 3) AR} U MRS Al ESE e} Sejoldle
A—B X | X7} AdlA] BE A4S 243k
o

g olgaje 2rjEslE o] UH Y Ng A
o

R

3-1

oln

= o

—

3-2 ¢l

ol

£HA
AZE AREAF UZF MEIZ FH26}7] s An |

Sq] %giﬁzﬁi} o %f]% ?%] ot ZELO] 0{ 1% 32 A -SPMA Z2EZ Q1Z WA E
f}?& ALE Tl T, FY I TER L gnan, e vk A9 sl wss) 99 22

e AFHO Yt 219 Ao ArESES

Qe F, A 2 s pE Y Gek 2vlEs)

1) U—S: {ID, h(P | N)} S FeoldES o gdte] AHA U7} AM 2

A8 U FEOIUES ol8stel RNGOEF g o1zg g3t 4 g Tow e A¥L 5
Bl A9 U NG AL SIS ASAMCIN) gan

= AT ARA Us A sell 5E317] S1s) A
Alo] 484 D8k 324 A4 1P| N)E AT



420

ke ets] =A] #1448 A3z 2010 6€

[215 C7] AT
(AOFEFIE[ID, K, M)
A= P oz
M — PRMNG ]
=K EhP N

2 = IR N LB ()

0. ¢y g

M
f, 1D, h(P (| MDD

1D, ¢}

(]
]
||'>J
e
afi

1l
=
K

B O
ok

R
E

c1EBK

mE =
F&E Pas

CZ
FALBIP 1N {1 REP 1] N
OIE NP || N — hiP || N}
AID || P 1] W9

3]

&%
[

H =

Gy
hUD H h(P [ M)
K ® (P || N = hix Il 1D)

e £ ’RH\J

\IH

—K
—N

ZX

a8l 3. 25 A
Fig 3. Authentication phase.

1) PRNG()ZFH v AAS g g dA N
S A o oF U 2ol AXteit,
¢ =K ®hP|N) 9)

¢ =h(K | h(® [|N) [ b | N))  (10)

2) U—S: {ID, ¢, ¢}
AHEAF U MY SellA 211
2] {ID, ¢y, ¢} & AE3t,

< S13f Al

AE S AHEA UZRE A 279 23
AR (D, o, o} ol§3te] AHgA US] AL
Agal7) 98 st e AAE ST,

1) AHEAE US) AEA D9} A9 Blo]Efu]o] 2
o AAH IDE vl S22 IDOIRE A=3}
wek 528 D7} o, A sE B4 AHE %

2) 55¥ IDYo] A, AH S= A41¢ HE
7] x9} AHEAF U] IDE 04314 h(x | ID)E AlXke
o 21 % o] Ho] 2ol AE AR U] 329
= ZAZA h(P||N)$} h(x || ID)Z o]-&&to] K =h(x ||
ID) @ h(P || N)S AAFSICH

3) AH] SE 48 o3} KE o] 83} Tee
e e TR AL 93 A E AZA) hP
IN)E ARk

Ci @K
=K @h(P|N) DK
=h(P|IN') (11)

7] 938 K, A S h(P |
N), o AAS s ﬂﬂi A= HSA WP NS
olgate] theo AL S
¢2'=h(K || h(P [ N) [ h(P | N")) (12)
02:C2' (13)

5) AH S AHEAF URHE S-S Zhe)d 3
e A2 URFH ASEA=A] E317] 918t
AR Zhe)) S Blatste] FY3itH AR UE <
ot} 9 2R0E ) AFale] Hlo]E o]
Woll AgE 71&9] sj2 = HASA P INE T
AAE g 9= A4 h(P | N)L.2 HHolE
giot whek vla gho] FYskA] o, =9l 8%
S Adsta Al AAS TR



6) S—U: {ID, cs}
MY s AHAF Ush 48RS w35t s
Theo] AAHe w33 3, AREAL UAIAl MAIA] {ID

oo AFI.
¢3=h(ID [[h(P | N') (14)

AR UE A SEHE ASue WAl (ID
o} olgste] eSS A vt 22 RS
T

1) AR U
37] 93 A 4 Sk
29 ﬂzz}hPuN & ogalal Tae)
&Y.

cs'=h(ID | h(P || N') (15)
C3 = 03' (16)

2 482 US 4ol S2RE ABEE e A
3 An] SEEE AEHYex sy 95ty

A% e M TS 4 $7F A
2 ewtEA AFIAGEAN W $5IF I¥E
% ok

3) AHEA Ue K& dA) AAE 913 o ~9=
AP INE o83t Tt 2 ks A
=3

an)

¢s=K @ h(P | N)=h(x || ID) (17)

4) AR} UE AXF h(x | ID)E o]-&-38td T2
Z2I%0s A3 A4lY ArtEFRE Yol ARH K=
h(x || ID) @ h(P|[N)E K'=h(x|ID) D h(P||N)CZ
A S 93 AE d& NS o S A
Ay UA NoZ 7kz duo|Esi), whok Hlw 3t

o] YA ¥oW, H5F 8-S Adsta dA)

/{-“L.E O—‘E-'—?‘_]_-q-

E A% ZEES 421

4—-1 IHAQE == 2A
(Password guessing attack)
FAA A7} FNE YEYIANA AR U H
AIAAID, ¢y, ¢, ;)= 7FEATRL 7Hg gty 343}
AE AR e, o, ¢3}= 7HAAL = AREAL U

o saqsg 223 - g
2 8744 A7 A US] ALAEE FE5)
9J3f MAIA {ID, Cl, o, o} 7FEA AL 71 g
HAIZ] {cf, ¢, ¢} T 2Tk
=K @ h(P | N) (18)
¢ =h(K || h(P | N) [ h(P | N")) (19)
¢;=h(ID | h(P [|N")) (20)

FAZ AZF HIAIA {ey, ¢, s} 7HAAL QIR
A AAS g A d& N, o A S 98t
LZ:N' Mule] B xZ Lojolut gjAg=
FPste pE 5T 4 Qi AT 4
H/‘] ol BrErbsAde g A8 3EAAE

=, o.‘-;E J[N' o rBL
OH

601: 3|

}‘]X] {C], C2, Cs}i‘l‘a N N' E E’]_-o]' % Zl: %;]\7]
w0 Aot [SPMA ZEEZ LS Ay = 3
2o kst

4-2 ML 24 (Replay attack)

FAA A7} BAE UE °Ji°ﬂ/‘1 ofd a9l &
AA AEE HAA {o, o} & =4 AoZ 714
gk AbgAbE 2918 & UHU}D} NE BAEE
WY A2 NI H2E HF3A; P (IN)S AHE-S)
7] wjiol FAAE o)A 2ol AEH wA|A]
g 53l v 2a%ldl I WA xS At
T AHERY AFS S 4 gt

Z AR8A} U7 MY SERE nHA 21908 &



=, o™, "7} (D, ¢,
J= Ao MR FAA A
(D, ¢, "1} WAA] (D, ",
al

Sja= 1
A 290s '8}71 Aol AMg2L UR 7183817 9
", "1 & FIAA D, o, J“)}
Z u3sitt 7 }A‘: A Soll Al #AIA
%

C](n_]) _ K(n-]) 69 h(P || N(n)) (21)
& = h(K"? [[b(P [ N") [ (P N (22)

A S o KYE At o RS 9
3 JAYe HAZSA pP (PN N ))§ Aaksie},

cl(n-l) o K(n)

=K"" @ h(P | N") K"

=h(x || ID) & h(P || N"") & h(P || N"™) @ h(x || ID)
@ h(P || N™)

=h(P | N") (23)

A S K, 84 AAS 98 FadE B35
h(P | N7), 19} Aol Axkel 5)29)
Han) = 0]9-6]-04 C(n2 o _1:',_

¢'=h(K™ | h(P | N®) || h(P | N"1)) (24)
Cz(n-z) #= Cz' (25)

A S A ARREH AFTe
G A2 URFH AFEHASA Es17] st
AR Zh(cy)ol FL8HA 7] wWitel dA A
Z gt} wehs Aokel [-SPMA T2EZL A A%

4-3 Y& Z2Z(Impersonation attack)

FAA AT AFEAF UR A1387] 180 oy =Ka @
h(Pa [|NA), ca,=h(Ka [ h(Pa [ Na) [| h(Pa || Na))E 7
Abstel 91zH 279 @3 WAIA] (D, ¢, cay) S
AH SellAl S 4= Aok MM s= flxd 239

QA WA (D, ca,, o)) S Ao} Q5L e}

ke ets] =A] #1448 A3z 2010 6€

A, 9128 27120 24 AR {ID, ¢4, oay)E S
ol sy

Z, MY S AH4A19] dlo|EH|o] 2o A7 of 3
= x& AHAF U9 IDE o] &3l h(x || ID)E A4kt
I, h(x | ID)sh AA ARE 918 s29l= DFA
hPNE o183 KE A e A8 A%
A= HZA Ky Bh(Pa[|Ny) DKE G53H
gk 2 3 @) AAA ARESkaL e K, dA Al
AL A% A2 = ASA hP|N), oA AlskE
O AldS A 2= HE5A Ka D h(Pa || Ny
BKE o 43 Tt 2o S Fste] At

& 08 BANS AZIT
cay, 7 h(K|[h(P [ N) || Ka © h(Pa[[Na") ©K)  (26)

h(Ka | h(Pa [|Na) [| B(Pa [ NaY)SF AHIA A2k
h(K || h(P[|N) | Ks ©h(P»[|Nx) B K)= LA &
7] WA eny = T2 ATl A whebA Al
Q3 [-SPMA ZE2EZL 9 g7 st

4—-4 =&l HASX}t 324 (Stolen—verifier attack)

Dol

TAA AT AFEAR] n- 1914 27191 Fo) ”Hi
T ASA P INE FA3, HAA {e, o}
Ao =7 7HAs) /\]—_Q_x}— A etk K, A A
19 918 A2IIE 224 |N), T A2 9
DAL PR WP NI AR ol B
A5k A7 AZIAE AEA WP NE FESeLE §
A ASA FH0 A3 & gl

Z, A A AHEA n- 1WA 2290 Fof] o
291= 12 0 |N)E SHT R, ALS
Ak nHA 27181 AAF F¢o] 3R AT HAA]
(@ o1& =33 344 AE KE Hohf7] ]
o2 HAY= AZA WP NS o] &3l T
8 At

ox! jl_oz

)

r°*'

r)~

je
T o e

ol

d

H

¢ B h(P|IN™)

=K"™ @ h(P [|N"") @ h(P | N™)

=h(x || 1D) & h(P || N™) & h(P | N"") & h(P | N")
=h(x | ID) & h(P | N"") = K™ 7)



5 AR nt A 27191 M3 Fete] ¥4
A AE AR (6", o g =R 344 A

© MY SEHH jg 7] SJ8l] Zpale] THE Py,
A s N AE 9 N KNS o) 83
o =2 VJ?&E}.

CAl(nH n+1 @h(P ||N (n+2) (28)
oa, "= K" [ h(Pa | NA"") | h(Pa [| NA")) (29)

op

FAA A A Soll HAA (D, e, o) & A
Ak AH St o, KE Aabale] T A4
& AT HAA= ASA bEL | N)E ARDTE

AL

-

CA1<n+1) @ Ko
K™ & h(Ps | NA"™) K™

=h(x || ID) © h(P || N"™) & h(Px || NA"™) & h(x ||
ID) b h(P | N™")

=h(Py | NA"?) (30)

A sE K™, dA 8L Y8 Y=
A h(P | N™), 44 2o A AatE HAYE A
h(Pa [ NA" )2 o] g-3o] ¢, "9 RAXS 7

o

¢’ =h(K"™™" [ h(P | N") | hPa | NA"?)) (31)
Cay  FC (32)

4-5 MH|A HE 54
(Denial of Service attack)

A s BN e ARG A% 92

A= A5 (P N)E o]83te] ths AlRE AT

A=Y= A5 P | N)7FEFH O QI (o, o}l
N3 244 15 £330 mebA 347 A%} o)
AA ey, 0o} & TA3I] Au| A AR AL 533

o dE 240 4EE & g

5, ARA U7F MH S27H niA 23%0s
u Az A “ﬂ"]xl {cn, &} & 7tEA AR 71y
B A AL o BE ARSI A2
a2Ae) 9T 27 RS o18E 182 AN

l

& d

=K @R (33)
¢2=h(K || h(P [|N) [ h(P [|N')) (34)

AR AT AW SollAl HAIA] (¢, o} & A5
o MY S @ KE A4kt o S A3 9

29E AEAY §Y93 A7) Re ALkt
C1 @ K
=K@®R DK
=R (35)

A s K, dA AdE 9% dafls ASA
hP [N), 18] Aol Al2bE RS ol&ate] 9] 77
4e AFI

&' =h(K [[h(P | N)|[R) (36)
A (37)

A SE FAR AZVE AFTS Ue)H 3P
@ A URE A 8
AR Aol BLA @71
FEHTL W} AR A7} A2
8] el ket ol Ausiolo} gt

a=K®R (38)
¢2=h(K || h(P[|N) | R) 39)

A9 AHH o F 7] HeiME hx || D)% A
Al ARS8 A== ASA bR NE E3 3

al



424

E 2. oMM d|W-BAM

Table 2. Comparison-analysis of safety.

ke ets] =A] #1448 A3z 2010 6€

T SE-OSPA =2 EF NSPA ZZ2EF SPMA Z2EF [-SPMA Z2EF

gagle #2374 0 0 0 0
Ad% 34 x 0 X 0
9% 34 0 0 0 0
4 124 34 0 0 0 0O
Aqulz AR 3 x 0O 0 0
3% X X @) O

ofof gtk AT FAA A% h(x || ID)Sh dA A4 Zwald}. =3 Aokt [SPMA Z2EZS SPMA

S 98 P29 AZA WP NS Lol 4 gich T2EZY FY3 £84 2 43S E AT

w}g}A] A|9oFSt .SPMA T2 EZ
o ¢hAs}}.

& Aulz AR 37

4—6 A3915(Mutual authentication)

M SE ARAF URSE Agwhd 219 9%
AR ¢ =K D h(P||N)IA The AL 943k g
A= ASA (P [N)S ARk I 5 KoF @A A
s 9 A== HEA WP INE o83 o=
h(K [ h(P || N) [ h(P [ NY)ell th@t F2Ae FFsho]
AHAE 53 T o AAE 913 s HS
h(P |N)O.2 HH|o|EFT) B AREAL U MH S
ERH A Q1F WAJA] ¢3=h(ID | h(P || N')7}

et MHZHEH Xd%% HAZ|Q1A] AHE 83
3b7] 93 v RS 9% HAHE HSA ||
N9} IDE o]&3ke] cyofl that FAAS ASS &

2 AAE Qe A2 s HAEA P N)SZE
to|Edt}, wiebA Aokel [-SPMA ZEEFS A5
o1=S AF3ich

V.2 E
2 =7AAME 71 At SPMA ZZEZC]
AAE 22 e HoRde AL, ADE &
Aol St A E AT HaE F3T L=
E2 LSPMAE A3 I-SPMA Z2ESE
2= F5 34, AdE 54, 9% 54, F1
ASA 54, Arls AR w40 st As

s 7HY A] Axka} 49 wielE =g dAkS
ST webd B =R A|eksl [.SPMA =
ZEZS 7HHP83 Y E QAo A SPMA Z2EZ T}

FU g4 2 A5FS AFEHA B o
P A AE 7ike] Q1F WA AREE  9lS
A0R 7|t

daozd

[1] L. Lamport, “Password Authentication with Insecure
Communication," Communication of ACM, Vol. 24,
no. 11, pp. 770-772, November 1981.

[2] C. K. Chan and L. M. Cheng, “Cryptanalysis of
timestamp-based password authentication scheme,"
Computer & Security, Vol. 21, no. 1, pp. 74-76, 2002,

[3] H. Y. Chien, J. K. Jan, and Y. M. Tseng, “A
modified remote login authentication scheme based
on geometric approach,” The Journal of Systems and
Software 55, pp. 287-290, 2001.

[4] M. S. Hwang, “A remote password authentication
scheme based on the digital signature method”,
International Journal of Computer Mathematics, Vol.
70, no. 4, pp. 657-666, 1999.

[5] M. S. Hwang, C. C. Lee, and Y. L. Tang, “An
Improvement of SPLICE/AS in WIDE Against
Guessing Attack,” Institute of Mathematics and
Informatics, Vol. 12, no. 2, pp. 297-302, 2001.

[6] C. C. Lee, M. S. Hwang, and W. P. Yang, “A



op
o
o

o

Flexible Remote User Authentication Scheme Using
Smart Cards,” ACM Operating Systems Review, Vol.
36, no. 3, pp. 46-52, 2002.

[7] C. C. Lee, L. H. Li, and M. S. Hwang, “A Remote
User Authentication Scheme Using Hash Functions,”
ACM SIGOPS Operating Systems Review, Vol. 36.
no. 4, pp. 23-29, October 2002.

[8] L. H. Li, L. C. Lin, and M. S. Hwang, “A Remote
Password Authentication Scheme for Multiserver
Architecture  Using Neural Networks,” [EEE
Transactions on Neural Networks, Vol. 12, no. 6, pp.
1498-1504, November 2001.

[9] M. S. Hwang, C. C. Lee, and Y. L. Tang, “A Simple Remote
User Authentication Scheme,” Mathematical and Computer
Modelling, Vol. 36, no. I, pp. 103-107, July 2002.

[10] J. J. Shen, C. W. Lin, and M. S. Hwang, “A
Modified Remote User Authentication Scheme Using
Smart Cards,” IEEE Transactions on Consumer
Electronics, Vol. 49, no. 2, pp. 414-416, May 2003.

[11] W. H. Yang and S. P. Shied, “Password
Authentication Scheme with Smart Cards,” Computers
& Security, Vol. 18, no. 8, pp 727-733, 1999.

[12] A. Shimizu, “A dynamic password authentication method
by one-way function,” [EICE Tramsactions on
Communications, Vol. J73-D-I, no. 7, pp. 630-636, July 1990.

[13] A. Shimizu, “A dynamic password authentication
method by one-way function,” System and Computers
in Japan, Vol. 22, no. 7, pp. 32-40, July 1991.

[14] A. Simizu, T. Horioka, and H. Inagaki, “A password
authentication method for contents communication on
the internet,” IEICE Transactions on Communications,
Vol. E8I-B, no. 8, pp. 1666-1673, August 1998.

[15] M. Sandirigama, A. Shimizu, and M. T. Noda,
“Simple and Secure Password Authentication
Protocol,” IEICE Transactions on Communications,
Vol. E83-B, no. 6, pp. 1363-1365, June 2000.

[16] C. M. Chen and W. C. Ku, “Stolen-Verifier Attack
on Two New Strong-Password Authentication
Protocols,” IEICE Transactions on Communications,
Vol. E85-B, no. 11, pp. 2519-2521, November 2002.

[17] C. L. Lin, H. M. Sun, and T. Hwang, “Attacks and
Solutions on Strong-Password Authentication,” IEICE
Transactions on Communications, Vol. E84-B, no. 9,

Hag ANE AEE e

2

B59% T2ES 425

pp. 2622-2627, September 2001.

[18] C. W. Lin, J. J. Shen, and M. S. Hwang, “Security
Enhancement  for  Optimal  Strong-Password
Authentication Protocol,” ACM SIGOPS Operating
Systems Review, Vol. 37, no. 2, pp. 7-12, April 2003.

[19] W. C. Ku, H. C. Tsai, and S. M. Chen, “Two simple
attacks on  Lin-Shen-Hwang's  strong-password
authentication protocol,” ACM SIGOPS Operating
Systems Review, Vol. 37, no. 4, pp. 26-31, October 2003.

[20] C. W. Lin, C. S. Tsai, and M. S. Hwang, “A New
Strong-Password Authentication Scheme Using One-Way
Hash Functions,” Journal of Computer and Systems
Sciences International, Vol. 45, no. 4, pp. 623-626,
January 2006.

1] $2F, 44, P94, 4719, B 929
E RS ZREE YA =] AU
7 ClE AlZ 11-19%, 20093 1€

2010\ 3€~A) : AT S
AH W55 ALY

AL ARR T AHEEFAE
37k D B, FE9E AHE 5

e
=
S
m
EH>
&0

19943~2006'3 :
AAL, HRAL

20063 49~20061 119 : L&
Freroietal AJ2l7g B3 ek
AT

ﬁ‘ 2006 8€~2006'd 119 : Y& F4¢
ANZEAR7EATA SHATY

2006'3~2007d 2¥: ARFAE R 578 Q0
HESE AR

20073 29~3A) : sHEY S ARKR T W

BAlEol: YT ZZEZ RFID Al2E & Heb 7|
ARRS AHRSAE F71 FHeE 7

Apoea o,

—

AZE] &
‘n‘ Q)



