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Intrusion Detection Algorithm based on Motion Information in
Video Sequence

2 o

HIT e A A= AR FEEokelA tetAl S8 Stk & =82 14 Jhegels H5H
AAPRE o] &3 I &4 duefFE AFsidltt At dae]Ee Hh Qe Ald2dA AMFE o]8-38}of
dgd Aoz R Y B4 Zd Y FEE Fopla, AAE EAe AU AEY BYog AitEn. 4
Y A& RGB &3tllM 2D 49 i 2712 2Asier 24 #AS AT A AFAA e
2 248kt A3 23, Aleity FE QHES0] 543 e u, =4 #4A9 Aol v A F
A1

Abstract

Video surveillance is widely used in establishing the societal security network. In this paper, intrusion
detection based on visual information acquired by static camera is proposed. Proposed approach uses
background model constructed by approximated median filter(AMF) to find a foreground candidate, and
detected object is calculated by analyzing motion information. Motion detection is determined by the relative
size of 2D object in RGB space, finally, the threshold value for detecting object is determined by heuristic
method. Experimental results showed that the performance of intrusion detection is better one when the
spatio-temporal candidate informations change abruptly.

Key words : intrusion detection, AMF, detected object

I. Introduction

Video surveillance is used to maintain social control
and prevent different anomalies such as crime, an
abnormal human position or behavior and traffic violation
by using different techniques. Especially, the 8'th
international meeting of ISO/TC 223 Societal Security
have potentially reviewed and reported the new work

item proposals [1]. Intrusion detection is a complex
problem that can be solved by using visual applications.
It is a challenging problem due to some factors: human
can be in different clothes, take different poses and have
class variations. Once human is detected, depending on
the application, the surveillance system can go into the
details of understanding the human activity [2].

A proposed approach uses motion information from
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video sequence to detect intrusion. Background

subtraction techniques finds the foreground object from
the video. The background model uses Approximated
Median Filter (AMF) in RGB space at each pixel for
constructing background scene that is continually updated
[3]. Pixels detected by algorithm are considered as region
of interest. When new object detected, frames would be
captured for blob analysing and constructing boundaries
for tracking. At this stage additional procedure can be
included if require.

The organization of the paper is as follows: in
section Il a description of research is given. In section
Ill, results of approach are presented. Finally section [V
is devoted to conclusion.

II. Proposed intrusion detection method in
a video sequence

The main goal of proposed method is to detect new
object in filmed video sequences. Therefor all frames
goes through special validation procedure where we
check them for new object presence. In order to cut
and  detect
information is reduced by separating foreground and

down validation time motion, input

background scene. An overall description of algorithm is
given below.

Initialization.
X Is a test sequences in RGB space.
B is a description of background scene in RGB
space.
F is foreground object in RGB space.
W - width, H- height
DI - dilation image
1) Background modelling.
B={}
2) Foreground detection.
FOR x=1 to width
FOR y=1 to height
IF all pixels of test sequence are within
distance T of corresponding background value
B(x,y) THEN
F(x,y)=0
ELSE

Fix,y)=X(x,y)

0
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Initialization.
X Is a test sequences in RGB space.
B is a description of background scene in RGB
space.
F 1s foreground object in RGB space.
W - width, H- height
DI - dilation image
1) Background modelling.
B={}
2) Foreground detection.
FOR x=1 to width
FOR y=1 to height
IF all pixels of test sequence are within
distance T of corresponding background value
B(x,y) THEN
Flx,y)=0
ELSE
Fx,y)=X(x,y)
3) Background updating.
[F a pixel value in the current frame has a
value larger than the corresponding background
pixel THEN B(x,y) is incremented by one
ELSE
B(x,y) is decremented by one.
4) F converted to binary image.
5) Morphological operation:

a) Dilation with structural element ,

Va SEi_ j overlaps 1-valued pixels in the frame

bw(ac,y)z 1
ELSE
bw(a:,y)z 0

b) Filling holes

[F pixel is on the border of f

fon(@y) =1—f(z,y)

ELSE

fn(z,y) =0

o) f,Fbw(z,y)

6) IF detected object < 15000 pixels THEN

remove It

ELSE construct boundaries

The separation was done by background subtraction.

Input frames are compared with background model
and classified as foreground and background. We have
used an assumption that region of interest is moving
relative to it's background, while background remains
stationary. Therefor foreground pixel can be defined as in
eq. 1. The foreground pixel are detected by calculating
the Euclidean norm at time t:
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L(@y), |1 xy)—Bzy) | > 1T,
Fow) Z1\B (2y) ; (1)
! , (2,y), otherwise

where 7, is the pixel intensity value, B, is the
background intensity value at time t and 7, is the

foreground threshold.

where, R, G, B are components of a color image.

The most tricky thing here is handling background.
[4]. The background description can be done in several
ways and the most primitive and simple way is taking a
snapshot of scene without any foreground object. The
method is used in frame differencing but it is not
appropriate for complex scene because background can
change over time.

We have implemented an approach in which
background can adopt to its changing through time,
background modelling was based on Approximated
Median filter (AMF). AMF had been previously used for
classification system and urban traffic monitoring [5]-[6].

AMF maintains a background model by using next

simple procedure:

B,=B+1ifl > B,

B, (z,y.e) = {Bt = B, — 1 otherwise

If a pixel value in the current frame has a value larger
than the corresponding background pixel, the background
pixel is incremented by 1.

Otherwise the background is decremented by one. In
this way input data comes to a state when half of pixels
are greater then the background and half are less than the
background.
threshold 7,

. determined

The  foreground

experimentally. The parameter is adaptive, if the object

=)y sls] =EA A14A A& 20109 49

movements are fast, then 7, can be kept small,
otherwise 7., should be kept large [7-10]. For human
motion in-doors sequence 77, = 26.

In further step we obtained binary blobs and analyzed
their area. Some additional morphological operations are
done to improve output of background subtraction.

A dilation procedure is applied to detected objects and
holes are filled according to eq. 3

_ ) if (z,y)is on the border
fm(‘ny)z{l f(xul/)v Off (4)
0, otherwise

If blob's area (connected components) is less then 15
000 pixel we suppose that it is a false object and remove
it. All isolated pixel (individual 1's that are surrounded

by 0's) were removed.

III. Experimental Results

Intrusion detection was conducted by using Matlab
Image Acquisition toolbox, test was performed on Intel
Processor 2.83 GHz. We acquired RGB video sequence
with one and two human motion in-doors reconstructed

video sequence in fig. 1.

2 1. MFAE H|D ARA
Fig. 1. Reconstructed video sequences

Changes that were detected by detection procedure
were represented in  Fig. 3. The background scene

modelling was implemented by using approximated
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median filter (AMF), though it has a good performance
it adapts very slowly to large changes in background and
is sensitive to environmental noise.

Since the amount of background update (+1 or -1) is
independent of the foreground pixels, it is robust enough
to perform our tasks. The only drawback is that it adapts
slowly toward a large change in background the camera
should be carefully positioned. All others motion
segmentation details are described in a section [l and III.

Fig. 2 illustrates extracted frames from an acquired
175 and 200 are
example of frames with object, namely, no object and

video sequences. Frames #50, 65,

two objects (or human) in frame.

(a) frame #50

() frame #200
=

(c) frame #175
J8 2. H|C|A[ZIAS] ME
Fig. 2. The samples of video sequence

) frame #50 ) frame #65

(c) frame #175 (d) frame #200

:}_EI 3 E;(.”}lx 247 |.
Fig. 3. The result of object detection
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Fig. 3 shows detected changes in these frames with
constructed bounding box . The result of one detected
human in-doors is represented in frame #175. For
detected changes whose area more then 15000 pixels
boundaries is constructed, fig. 3.

In fig. 4 detected area is considered as intrusion if
object's area is more then 15,000 pixel. First frames is
equal to zero, that means that frames don't contain any
objects. Output of these frames is black screen (all pixel's

values are equal to zero) as in fig. 2 (frame# 50).

25

5] r

Detected area

0&-

N —

] 50

L L L
150 200 250

Frame number
3. 4. H|C|R = oM S &S A
Fig. 4. Appearance area of object in video frames

L
100 300

Large changes detected in video sequence in frames
#50-150 represent a large object that was relatively close
to camera (static camera was positioned too low, a
walking human closed all scene) fig. 4 (first peak). In
fig. 5 frame #100 illustrates first peak in Fig. 4. Another
peak is reported in fig. 5, frame #180.

(b) frame #180

frame #100

(a)

J8 5. z[3 =AM =Y of

Fig. 5. Examples of peak object frame
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IV. Conclusion

In this paper we have developed an intrusion detection
approach in RGB video sequences. Approach includes
AMF techniques to model background. Objects detection
was based on background subtraction procedure. After
motion pixels had been defined bounding box
construction was implemented, all changes were captured

for further processing.

Acknowledgement

This work was partly supported by the RIC/PoDIT
program in Mokwon University, 2010.

References

[1] ISO/TC 223 Societal Security, "Resolutions 96 to 107
taken at 8th meeting of ISO/TC 223 2009-11-18 in
Ekurhuleni, RSA.

[2] A. Ogale "A survey of techniques for human detection
from video"

[3] Alla Kim, Yoon-Ho Kim, "RGB Motion segmentation
using Background subtraction based on AMF",
Journal of Korea Institute of Information Electronic
Communication Technology Sciences, 2009

[4] Swantje Johnsen and Ashkey Tews, “Real-Time
Object Tracking and Classification Using a Static
Camera”, Proceedings of the IEEE ICRA 2009,
Workshop on People Detection and Tracking, Kobe,
Japan, May, 2009.

[5] Alla Kim, Yoon-Ho Kim, "Fire detection algorithm
based on Color and Motion Information", The Korea
Navigation Institute, 2009

[6] N. McFarlane and C. Shofield, “Segmentation and
tracking of piglets in images”, Machine Vision and
Applications, Springer, Vol. 8, no.3, 1995.

[7] David Moore, "A real-world system for human motion

i

258 eks] =22 A4 A2z 20104 49

detection and tracking", California Institute of
Technology, 2003

[8] Hui-Xing Jia, Yu-Jin Zhang, "Human Detection in
Static Images", Tsinghua University, Beijing, China

[9] Muhammed Usman Ghani Khan, Atif Saeed, "Human
detection in Videos", Journal of Theoretical and
Applied Information Technology

[10] Ish Rishabh, Arjun Satish, "Human detection in RGB

images"

Alla Kim

received B. S. degree in economics
and management field in Tashkent
Univ. of Information Technologies in
2008, Uzbekistan. Now Master
degree student in Mokwon Univ.,

dept. of IT engineering.

She is currently focused on image

processing and computer vision.

Yoon—-Ho Kim

T In 1992, he joined the faculty

member of the Mokwon Univ.. He

is currently a professor in the Dept.
of Computer Engineering, Mokwon
Univ.. From 2005 to 2006, he was
with Univ. of Auckland, where he
served as a research fellow. He has
been working as Korea Delegate in
ISO/TC223 since 2008. His research interests focus on
image processing, including pattern recognition, computer
vision, fuzzy technologies. He is a member of the IEEE,
and IEEE Computer Society, IEEK, KICS and KIIT.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


