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Development of Digital Watermarking Technology to Protect
Cadastral Map Information
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Abstract

This research aimed to prevent illegal distribution and reproduction of digital cadastral map information using digital
watermarking. To this end, a digital watermarking was developed in consideration of the properties of cadastral
maps and based on watermarking methods, after which its performance was evaluated. A watermark key and a
one-way function was used to compensate for the algorithm and, therefore, watermarking security, based on the
existing research results. In these ways, the present method meets the requirements for fidelity, robustness, false
positive rate and the maintenance of consistent topology. The advanced techniques suggested in this paper were
devised so as to be suitable for vector data such as GIS and navigation data as well as cadastral maps. Moreover,
if the existing methodology is further improved, it could be expected to be used even more widely.
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1. Introduction order to protect copyright[2].

Digital watermarking is the method of embedding
With the rapid introduction and enhancement of the information for, among other purposes, proving copy-
Internet and computer networking around the world, right in cases of dispute[3]-[11]. Digital water-
more and more people have been able to easily gain marking technologies have been a topic of interest
access to digital data. The wide propagation of multi- since the middle of the 1990s, from which time they
media data, moreover, has made it possible for many have been combined with various multimedia data.
people to acquire and manipulate a wide range of  Digital watermarking can be used for various pur-
data. Along with these advances, however, the risk poses, such as owner identification, transaction track-
of illegal data copying and reproduction has ing and content authentication[12]. Correspondingly,

grown[1]. Thus, many people have looked to data this technology has been widely applied.

embedding methods identifying digital data owners in Cadastral information management is a nation’s
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most important land-related data management, akin to
the protection of public land ownership and the man-
agement of national land. Each country has its own
unique cadastral system, and most countries such as
Germany, France, Switzerland, Japan, Korea and
Taiwan manage cadastral large-scale maps. Moreover,
most countries digitalize analog maps and operate a
cadastral system with digital cadastral maps.

The importance of an interest in cadastral maps
and conversion to digitalized map-management sys-
tems has increased with concerns for data spillage
and illegal distribution of cadastral maps. Recently,
the application of digital watermarking technology to
the protection of land ownership claims and the
copyrighting of GIS-related vector spatial data has
been studied. However, considering the importance of
cadastral maps to countries, watermarking technology
to protect land ownership and copyright must rapidly
adopt cadastral map data rather than GIS data or nav-
igation data.

Research on digital watermarking has focused
mainly on multimedia data, the research on vector
data remaining relatively insufficient. Thus far, re-
search on digital watermarking regarding vector data
has been concerned mainly with the frequency do-
main method[13]-[16], which provides robustness
and the
which easily controls distortion.

against attacks, domain meth-
od[17]-[20]

In the previous research on watermarking technol-

spatial

ogy, the watermark has not been extracted for vari-
ous data operations including insert/erase, and neither
have topological changes made after embedding of
the watermark been considered[13]-[20].

Since cadastral map data is directly relevant to pro-
tecting public land ownership, it is managed using
the most large-scale and accurate methods available.
Indeed, in order to effectively protect cadastral map
data with watermarking technology, accuracy in em-
bedding and extracting watermarks is one of the most
essential aspects. Additionally, there must be no dis-
tortion when cadastral map data is compared with the
original.

This study aimed to devise watermarking technol-
ogy that compensates for the limitations of the water-
marking methods found in the previous research. It
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also intended to develop a method optimized for ca-
dastral maps targeting parcel and to suggest an ad-
vanced watermarking technology to protect cadastral
map data accurately and safely.

Chapter II deals with the basic principles of digital
watermarking and the considerations involved in ap-
plying watermarking to cadastral maps, which is,
with the properties of cadastral maps compared with
general vector data. Chapter III describes proposed
watermarking scheme considering properties of ca-
dastral maps. Chapter IV compares the performance
of advanced digital watermarking with the methods
described in the previous research. Finally, Chapter V
discusses the present research results.

2. Considerations in applying digital
watermarking and cadastral maps

2.1 Digital watermarking

The most essential purpose of digital watermarking
is to identify ownership. That is why special in-
formation must be inserted to identify ownership
accurately. Generally, this special information must
have no problem in using data and maintain con-
sistent information after frequent data operation. That
is, a watermark-embedding algorithm must be used to
insert additional information necessary to prove the
ownership of the original data. Thereby, accurately
watermarked data can be created. Further, it must be
possible to prove ownership by extracting the created
watermarked data again through a  water-
mark-extraction algorithm. Figure 1 illustrates the ba-
sic principles of embedding and extracting
watermarks.

Digital watermarking techniques can be classified
based on many criteria including the data type and
robustness of the embedded watermarks. More than
anything else, classification based on watermark- em-
bedding methods is very common. Watermarks can
be embedded in the frequency domain or the spatial
domain. The former is strong against many attacks
but has difficulty controlling distortion[11]. The lat-
ter, whereas not poor at responding to many attacks,
can control distortion easily compared with the fre-

quency domain. Since both methods have advantages
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Fig 1. Embedding and extracting watermarks

and disadvantages, it is best to select the water-
marking method according to the properties of the
pertinent data.

The criteria by which digital watermarking per-
formance is evaluated are as follows: 1) embedding
effectiveness, which is the ability to extract water-
marks after embedding them; 2) fidelity,
whether the original data is normal after the embed-

reflecting

ding of watermarks; 3) robustness, which is the abil-
ity to extract watermarks after applying various proc-
esses to them, and 4) the false positive rate at which
watermarks are extracted from data with no water-
marks embedded[2]. Watermarking methods must be
ideal in meeting all of the evaluation criteria[1],[21].
In particular, fidelity and robustness are a trade-off.
Therefore, important evaluation criteria must be se-
lected and applied to satisfy purpose for using water-
marking and data property, and for other criteria, at-

tenuation effect must be made.

2.2 Cadastral maps

The properties of cadastral maps must be accu-
rately reflected in the application of digital water-
marking to protect cadastral map data. In other
words, the unique characteristics of cadastral maps as
differentiated from those of general GIS vector data
must be considered.

Cadastral maps are essential to the large-scale and
effective management of national land resources.
Borders, registered with maps, are the foundation of
land ownership protection. Therefore, unlike general
GIS vector data, cadastral map data must ensure
accuracy. Digital topographic maps are mainly cre-

ated/managed in small scales by each country, but
cadastral maps are managed in large scale with high
positional accuracy. Therefore, cadastral maps must
ensure high positional accuracy after watermarks are
embedded in them. That is, it is important to main-
tain, to the extent possible, the raw data.

In addition, in order to update cadastral maps to re-
flect changes in land description items, attacks
against various operations must be prevented. In par-
ticular, to protect the integrity of partition sub-
divisions of lot divisions, annexation consolidations,
registration conversions, file format conversions and
map matchings, which frequently occur with changes
in land description items, attacks against various op-
erations must be prevented. That is, in order to apply
watermarking technology to cadastral maps, the re-
quirements of fidelity, robustness and false positive
rate must be satisfied.

Moreover, cadastral map data is a kind of spatial
data. Therefore, when employing watermarking, top-
ology must be maintained as for GIS data.

3. The proposed watermarking scheme

As discussed above, when applying watermarking
to cadastral map data, the most important consid-
eration is to minimize any damage to the original
data. That is, when watermarks are embedded, they
must be the same as the original. Therefore, the pres-
ent research devised a watermarking method to sat-
isfy watermarking fidelity. Besides, if the topology is
damaged when watermarks are embedded, the water-
marking method must consider not damaging the
topology. In this case, the advantage of the water-
marking method in the spatial domain is fully
utilized. The digital watermarking method presented
in this paper can be classified into two parts: water-

mark embedding and watermark extraction.

3.1 Watermark embedding

Watermark embedding starts with raising the coor-
dinates in the data to the second power. Since it is
the principle followed in this research to embed wa-
termarks into all coordinates in the data, all coor-
dinates have to be raised to the second power, re-
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spectively for the x, y data coordinates. Only values
in constant digits must be raised to the second power.
For example, multiplying the constant digits of the
204177.66 coordinates, 41688247329 are generated.

The method suggested in this research is to embed
watermarks into a position lower than the decimal
point, so that only constant digit values have to be
raised to the second power in order to extract the wa-
termarks later. After the constant digits are so raised,
each digit is added.

In the present case, the watermark key, one of the
watermarking features, was used. Rather than adding
all of the digits, the data owner adds digits within a
certain range. For example, it is possible to add all
digits ranging from 4 (a first digit) to 9 (the last dig-
it). Using the watermark key, it is also possible to
add values within a certain range. The added values
use remainders with quotients of 15. When
41688247329 are added together, the result is
4+1+6+8+8+2+4+7+3+2+9 = 54. When 54 are div-
ided by 15, the remainder is 9. 15 were designated

considering the floating point representation of
IEEE754 and the data coordinates used in this
research. The floating point representation of

IEEE754 makes it possible to calculate the number of
bits expressing values less than the decimal point.
For watermark embedding, 15 were selected for
use with the methods suggested in this research.
With the value obtained from the remainder, the
position at which to embed the watermark is selected.
After expressing the coordinates with IEEE754, the
position is moved to the position as many as the re-
mainder less than a decimal point and then convert

the value remaining from the movement position into
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1100110011011100010.01010001111010111000010100011110110

1100110011011100010/010100011110101 (10&010100011110110

‘ No char;;;. [

| | Embed
watermarks{ 1011}

Fig 2. Example of watermark embedding suggested

Mo change. Calculate watermark
235= 11 mod 16

in this research

decimal value. For example, if
1100110011011000110011001111010010011 is saved
as the coordinates, move the value less than decimal
point into the position as many as the underline and
then
which the value is converted into a decimal number.

1100110011011000110011001111010010011
001100111(2) = 102.
erated when the converted value is divided by 16 in-

the position is moved to the underline, after

=>

Convert the remainder gen-

to a binary number. The converted value is the wa-
termark to be embedded, and the 4 digits after the
underlined bits are converted to watermarks. For ex-
1100110011011000110011001110110010011
are the final coordinates indicating where the water-

ample,

mark is inserted. Figure 2 shows an example of the

watermark embedding suggested in this research.

Watermark embedding is performed as follows, and
the pseudo code is shown in Figure 3.

Step 1. Raise the constant value of the original x,
y data coordinates to the second power

Step 2. Add values within a certain range with the
watermark key

Step 3. Determine the position at which to embed
the watermark using the remainder

Step 4. Calculate the watermark using the re-

Insert_Watermark()
while( number of coordinates)

temp

intersection_point<x,y>
watermark_point<x,y>
End while
End

— (ctmrdt'nates)2

watermark <—sum(temp) % 15

< calculate_intersection_points

< intersection_point<x,y>

Fig 3. Watermark-embedding pseudo code
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Detect Watermark()

while(number of coordinates)

else

End while
End

temp <— (coordinates)*
watermark <— sum(temp) % 15
if reflect watermark in watermark_point<x,y> then

extraction success

extraction fail

Fig 4. Watermark-extraction pseudo code

mainder

Step 5. Embed the watermark

3.2 Watermark extraction

The watermark-extraction process is similar to the
watermark-embedding process. First of all, before ex-
tracting watermarks, preprocess is performed on the
watermarked data on the same state of the original.
When data operations such as rotation and translation
are performed, the data is converted to its original
data state. After completing the preprocess, the wa-
termark key is used for embedding the watermark
and performing the same process as watermark
embedding. When calculating the watermark to be fi-
nally embedded, check if the position at which to
embed the

Watermark extraction is performed as follows, and

calculated watermark is correct.

the pseudo code is shown in Figure 4.

Step 1. Raise the constant value of the original x,
y data coordinates to the second power

Step 2. Add values within a certain range with the
watermark key

Step 3. Determine the position at which to embed
the watermark using the remainder

Step 4. Calculate the watermark using the re-
mainder

Step 5. Check if the calculated watermark is identi-
cal to the embedded watermark

Step 6. Detect the watermark

In order to evaluate the extraction ratio of the wa-

termark, the CR (Correspondence Ratio) was used in

this research. The relevant formula is as follows.

B The number of extracted watermark coordinates

~ The number of data conrdinates nsed for extraction
4. Experimental results and analysis

4.1 Experimental Data

In order to test the watermarking, a cadastral map
of Gangnam-gu, Seoul, was utilized. The target map
was of 1:1,200 scale and 38cm of position accuracy.
1:1,200 scale maps are the most common type man-
aged in Korea and the most widely used in cadastral
work(Figure 5). The map was created in shp and dxf
formats. Therefore, in this research, changes in the
watermarking were analyzed by converting the file
format between the two sets of data along with ex-
periment in shp file format. .shp file of ESRI com-
plies with the
IEEE754.

floating point representation of

e

Fig 5. Experimental cadastral map(scale 1:1,200)
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4.2 Experimental Results

In this research, many experiments with cadastral
maps were conducted to evaluate the performance,
including robustness, of the watermarking against
many operations crucial to cadastral work. Major
tasks currently performed in cadastral work using ca-
dastral maps include partition subdivisions of lot di-
visions, annexation consolidations, registration con-
versions, file format conversions, serial map mapping
and editing. These operations are the same as in
GIS-based map mating (partition subdivisions of lot
divisions and/serial map mapping), adding objects
(registration conversion), deleting objects (annexation
consolidation), file format conversion and clip-
ping/generalization (editing). Finally, it is important
to check if there are any topological changes in ca-
dastral maps in the form of spatial data.

Attacks or operations against data were conducted
in ArcMAP 9.1. The watermark embedding and ex-
tracting systems are embodied using Visual C++6.0
of Visual studio 6.0.

In the experiment, the watermark keys 1 and 11
were used with the selected data, and attacks against
watermark-embedded data were conducted in add-
ing/erasing objects, map matching, -clipping and
generalization.

First of all, the extraction ratio was evaluated for
object addition. In the experiment, objects not em-
bedded with the watermark were randomly added to
the watermark-embedded data (Figure 6, left). By an-
alyzing the extraction ratio through experimentation,
the CR value was determined to be 93.3%, because
watermarks were not embedded in the added data and
watermarks were extracted from other objects except
for the corresponding objects. Therefore, the ex-
traction ratio was considered to be remarkably high,
showing robustness against data addition.

Next,
perimented on.

attacks by deleting objects were ex-
In the experiments, the CR value
was determined to be 93.4%, because, as the water-
mark-embedded objects disappeared and objects were
integrated (annexation), new coordinates were
generated. This result also showed a high CR value,
proving that the suggested method ensures robustness

against object deletion(Figure 6, right).
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Fig 6. Object addition (left) and deletion (right) test

Map matching was evaluated by dividing the raw
data already used in experimentation into two and
embedding watermarks into each of them using the
same watermark key (Figure 7). By merging much
data together, map matching was conducted, which is
the same process as embedding watermarks into each
cadastral map and connecting those maps (creating
cadastral maps). The experimental result was a CR
value of 100%, because the watermarks embedded in-
to each data did not disappear or maintain their origi-
nal coordinates. Therefore, this research proves that
there are no significant problems with map matching.

The clipping operation next was evaluated. The
raw data was clipped into three parts, and the ex-
traction ratio was analyzed (Figure 8). The extraction
ratio of the three parts was over 90%, proving that
clipping presents no problem for the suggested
method. In a data generalization evaluation, many op-
erations were conducted using ArcMap 9.1 of ESRI.
The generalization of ArcMap 9.1 was based on the
Douglas-Peuker algorithm. Thresholds of 1m, 3m,
and 5m were respectively applied to the algorithm.
According to the experimental result, the CR value
was a full 100% for all of the parts (Figure 9), be-
cause new coordinates were not added to the water-
marks even though the coordinates where the water-
marks were embedded were deleted during
generalization. Therefore, the suggested method was
proved to be robust against generalization.

Considering that cadastral maps are managed in
shp and dxf file formats, robustness against file for-
mat conversion was tested. To this end, the .shp for-
mat used in the present research was converted into
the .dxf format and then converted back into the .shp
format again. The test proved that there are no prob-
lems associated with watermark extraction, because
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the method suggested in this research is based on
floating point representation of IEEE754, and the .dxf
file format was shown also to comply with IEEE754.

The robustness of the suggested method was eval-

uated using the CR values in various attacks. All of
the experimental results showed a high CR value,
proving that the method can prevent illegal dis-
tribution and

reproduction of cadastral maps.

However, since coordinates and positional in-
formation are very important in map data, a water-
marking method that is strong against many attacks
is important, though a method that satisfies fidelity is
also crucial. In this research, a watermark was em-
bedded and a comparison to the raw material was an-
alyzed, as shown in Table 1. In addition, in order to
check for topological changes after the watermark
was embedded, the raw data was compared with the
data embedded with the watermark. According to the
comparison analysis, when the allowable error of the
1:1,200 cadastral map is 0.38m, the result is within
the allowable error, satisfying fidelity.

Finally, the false positive rate of detection of wa-
termarks from data not embedded with watermarks
was evaluated. For the experiment, a watermark was
extracted from a general vector map data not em-
bedded with any watermark. According to the ex-
perimental result, the CR value was 6.8%. This value
is much lower than the normal value, proving that
the suggested method has an allowable false positive
rate.

The present research comprehensively analyzed
Much of the

statistical data and examination of topological changes

each digital watermarking feature.

showed that the suggested method satisfies fidelity.
Given the possibility to extract embedded watermarks
against various attacks, the suggested method
certainly satisfies robustness. The low false positive

Table 1. Comparison experiment for fidelity

Comparison Experiment Result(m)
RMSE 0.03
Maximum difference of distance 0.19
Minimum difference of distance 0.00
Average difference of distance 0.01
Change of topology N

Table 2. Satisfaction examination according to watermarking performance evaluation criteria

¥ ki fi - -,

Watermar lTlg per. orfnance Fidelity Robustness False Positive Rate| Change of topology
evaluation criteria
Experimental result Satisfied Satisfied Satisfied No
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rate, moreover, proves that the suggested method sat-
isfies that requirement as well.

5. Conclusion and future work

In this research, the suggested digital watermarking
method was designed to satisfy the requirements of
fidelity, robustness, false positive rate and topology
considering the characteristics of cadastral maps. In
other words, the method’s watermark key and
one-way function were used to strengthen algorithm
security.

In particular, unlike previous watermarking studies
that did not consider topological changes, the present
research focused on detecting topological changes by
comparing the time after the watermark is embedded
and the time before the watermark is embedded, ulti-
mately improving fidelity. In a forthcoming study,
positional accuracy, one of the essential attributes of
cadastral maps, will be considered.

The watermark-extraction ratio is high not only in
extracting embedded watermarks but also in adding
and  deleting objects, map matching and
generalization. Experiments targeting various attacks
also proved that the suggested method satisfies
robustness. Along with meeting fidelity and robust-
ness, the suggested method maintains a constant top-
ology and compensates for the previous vector map
digital watermarking methods.
the

processing for watermark extraction. This challenge

However, suggested method requires pre-
must be solved to improve the simplicity of the wa-
termarking process.

Also, the suggested method will be improved to be
available for vector data such as GIS and navigation
data as well as for cadastral maps, making it still

more widely applicable.
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