SERTSUR=2X|
9@, A% (2010 4Y)
pp- 104~109

el s AN FAFA Rk 9T A8A

A Study on User Authentication for Wireless Communication Security in the Telematics

Environment
283"
(Hyoung-Gook Kim)
2 o
B =gdAe g FAGEE oldste fH vENAS ddE FEFA A&Y ARAE o] &5k g
AN A3 Aol FAS HY] 95 AR Q1FTVIES AR AITE ARSA} ISHA A & 2] AL
29 RS ZRE AE SA vhol2 718 o838t F7l FAuClHE guslste] FRFA Al2R) AFata, 3
B2 Al=E AHAME dsstE 7l SAUlHEREH MY SA5AS Fdsto HE] F5E ARAY] 54
Hio]Q 7)9} Hlwate] XIS E AMEALE Q1Fh APS Bl TS FH LI HE AtE e s HHEE #
Aetsith

Abstract

In this paper, we propose a user authentication technology to protect wiretapping and attacking from others in the telematics
environment, which users in vehicle can use internet service in local area network via mobile device. In the proposed user
authentication technology, the packet speech data is encrypted by speech-based biometric key, which is generated from the user’s
speech signal. Thereafter, the encrypted data packet is submitted to the information communication server(ICS). At the ICS, the
speech feature of the user is reconstructed from the encrypted data packet and is compared with the preregistered speech-based
biometric key for user authentication. Based on implementation of our proposed communication method, we confirm that our

proposed method is secure from various attack methods.
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<Fig. 2> Flowchart of wireless communication security

TAElE 3ETo|t) A FH719 Aol SRR T, AR 74

o Apgore] AFA} A VEYIS ZFer  TEO| SRTP AAS AlARith 5, Agete] 4w
gl 7% = VoI 7]¥ke] BAL @3] mep, 2ol THlE 9 %E—%‘ ARHH G Be 54
A8 wge] Aol BARES Aojsted Qup  HOTEZE UHAM, pasnes nER dde,
S|E(INVITE) WA A4S 53 WLAN &7olx 7o/ 2s xﬂOi % 3 AA HHoA e
LAN 3¢ AREA A28 MWz 52 axggc T3 A disske shie] Fasins A

olo] tlesle] AE AREA A2 el Hk oldl el oF AYFAZRY Y Ee o4
VoIP EAAAE o] ek e Agsict o] 7 HolHE FE3FE F3 Fadkd §, FAREE
A, 47 VolP BAZAEL Ao Agd & ALEL o] thiste, gAREE yustd 93
4 RE3 B Bas el 61, G729 W 5¢ BT 4 HOES Azlekit

106 PIr=TSYR|=2N| THI9A, T22(2010H 48)



Hjo gl A SH0AM FHSH Eots 23 ALEAL olB0f 2ot T

ECEERE L R FESE DRI
A FRINE olgdtel Fastd F, JuAad A clytt e
2] 2|
WE F53hE A3 dolHE AUk &4 0B
PREN A2 AME FALES 53 P53}
d 7 olelE s, A7) AH FH1E ol
g3t 7 dolelg Bt
249 dolHE FeEss REL 42T,
REsyBes AolRt 5 A4 HA Aew
w58 Aol fgshe shtel B8R g dud)
i, FAEEEFYH d9He Fagtd 94 =
&4 AelElE %eave 59 HEsas
ET:E"——@(% og)g- = %}‘6‘ Eﬂ O]HE 9’]‘1?‘ %Eﬂﬂxo]'i] SIAHH|E}AF DE AjA]
£ A9 oo, 453} AFS FASHA ek J
z, 299 A7 dolHzRe A $459L o g2 44
= s & =]
FZ38la Mg AgEn
P58 AFRE AM FHIE S H3o
A FAF $4 vole F19k AHAL SAEHE A <8 > SAIEH Hj0I27| MY emRIE TE
2 sty A ARE gtk Yot ds <Fig. 3> Block diagram of a speech-based biometric
5 olZRL o4 wlo] 0|9k 2AlE SAAEEH key generation algorithm
B #23 $4540l N2 FLd A9 @l
o] & 1 HlS = 5 & QRS X Zo
ot],'iﬁ' ?4%0] }é%x o= Z’?—ﬁg% Zi.g_i Q,’?J@'l:]' ’] §]'Z]' ‘;< ]§]—Z]—Eo-ﬂ EH?‘} =] o;é_?j EETFH 1:}13
o} o o5 3l Ol=0o] AILA O 23 ) jq- Oﬂi @%% Z‘“ﬂ?}ﬁ]—, < E‘EE‘OHHL—‘: [4]011}‘1 /‘]'
e, fag Geel BEAAE TN o cugy 9naze A 43 dns
B53tE 7] 98 e 24 HolHE oF &9 B
- - S 3= ol o= & ¢ =, A O = =
=} Asle] =& 3
°Ti Li"_m ETE} orel v oo o  HED T 71ME 48BHE T o2 AA
R T L Vo T sk, sk AZ Log Specml Amplinde £
e R B WL TITES TR g 2 v 9% wages s &
ciol gaiglel waelx wigel delele) gt T T P
838 golapl AN S Ank wm g} AL TO 00 T T e
. N ol= P OF5 3 v - HY wvo R = e M) T
IR S SIee TANRE AR NS o g saqel ) Az 44 g 2 5
W mRmEel MEY S Aen, ABAN A A e nates 2z wwae] 496
= h=2 U — ° — °
HE olgste} $4 OAE FI(&A w2 )E 4 e e ‘

2t

a1, Mel-scale Frequency Cepstral Coefficients (MFCC)
= PGS AHEEt 549 54 ARE FE53
o} o] HX}+= pre-emphasis A2, I A= A,
fast Fourier transforms 717} F8)sto] Fulpgd o
2 fghe gES Mel Y ZHWAE FHA7)A,

2 =FoA At siAlA] duEEe aA &
- ) = i " 23}, discrete cosine transformS AA (1)< )
A mlele7] A AL JFeE FAHT, orcr R szre B=aT
E 7 = —|E§_ .
on) wlol o] AAY BEEL <08l 353 2. 493 13748 MFCC A3t 95
A, AsFslE oA S8 s S0l

Vol.9 No.2(2010. 4) The Journal of Korean Institute of Intelligent Transport Systems 107



Hjo gl A SH0AM FHSH Eots 23 ALEAL olB0f 2ot T

X(n)= E log(S(k))cos [(k 0.5) ]L[} (1)
n=1,. L

o}7)1A, Sk kWA Melfilter bankE F%3+ 4l
sola, M& HE®WA 7%, L& MFCC Ab5o|th.

FEE SA45AES A9 Y 7t EE
E(Gauss1an probability density) S0l 22+e] 715
g, o2 43 ARToZA Yoo B
< Ze ﬁ%%“: S5 X #5l= Gaussian Mixture
Model(GMM) <] Expectation and Maximization(EM) &}
FEgF6lS sl A 2 Bista wds G
o A4 A 2do) Hiags olzlstste 24
Hho] @715 AAstaL, ol¢k A shAtel H] ﬂx}g
AW & 9 A YA WA = o
57 gieulE] WE FEREE At 1 BY
o] th2m, ozt FELEE GMMS °]&3le] &
té“"‘o}oﬂ o]f ﬂ#ﬂ 0}*— st RdE AREgRO

ok

45 8%

BRAE
Hlo| 27| | MAP Adaptation
7|8k FALT

22y

sxpelE

ZHUX HRRIT | 2xe o2t

HEE e | el
o

531714

<Ol 4> GMM Z[Ele] SiXIelE einelE 7=
<Fig. 4> Block diagram of a GMM-based speaker
authentication algorithm

FRIEC gt Aol AL BF ghEo|x|1
wa Z4zte] oo tigh Hﬁﬁi}z}c% ASE
(cohort) WHo g2 HAAE 3 so7 Aoz
AlzFle fEo s S0l A HoHX)E A8t
of gg9] 23 o] A= (likelihood ratio) AX)S
ALkgit,

A(X)=logp(XIN) = p(XIAp) @

A7) aE QY SRl A= 9F<Q
o] wjAARD S Ve
FrAtEol ARt w7 stabarsl wi EskA A9
HWH -2 Maximal Spread Close )3} Maximal Spread
Far ‘30“53 =83 ‘ﬂé} < AHgSkAT
=%

L

TE# 09} HlaLsko] 1:}%31]- 7E1-o] 9_1%% s g
7F-FH5].

B =ZdAe Alzd FEEs sl ARA g
3}A}01Z AW E Window XP 3014 AL, 24
BARAE #A 2E, EOFU ':(Security' SHA-256, AES,
RSA), MIE9Z 7 74 BE, Z2EF XY BES
T3t APE 38 o};’iﬂk

A5 g %Hcﬂolah EREERE)

8kHz/8 HIE ] PCM 2] o wotdom 244
=7 "X BF& AR ? 20 ms4 =z =27
o} 10mse] =ZH Q) HES AME3te] 133 MFCC 7
47, 132} delta-cepstral AlFE X 3sle] F 26319 &

AEAS FZa 34 2 HsA GMM 2d ¥
99 MFE 16 NZ IASIA AHE

RES E
209 247 30842 W% 24 DBE T4 0}04
A= 40 290] 285} 895%°) 4

108 PIRATSYL| =27

THI9A, T22(2010H 48)



Hetd H7HE SeiMe ezl AHd 24, A
W 7, Denning-Sacco ¥4, 553 A &
AL F 100HE 33t etdgS 318 4 ¢
Atk

v.d &

R =M Age) FADLE ol gste] f4

WEYIY d49 JHEA A28 ABAZS o

sk YEE s B304 AR £l 3
7] 18] §4 vhe] 2718 olgte] ALEAE Q)
st 74 Adsanh AR WA B
AR AeoE s B g fESA AeE
90212} gztec,
45 raAzE

N

» o o\ o op

FriEs 2o wuvld

AFA=H g FEetel A A4 R} A4
& BN 23 AEE S e BAAE W
Mol h3 A7E FYstnA Ik

2 E

[11 A. K. Jain, A. Ross, and S. Prabhakar, “An

introduction to biometric recognition,” IEEE Trans.

% (Klm, Hyoung-Gook)
~ &A .

4L ;Hzﬂ-"r

Circuits and Systems for Video Technology, vol.
14, no. 1, pp. 4-20, Jan. 2004.

[2] C. Adams and S. Lloyd, Understanding Public-Key
Infrastructure: Concepts, Standards, and Deployment
Considerations, Macmilan Technical Publishing,
1999.

[3] J. Fry and M. Langhammer, “RSA & Public Key
Cryptography in FPGAs,” Tech. Rep., Altera Corp.,
2005.

[4] H. G. Kim, ““Implementation of chip and algo-
rithm of a speech enhancement for an automatic
speech recognition applied to telematics device,” $F
TS 813]=F%], A7, A53, pp. 90-96, 2008.
10.

[5] S. Molau, M. Pitz, R. Schluter, and H. Ney,
“Computing mel-frequency cepstral coefficients on
the power spectrum,” Proc. ICASSP, vol. 1, pp.
73-76, May 2001.

[6] D. A. Raynolds, T. F. Quatieri, and R. B. Dunn,
“Speaker

verification using adapted Gausssian

mixture models,” Digital Signal Processing, vol.

10, pp. 19-41, Jan. 2000.

AskE e Fa5

Vol.9 No.2(2010. 4)

The Journal of Korean Institute of Intelligent Transport Systems 109



