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ABSTRACT

Key derivation functions are used within many cryptographic systems in order to generate various keys from a fixed short
key string. In this paper we survey a state-of-the-art in the key derivation functions and wish to examine the sounduess of the
functions on the view point of provable security. Especially we focus on the key derivation functions using pseudorandom
functions which are recommended by NIST recently, and show that the variant of Double-Pipeline Ireration mode using
pseudorandom permutations is a pseudorandom function. Block ciphers can be regarded as practical primitives of pseudorandom
permutations.
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