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ABSTRACT

Radio frequency identification(RFID) system can identify an object using wireless transmission. RFID
applications are numerous and far reaching. The most interesting and widely used applications are supply chain
management for companies. Currently, RFID tags must be detached or killed for security and privacy reasons
when tagged objects are purchased. In this paper, we present a new architecture that transfers information about
products from the electronic product code information services (EPCIS) server of a company to an individual’s
personal purchases management (PPM) server when products with RFID codes are sold. It solves the security
and privacy issues without detaching the tag. Moreover, the PPM server described in this paper allows customers

to handle the expiration dates, updates, location management, and group management of products.

I. Introduction RFID tags continue to decrease in price while
offering increased capabilities, manufacturers can

Radio frequency identification (RFID) has uses manage their products more efficiently.
in a variety of applications, including supply A RFID system is a chip built into a tag
chain management, retail’, and security”. As attached to manufactured goods that contains
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information about the whole process of production,
distribution, storage, and expenditure. In particular,
it connects products with computer networks. The
EPCglobal, which was proposed by the MIT
AUTO ID CENTER, contained a system architecture
for using Internet-based RFID technologies. RFID
tags store only minimum information, such as an
EPC code (product identification code), and uses
product-related specification information that can
be located wusing the Internet. Until now, RFID
has mainly been used by companies for applications
such as supply chain management, safety manage-
ment, and distribution management. However, as
RFID technology advances, it will find personal
uses in addition to its corporate applications.
People will manage their purchases with RFID
tags connected to the Internet. The RFID system
will tell people where their purchases are and
what information they need. However, before those
applications can reach widespread use, problems
of privacy and security must be addressed. RFID
information protection technology, such as Tag
password, encryptionm, blocking™ and key distri-
bution, are progressing. However, those methods
are cost ineffective or highly complex. Therefore,
we propose a new method for managing personal
purchases in RFID system by simply adding a
personal purchases management(PPM) server. We
present an architecture that transfers information
about products from a company’s electronic product
code information services(EPCIS) server to an
individual’s personal purchases management (PPM)
server when products with RFID codes are sold.

We show background materials in section 2,
summarizing the EPCglobal network and privacy
issues that arise from the deployment of RFID
system to PPM. Then we introduce the proposed
system architecture and PPM server in sections 3
and 4, respectively. Finally, we provide a
conclusion in section 5.

II. Related Works

2.1 EPC network
The EPCglobal network is a method for using

RFID technology in the global supply chain by
using inexpensive RFID tags and readers to pass
electronic product code (EPC) numbers and then
leveraging the Internet to access large amounts of
associated information that can be shared among
authorized users. There are five components of
the EPCglobal network™.

1) EPC: A unique number identifies a specific
object in motion in the supply chain.

2) ID system: The ID system consists of EPC
tags and EPC readers. EPC tags are RFID
devices that contain a microchip and an antenna
attached to a substrate. The EPC is stored on this
tag, which is applied to cases, pallets andfor
items. EPC tags communicate their EPCs to EPC
readers using RFID. EPC readers communicate
with EPC tags via radio waves and deliver
information to local business information systems
using EPC middleware.

3) EPC middleware: EPC middleware manages
real-time read events and information services
(EPCIS) and company’s other existing information
systems. EPCglobal is developing a software
interface standard for services enabling data
exchange between an EPC reader or network of
readers and information systems.

4) Discovery services: A suite of services that
enables users to find data related to a specific
EPC and to request access to that data. The
object naming service (ONS) is the one
component of discovery services.

5) EPC information services (EPCIS): EPCIS
enables users to exchange EPC-related data with
trading partners through the EPCglobal network.

2.2 Privacy threats in RFID system

The majority of consumers today and for the
foreseeable future will come in direct contact with
EPC tags only if they are buying cases of goods
from a retailer who uses the EPCglobal network.
It will take some time before item-level tagging
is implemented on a large scale, and thus
consumer contact with EPC tags will remain
limited until that point. This provides the
necessary time to properly analyze any perceived
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privacy risks associated with EPC-tagged objects
owned by consumers and to develop appropriate
strategies for addressing those concerns.

For example, in a shopping mall, a seller
usually eliminates the RFID tag from an article or
stops its function with a “kill tag” order after
selling it because of security problems or control
difficulties. If a RFID tag is active without
security after being sold, other people could get a
lot of information about the article, which would
violate the owner’s privacy. To solve this privacy
problem, the MIT AUTO ID CENTER, which is
having proposed the EPC code, presents a method
to stop the function of an RFID tag with an 8-bit
“kill tag” order. However, disabling the tag is
also a significant disincentive for businesses because
they can no longer access RFID data, which
limits marketing opportunities. To solve the privacy
issues, several methods have been proposedm.

Tag passwords: A tag could emit important
information only if it receives the right password.
The paradox here is that a reader can’t know
which password to transmit to a tag unless it
knows the tag’s identity.

Encryption: Encrypting a tag identifier seems to
be a good solution to address problems of privacy,
but it does not solve all problems because the
encrypted identifier is itself just another identifier.
This method is also expensive.

Blocking: A blocker tag prevents unauthorized
scanning of tags mapped into the privacy zone[6].
But blocker tags need a circuit modification.

Those methods are cost ineffective or highly
complex. Therefore, we propose a new method
for managing personal purchases in RFID system
by simply adding a personal purchases manage-
ment(PPM) server.

. Proposed RFID system

3.1 Personal purchases management RFID
system

We introduce the overall construction of

support for personal purchases management RFID

system in Fig. 1. At first, we apply the identifi-
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Fig. 1. Personal purchases management RFID system

cation of persons to the existing RFID system.
Identification of persons consists of an ID RFID
tag and an ID EPCIS server. To classify who
possesses the tagged item, we should identify the
person with an RFID tag called an ID RFID tag.

ID RFID tag uses a tag blocker in order to
avoid being read by unrelated reader. As the
EPCIS product server has the information about
the product, the person ID EPCIS server has the
information about the person corresponding to
each ID. However, it has only the URL
information for the PPM server corresponding to
each person. The ID EPCIS server should have
confidentiality, authentication and integrity for all
middleware queries about the URL of a PPM
server. To manage a product at the item level,
each consumer will need a PPM server. Just as
e-mail service requires an e-mail account in its
server, personal purchases management needs
either a centralized or distributed PPM server.
This PPM server registers the reader of the owner
and the tag while transferring possession after
buying. We assume a person has a mobile RFID
phone supported by MIPv6, equipped with an
RFID reader and Internet access.

3.2 Signal flow of transferring information
about products

As shown in Fig. 2, the procedure of transferring

information about a product uses the following

steps.
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Fig. 2. Procedure of transferring possession

1) At the cash desk, a reader reads the RFID
tag of product A and the buyer’s ID RFID tag.

2) Middleware generates the procedure to
transfer possession. It sends a URL query for
both RFID tags to the ONS for the receiving
URL of the EPCIS servers.

3) After the middleware gets the URLs, it
sends a message to the ID EPCIS server for the
receiving URL of the PPM server.

4) After the middleware gets the URL of the
PPM server, it sends an information transferring
request message to the EPCIS of the product. The
message includes the URL of the PPM server.

5) The EPCIS of product A records the
ownership of the product to the URL of the
personal purchases server, and then it sends the
product information data to that PPM server.

6) The PPM server saves the product information
and sends ACK message to the EPCIS of product A,

7) The EPCIS of product A sends ACK
message to the middleware for completion: of
information transferring.

8) The middleware delivers ACK message 1o
the buyer.

When a buyer registers several products
simultaneously, the steps of products information
transferring are as follows. For example, a man
purchases 3 products such as shaver, MP3 player,
and milk at major supermarkets. In order that he
registers 3 items in his PPM, the procedure of
transferring possession from step2 to step7 is

performed repeatedly by each item. In step 8,
after the middleware receives all ACK messages
from three EPCISs, it sends one ACK message to
the buyer. To save wireless resources, three
EPCISs send ACK messages to buyer through
middleware not directly. Throughout the procedure
of transferring possession, unauthorized users who
try to access the EPCIS service can not obtain
the information about the product because the
EPCIS server has recorded the possession of the
product. The role of the middleware is important
because it makes the possession transfer procedure
possible without an additional hardware system.
The software platform on the middleware requires
not only existing generic RFID functions but also
information fransferring functions such as getting
URLs, authentication with the ID EPCIS, information
transfer requests, and event notification.

3.3 EPCIS data

EPCIS data” can be divided into two big
categories. First, static data, which does not
change over the life of a physical object, includes
class-level static data and instance-level static
data. Second, transactional data, which does grow
and change over the life of a physical object,
includes instance observations, quantity observations,
and business transaction observations. Among the
five data categories, the EPICS sends class-level
static data, instance-level static data and instance
observations to the PPM server when it transfers
information about the product. Quantity observations
and business transaction observations are useless
in a PPM server because they are related to
product management in a company. Instance
observations, which record events such as time,
location, one or more EPCs, and business process
step, are just recorded at the final location to the
PPM server’s URL. Class-level static data, which
is the same afor all objects of a given class, is
required to classify the personal purchases in a
PPM server. Instance-level static data, which
includes such things as date of manufacture, lot
number, expiration date and so forth, is needed to
manage the product using the PPM service.
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IV. Personal purchases Management
Server

4.1 Personal purchases Management Server

Fig. 3 shows the function of the PPM server.
PPM server manages registered personal RFID
readers and RFID tags. Throughout the possession
transfer procedure, tags are registered in the PPM
server. Variable RFID readers belonging to a
person will be also registered to his or her PPM
server. For example, a refrigerator that manages
the freshness of the food and a home-automation
server that maintains updated services for home
digital devices and a mobile RFID reader that
manages the tags in its sensing range can all be
registered to a single PPM server. A scheduling
function based on instance-level static data from
the EPCIS and context-aware event management
sends alarm messages about expiration dates to
the registered RFID reader based on a time
scheduling table. In case of registered product is
milk, it is classified food according to a static
data. PPM gets storage method and expiration
time of milk from instance observation. Based on
this, PPM server makes the time scheduling.
Context-aware event management sends alarm
messages to the refrigerator based on a time
scheduling table.

For a mobile RFID system, RFID tag location
is measured by the RFID reader because RFID
tags do not have communication modules. Therefore,
a registered RFID reader sends the location of
tagged items in its sensing range. '

A group management function groups all tagged
item by current location and item class. Current
location is based on the address of a subnet of
MIPv6, and item class is based on class-level
static data from the EPCIS.

Reader/Tag registratiod

Personal
Time schedulin Context-aware
Product : 9 Event
Management Location Management | | Management

Server Group Management

Fig. 3. Personal Purchases Management Server
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The PPM server can be either a centralized
server system similar to an e-mail server or a
distributed server system similar to a home-

automated server.

4.2 Group location management

The IETF Network Mobility (NEMO) WG is
defining requirements and developing NEMO
standards'. We are easily handling group location
management using a NEMO protocol with MIPv6.
The RFID tags in the sensing rage of a personal
mobile reader can exploit the group mobility
management. The mobile reader, as a group
leader, manages the location information of the
RFID tags in its sensing range. When a person
moves from one sub-network to an adjacent one,
the mobile reader obtains the address of the new
sub-network using MIPv6, and then it sends a
new address and information about the RFID tags
to the registered PPM server. Using that
procedure, the PPM server can manage group
mobility and track the location of its RFID tags.
When a person moves into an adjacent sub-
network leaving a tagged item behind, the PPM

server sends a lost message to the person.
V. Conclusion

This paper proposes a method to support an
item-level RFID system without changing current
network protocols or system architecture. Our
proposed system transfers the information about
products from the EPCIS server of a company to
a PPM server when products with RFID codes
are sold. The system makes it possible for
customers to handle expiration dates, updates,
location management and group management of
products. RFID will become more useful by
allowing customers to use RFID tags after buying
products. Location management and group mobility
management of products can be performed easily
because the system is based on MIPv6. In the
future works, we need to supplement proposed
system in diverse circumstances such as rental,
gift, and take back.
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