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Abstract

This paper presents an efficient secure scan design technique which is based on a fake key and TEEE 1149.1 struction

to protect secret key from scan-based side channel attack for an Advanced Encryption Standard (AES) core embedded on
an System-on-a-Chip (SoC). Our proposed secure scan design technique can be applied to crypto IP core which is
optimized for applications without the IP core modification. The IEEE 1149.1 standard is kept, and low area, low power
consumption, very robust secret-key protection and high fault coverage can be achieved compared to the existing methods.
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Table 1. Comparison of technique.
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1.06

16/16

187467

219364

406831

161

4/64

187920

223057

410977

2.64

1/256

188212

227594

415806

385

[10]

183467

218430

406897

1.63

Prop.

185397

215886

401283

0.22

(184)



84
E 3 MM SE A YLD W E HnE
Table 3. Comparison of functional power overhead.
Dynamic | Leakage Total Total Inc.
(e-02 w) | (e-06 w) (e-02 (%)
W)
AES - 11272 5285 1.1277 Non
[91 - 1.1498 9.739 1.1508 2.04
[8] 256/1 11301 5464 1.1306 0.26
o | 12872 1 11331 5452 11336 052
32/8 1.1397 5434 1.1402 111
16/16 1.1444 5424 1.1449 153
4/64 1.1538 5407 1.1543 2.36
1/25%6 | 1.16% 5.391 1.1700 375
(101 - 11750 738 11757 426
Prop. - 1.1285 5435 1.1290 0.12
E 4 AW HAE FZE A MY¥AR W5 E dHlu
Table 4. Comparison of scan test power overhead.
Dynamic | Leakage Total Total Inc.
(e03 w) | (e-06 w) (e-03 (%)
w)
AES - 1.9546 5.285 1.9599 Non
[9] - 2.1918 9.739 2.2015 12.33
[8] 256/1 1.9688 5.464 1.9743 0.73
/N | 12872 | 1.9750 5.452 1.9805 1.05
32/8 1.9861 5434 1.9915 1.61
16/16 1.9997 5424 2.0051 231
4/64 2.0232 5407 2.0286 3.51
1/256 2.0494 5.391 2.0548 4.84
(10] - 20628 | 738 | 20701 5.62
Prop. | - 19877 | 543 [ 19931 1.70
E 5 1EZHES Hluxm
Table 5. Comparison of fault coverage.
FC(%) | FC Inc.(%) | Scan Chain Length
AES - 99.62 Non 262
[9] - 99.68 0.06 390
(8 256/1 9962 0 262
M/N) | 128/2 99.62 0 262
32/8 99.62 0 262
16/16 99.62 0 262
4/64 R62 0 262
1/256 062 0 262
[10] - 062 0 262
Prop. - N.H 0.23 262
H 32 AES Fote] A 53 A AYLE oH3
=g vehith Adshe WE¢ MKR# & ¥E)
A 2HE 282 314 g Ao e EHEES
AHgEHA gole Hea (gt AHar owsl=t
1.92% <o}, [8]9) Afde 20 & %%91 ==L

A FATE BARE AL 13
F7187] W&ol Ne zZ7|7F A E]_T

A MAHE AES FToje E3AQI HY 7| B J|=
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