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Abstract

Many security issues occur in cloud computing service environment such as authentication, access control, and so on. In
this paper, we propose an effective authentication and access control model which provide integrated management and
control when we access various resources in cloud computing environment. To address these problems, we suggest a
context-aware single sign-on and access control system using context-awareness, integrated authentication, access control,
and OSGi service platform in cloud computing environment. And we show design and implementation of context-aware
single sign-on and access control system. Also we verified the flexibility and convenience of the proposed system through
multi fact based integrated authentication in cloud computing environment. We could provide flexible and secure seamless
security service by user context in cloud computing environment.
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Table 1. Authentication and access control process.
Notations
D, A2} ID
PW, AR} B9 =
RESIP, AskE e AL 1P
UserIP, AFg2} TP
ClientInfo, | AHEAF AME- ©d7] o] e 41
Time, A Az
SP, ®eot A AA AD, OTP, Deny )
Detailed Protocol
(1) UI — SSO Manager:

1D,//PW,//ContextInfo(RESIP,, UserIP,, ClientInfo,, Time,)

(2) SSO Manager: Check[ID,//PW,]

(3) SSO Manager — Context-Aware Manager:
1D,//ResultofCheck[ID,//PW l//ContextInfo(RESIP,, UserIP,, Clie
ntlnfo,, Time,)

(4) Context-Aware Manager:
Analysis[ID,//ContextInfo(RESIP,, UserIP,, ClientInfo,, Time,)]
(5) Context-Aware Manager — SSO Manager: SP,

(6) SSO Manager — UL SP,

(7) UL UI[SP,]

MAUTMulti-Attribute Utility Theory)+<
of that oAFAA FA(decision problem)oll A
(utility) & &3 A=A JrpAg R ot} oA}
A7F dsk= A7 (ottery) 2] Aol sk 7H
A5 Z(preference) & FEEEH T2 Uehlx

bz
£ g

o om o
o M

9

B grux)e 7 xoll dis) F3431 7] utility)
2 vehit,

FEEE 03 1Abole] Al oA ukx’)
ux)E 747t 7P e A A fEdE e M =
o 9% Ax fdgdgedn FA ux)=0, ux)=1=
BT g B, A A, Bl 49, 9
A s ANE 3, A9 A4S 4 (Attribute)
o WhE o wek A A4 AAL A WA H
ZE g o 4 13 2ol Jeoldr)

U, ) = ko, (6).> k=1 (1)

i=1 i=1

(ki 7VsA ul )+ E8xel tg rEed 34)

==X H 47 & CI H

M6z 23

F2 AMEeA a1E|IE
Table 2. Context-aware algorithm.
MAUT(X)

fori=1t n

if Repository == null then
ask the user’s preference and decide k;
else update k;; // reference of repository(UserID, Location,
AccessTime)
X) = k() thous(xo)+... Hhan(x,)
/I ki set of positive scaling constants for all i

u(xxo,...

/I x;; domain dependent variable, where ui(xolv)=0,ui(x'i)=l

do ui(x;) = GetUtilFunction(x;) end

if u(xpx2,....%,) == u(xy) then
return sp;

end;

GetUtilFunction (x;)
/I Determine utility function due to users' preferences
/I x;i is one of domain dependent variables

uRiskProne : user is risk prone for x; / convex
uRiskNeutral : user is risk neutral for x; // linear
uRiskAverse : user is risk averse for x; //concave

x: arbitrary chosen from x;
h: arbitrary chosen amount
<xth, x-h> : lottery from x+h to x-h
/I where the lottery (x*, p, x°) yields a p chance at x
/I and a (I-p) chance at xo
ask user to prefer <x+h, x-h> or x // interaction
if user prefer <x+h, x-h> then
return uRiskProne; /Il eg. u = b(2°1)
if user prefer x then
I e.g. u = blogxx+1)

else
return uRiskAverse;
else
return uRiskNeutral;

end; // eg. u =1b
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Table 3. Typical result of Context-Aware Security System.
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[Casel]

e User’s ID: “userl” [User Permissions: user. History: every
day]

® Resource’s IP: “203.250.123,180" [Access Level: Low]

o Client IP: “202.250.123,100” [Network: VPN_O, Location: Head
office]

o Client Info: “PC”, “High” [Device: PC, Battery Status: High]

o Access Time: "09:00:00” [Access Time: working]

% Analysis result: 0.0 [Security Process: ID Federation]

[Case2]

o User’s ID: “user2” [User Permissions: admin, History: every
day]

® Resource’s IP: "203.250.123,190” [Access Level: Highl

o Client IP: “202.30.34.2” [Network:VPN_X, Location: Outside]

o Client Info: “PC”, “High” [Device: PC, Battery Status: High]

o Access Time: “09:00:00” [Access Time: working]

¥ Analysis result: 0.75 [Security Process: OTP]

Operating System ‘

(- 0sGi S = TAE 4y 242 A2 B0~

=
Fig.

10, MBI E X2 RES =M M
10. Dynamic configuration of context-information
process module.

[Case3]

o User’s ID: “user2” [User Permissions: admin, History: every
day]

® Resource’s IP: "203.250.123,190” [Access Level: Highl]

o Client IP: “202.30.34.2"[Network:VPN_X, Location: Outside]

o Client Info: “PC”, “High” [Device: PC, Battery Status: High]

o Access Time: “07:00:00” [Access Time: off]

¥ Analysis result: 1.00 [Security Process: Deny]
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