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Abstract

As Ubiquitous systems are developed, the number of context data which are dealt with systems also grow rapidly. In
these data, some are vary important in privacy view. As these data are given to users or services of systems, probability
of excess exposing of data is exist. To solve this problem, many systems use access control method like RBAC. But even
this method can avoid unauthenticated access, can not prevent excess exposing of authenticated access. To prevent this
exposing of context data, this paper suggests context data access control framework which abstracts context data when
system gives these data to users or services. Using negotiation protocol and context data abstraction technique using RDF,
our framework prevents excess exposing important data. This happens protecting privacy and keeping service continuity.
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Fig. 1. Access control framework and applied context—

aware system.
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<META xmins="http://plas.cnu.ac.kr/2009/07/ACv01">
<CONTEXT-PREFERENCES>
<METHOD>GET</METHOD>
<REQUERSTER>U-Health</REQUESTER>
<ISSUER>Kil-Dong</ISSUER>
<PURPOSE>Select Exercise</PURPOSE>
<OPTIONAL>
<RESULT-SET>True</RESULT-SET>
</OPTIONAL>
<REQUEST-CONTEXTDATA>
<CONTEXTDATA>
<CONTEXTDATA-PRIORITY>1
</CONTEXTDATA-PRIORITY>
<CONTEXTDATA-TYPE>Weight
</CONTEXTDATA-TYPE>
<ABSTRACTION-TYPE>ClasslI-1
</ABSTRACTION-TYPE>
<ABSTRACTION-UPPERBOUND>10
</ABSTRACTION-UPPERBOUND>
<AND-CONTEXTDATA>
<CONTEXTDATA-TYPE>Height
</CONTEXTDATA-TYPE>
<ABSTRACTION-TYPE>ClasslI-1
</ABSTRACTIOM-TYPE>
<ABSTRACTION-UPPERBOUND>20
</ABSTRACTION-UPPERBOUND>
</CONTEXTDATA>
<CONTEXTDATA>
<CONTEXTDATA-PRIORITY>2
</CONTEXTDATA-PRIORITY>
<CONTEXTDATA-TYPE>BMI
</CONTEXTDATA-TYPE>
<ABSTRACTION-TYPE>ClasslI-3
</ABSTRACTION-TYPE>
<ABSTRACTION-UPPERBOUND>5
</ABSTRACTION-UPPERBOUND>
</CONTEXTDATA>
</REQUEST-CONTEXTDATA>
</CONTEXT-PREFERENCES>

</META>

a3 5 A EAMQ o

Fig. 5. An example of negotiation document.
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