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Abstract

In this paper, we present a universal steganalysis scheme. The proposed method extract features of two types. First
feature set is extracted from histogram characteristic of the wavelet subbands. Second feature set is determined by
statistical moments of wavelet characteristic functions. 3-level wavelet decomposition is performed for stego image and
cover image using the Haar wavelet basis. We extract one features from 9 high frequency subbands of 12 subbands. The
number of second features is 39. We use total 48 features for steganalysis. Multi layer perceptron(MLP) is applied as
classifier to distinguish between cover images and stego images. To evaluate the proposed steganalysis method, we use
the CorelDraw image database. We test the performance of our proposed steganalysis method over LSB method, spread
spectrum data hiding method, blind spread spectrum data hiding method and F5 data hiding method. The proposed method
outperforms the previous methods in sensitivity, specificity, error rate and area under ROC curve, etc.
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Table 1. Detection rate comparison of previous works and our proposed method for various embedding methods and
embedding rate,
ZH ]
LRSI Xuan's [5] Sun's[15] Proposed method
rol
I?L; =) Classifica— Classifica— Classifica|
NPSES Sensitivity|Specificity tion rate Sensitivity|Specificity tion rate Sensitivity|Specificity tion rate
0.1 51.5 49.5 50.5 45.5 57.0 51.3 60.0 66.5 63.3
LSB | 0.3 53.0 57.5 55.3 53.0 49.5 51.3 44.5 60.5 52.5
0.5 62.5 52.5 57.5 51.5 42.5 47.0 89.5 91.5 90.5
0.1 90.5 81.5 86.0 52.5 56.5 54.5 76.5 84.5 80.5
SS | 0.3 90.5 85.5 88.0 51.5 52.5 52.0 73.5 85.5 79.5
0.5 89.0 86.5 87.8 61.0 53.0 57.0 77.5 89.5 83.5
) 0.1 71.5 82.5 77.0 48.0 60.5 54.3 75.0 85.5 80.3
b1518nd 0.3 71.8 81.3 76.4 52.0 65.5 58.8 83.5 88.5 86.0
0.5 73.8 82.3 78.1 56.5 61.5 59.0 81.5 89.0 85.3
F5 10.13 95.8 96.0 95.9 53.5 47.5 50.5 98.5 99.5 99.0
2 7|E9 4ol ofg (%)

Table 2. Error rate comparison of previous works and our proposed method for various embedding methods

and embedding rate.

gl
CRER S Xuan's [5] Sun's[15] Proposed method
o
H{?; FN rate FP rate |Error rate| FN rate FP rate |Error rate| FN rate FP rate [Error rate
H H
0.1 48.5 50.5 49.5 54.5 43.0 48.7 40.0 33.5 36.7
LSB | 0.3 47.0 42.5 4.7 47.0 50.5 48.7 55.5 39.5 47.5
0.5 37.5 47.5 42.5 48.5 57.5 53.0 10.5 8.5 9.5
0.1 9.5 18.5 14.0 47.5 43.5 45.5 23.5 15.5 19.5
SS 0.3 9.5 14.5 12.0 48.5 47.5 48.0 26.5 14.5 20.5
0.5 11.0 13.5 12.2 39.0 47.0 43.0 22.5 10.5 16.5
) 0.1 28.5 17.5 23.0 52.0 39.5 45.7 25.0 14.5 19.7
blslsnd 0.3 28.2 18.7 23.6 48.0 34.5 41.2 16.5 11.5 14.0
0.5 26.2 17.7 21.9 43.5 38.5 41.0 18.5 11.0 14.7
F5 10.13 4.2 4.0 4.1 46.5 52.5 49.5 1.5 0.5 1.0
05bppe] AAER HolHE A9 S o Xuan W oA AYARIE I7F 71 Ee AR Bobeell HE
of Wit HEEC] 575%, Sun W A HAEE H 97s dretd FP7F FNRET o 583 S adhe
47%<Jd vhal] At S 905%= s £ HE Aes & F Aok & =2olA= v&3% 2o] FP rate
E% 74 ‘FN rate’, ‘Error rate’ & ~HIEAM A5 H7IE %’4
AW GAS 2~Ha gAo g BdelsE FNE 238 & 27140l Axg A}4319
ARk 2H LGS obF AR AP E A e AW 9%
o7 el 49 Aze BAl B4 = vk $ FP rate = HFTPJW, (12)
gle] Fx= 7AW oW Ao A9 BRIF deEAE HE
Sl 2Elw olnlAle] B4 AAE BAAIE Aol FN rate= o, (13
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Table 3. Performance comparison of ATP rate and A
FP rate of Xuan's method and proposed

method
£t Atk ATP rate AFP rate
Pl
0.1 8.5 -17.0
LSB 0.3 -8.5 -3.0
0.5 26.0 -39.0
0.1 -14.0 -3.0
SS 0.3 -17.0 0
0.5 -11.5 -3.0
0.1 3.5 -3.0
blind SS 0.3 11.7 -7.2
0.5 7.7 -6.7
F5 0.13 3.2 -3.5

4 7|E9 WHIlel ROC AE WA dlw
Table 4. Performance comparison of area under ROC
curve of previous works and our proposed

method.
2H1
AEWSRE)REY
o) N Xuan's [5] Sun's[15] Proposed
apy w method
A8
0.1 0.53 0.50 0.65
LSB 0.3 0.56 0.50 0.55
0.5 0.62 0.50 0.99
0.1 0.95 0.73 0.90
SS 0.3 0.9 0.78 0.91
0.5 0.96 0.79 0.89
) 0.1 0.86 0.48 0.85
blslsnd 0.3 0.87 0.45 0.92
0.5 0.87 0.61 0.92
F5 0.13 0.99 0.74 1.0

mAEo 2 ¥ 4% ROC AR WAL vehha 9]
t}. ROC (Receiver-Operating Characteristic) X+
e84 MbHol W7 (sensitivity)9F  Eol®
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