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False Alarm Rate 변화에 따른 DoS/DDoS 탐지 알고리즘의 성능 분석
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Algorithms using Different False Alarm Rates
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ABSTRACT

Internet was designed for network scalability and best-effort service which makes all hosts connected to Internet 
to be vulnerable against attack. Many papers have been proposed about attack detection algorithms against the attack 
using IP spoofing and DoS/DDoS attack. Purpose of DoS/DDoS attack is achieved in short period after the attack 
begins. Therefore, DoS/DDoS attack should be detected as soon as possible. Attack detection algorithms using false 
alarm rates consist of the false negative rate and the false positive rate. Moreover, they are important metrics to eva-
luate the attack detections. In this paper, we analyze the performance of the attack detection algorithms using the 
impact of false negative rate and false positive rate variation to the normal traffic and the attack traffic by simulations. 
As the result of this, we find that the number of passed attack packets is in the proportion to the false negative 
rate and the number of passed normal packets is in the inverse proportion to the false positive rate. We also analyze 
the limits of attack detection due to the relation between the false negative rate and the false positive rate. Finally, 
we propose a solution to minimize the limits of attack detection algorithms by defining the network state using the 
ratio between the number of packets classified as attack packets and the number of packets classified as normal packets. 
We find the performance of attack detection algorithm is improved by passing the packets classified as attacks.
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요   약

인터넷은 확장성과 최선형 라우팅 서비스를 목적으로 설계되었기 때문에 보안상에 취약점을 가진다. 이에 IP spoofing과 

DoS/DDoS 공격을 탐지하기 위한 다양한 공격 탐지 방법들이 제안되었다. DoS/DDoS 공격은 공격이 시작되고 짧은 시간 내에 

목적을 이루기 때문에 공격 탐지 알고리즘들은 빠른 시간 내에 정확한 탐지를 하는 것이 중요하다. 공격 탐지 알고리즘들은 

미탐지율과 오탐지율로 이루어진 오경고율을 가지며 공격 탐지 알고리즘의 성능을 평가하는 중요한 요소가 된다. 본 논문에서

는 공격 탐지 알고리즘의 특징을 살펴보고 그 성능을 분석하였다. 공격 탐지 알고리즘의 성능은 미탐지율과 오탐지율을 변화시

켰을 시, 공격 트래픽 및 일반 트래픽에 미치는 영향을 시뮬레이션을 통해 각각 분석하였다. 이를 통해 전송되는 공격 패킷의 

수는 미탐지율에 비례하며, 전송되는 일반 패킷의 수는 일정 치 이하의 미탐지율과 오탐지율에 반비례하는 것을 확인하였다. 
또 공격 탐지 알고리즘의 미탐지율 변화에 따른 오탐지율의 변화를 분석하여 미탐지율과 오탐지율의 관계를 도출하고 공격 

탐지 알고리즘의 한계를 분석하였다. 이러한 한계를 극복하기 위해 정확한 네트워크 상태를 판단하여 공격 탐지 알고리즘의 

한계를 줄이고 성능을 개선하는 방안을 제안하였고 그 결과, 공격 탐지 알고리즘의 성능이 보다 향상됨을 확인하였다.

주요어 : 미탐지율, 오탐지율, 오경고율, DDoS 공격탐지
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1. Introduction

Internet was originally designed for scalability and 
best-effort routing. Therefore, it has poor security. It 
makes it easy to fake the source address and difficult 
to find the real source of a traffic. This creates a possibi-
lity of the attack known as a denial-of-service attack[1].

The goal of DoS attack makes troubles for the use 
of shared services or resources by confusing of victim 
hosts or victim networks. DoS attackers can achieve 
their purpose in two ways. The first way is using a vul-
nerability of the target system. One of these attacks is 
the “Ping-of-death” attack. This attack crashes the target 
system by sending a large ICMP ping packet. When the 
packet is transmitted through the network, it is fragmented 
into multiple IP packets. These packets cause a buffer 
overflow at the target system when the target system 
received them. The second way is to send huge volume 
of traffics to crash the target system. These packets con-
sume all the resources of the target system. All hosts 
connected to the Internet can be a target system. The 
first way of attacks can be solved by patching the known 
vulnerability. However, it is hard to prevent the second 
way of attacks. In this paper, we use the second way 
of DoS attacks[1-4].

If victim hosts or victim networks are attacked by mu-
ltiple DoS attackers, it is called a distributed denial of 
service(DDoS). The impact of DDoS attacks is bigger 
than DoS attacks and the defense of the attack is more 
difficult. DoS/DDoS is still one of most serious attacks[1-3].

A characteristic of DoS/DDoS attack traffic is similar 
to that of normal traffic. DoS/DDoS attacks make victim 
hosts or victim networks congest by sending huge vol-
ume of traffics. However, hosts and networks can be con-
gested by receiving large normal traffics in normal case. 
It is called “flash crowd”. Therefore, it is very difficult 
to detect DoS/DDoS attacks.

Many mechanisms have been proposed to detect DoS/ 
DDoS such as ingress/egress filtering, router-based pac-
ket filtering(RPF), hop count filtering(HCP), path identi-
fiers(PI) and so on[1,8,9].

Attack detection mechanisms guarantee a high security 
of local hosts or local networks when they has high 

attack detection rate. However, attack detection has error 
rates called as false alarm rates. False alarm rates are 
consisted of false negative rate and false positive rate. 
False negative rate is the ratio between the attack packets 
classified as normal packets and the total attack packets. 
False positive rate is the ratio between the normal pac-
kets classified as attack packets and the total normal pac-
kets. Reducing the false negative rate is very important 
to prevent DoS/DDoS attacks. Therefore, the false posi-
tive is an important metric to evaluate the performance 
of attack detection. However, attack detection has the 
other error rate, false positive rate. After analyzing the 
impacts of false negative and false positive rates on in 
case of normal and attack traffic, we define proper metr-
ics to evaluate the performance of attack detection.

In this paper, we analyze impacts of false alarm rates 
in case of normal and attack traffics. We also analyze 
the limitation of attack detection. And we propose me-
thods to decide network states as attack and normal case 
using the number of packets classified as attack and 
normal packets.

This paper is organized as follow. We first review 
some proposed attack detection in chapter 2. In chapter 
3, we analyze the impact of false alarm rates on the 
performance of the attack detection and the limitation 
of the attack detection. We propose methods to decide 
network states as attack and normal case in chapter 4. 
Finally, we give a conclusion in chapter 5.

2. Related Works

Victim hosts or victim networks are consumed their 
resources by DoS/DDoS attacks that make victim con-
gest by sending a large Vol. of traffics. DoS/DDoS 
attacks are more powerful combined with IP spoofing. 
IP spoofing is an attack that fakes the source IP address 
of attack packets. It makes it is harder to detect DoS/ 
DDoS attack.

2.1 Prevention Techniques of DoS/DDoS 

Attack
DoS/DDoS attack prevention is the method against 

IP spoofing. We can prevent many extended types of 
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DoS/DDoS attack by detecting IP spoofing.

2.1.1 Ingress/Egress Filtering
Ingress/egress filtering is one of the methods against 

IP spoofing attack of incoming and outgoing packets. 
Ingress/egress filtering passes only allowed traffics to 
enter or leave the network[1,8]. The packets have unex-
pected source IP address will be dropped.

2.1.2 Router-based Packet Filtering
Router-base packet filtering is the method to extend 

ingress filtering for core networks. This allows incoming 
packets have expected source IP address to enter the 
network. If the packet has unexpected source IP address, 
that will be dropped.

2.1.3 Source Address Validity Enforcement Protocol
RPF is not suitable for the asymmetric and dynamic 

Internet routing. SAVE is proposed as a method that 
overcomes this drawback[1]. SAVE can provide the 
information of the valid IP address. SAVE transmits 
the information of the valid IP address to all destinations. 
Each router that received the SAVE message updates 
their valid IP address table and passes incoming packets 
that have a valid IP address through each interface of 
the router.

2.2 Detection Techniques of DoS/DDoS 

Attack
DoS/DDoS attack detection algorithms are proposed 

to detect actual DoS/DDoS attacks. The goal of DoS/ 
DDoS attack detection is to detect DoS/DDoS attacks 
as soon as possible to minimize the impact of the attack 
for local hosts or local networks.

2.2.1 MULTOPS
MULTOPS assumes that the packet ratio between 

incoming and outgoing packet rates is disproportional[1]. 
It is possible to detect DoS/DDoS attack by monitoring 
both packet rates.

2.2.2 SYN Detection/Batch Detection
SYN detection and batch detection are proposed to 

detect SYN floods[1]. SYN detection detects attacks using 
the ratio of SYN, FIN and RST packets. And batch 
detection detects using TCP and UDP traffic volumes.

2.2.3 Spectral Analysis
Normal TCP traffic can be control by flow control 

mechanism of TCP protocol. However, attack traffics 
are not controlled by flow control mechanism. Spectral 
analysis detects DoS/DDoS attacks using this characteri-
stic of attack traffics[1].

2.2.4 Kolmogorov Complexity based Detection Algo-
rithm

Transmitted attack packets by the source of DoS/ 
DDoS attack are similar with each others. However, 
normal packets have a different traffic type. Therefore, 
the traffic is not highly correlated. Based on this assum-
ption, Kolmogorove is a proposed scheme to detect att-
acks[1].

2.2.5 Time Series Analysis
Time series analysis also uses the correlation between 

attack traffics. After extracting the key variables, this 
detection scheme monitors them[1]. For example, the num-
ber of ICMP ping packets is the key variable for ping- 
of-death attack. The host that generates the ICMP ping 
packets highly correlated with the key variable that is 
regarded as attacker.

3. Analysis of the Attack Detection 

Performance and Limits

3.1 Simulation Environment
We evaluate the performance of the attack detection 

using different false alarms. We can get the simulation 
results using Qualnet(4.0) simulation tool. In this simu-
lation, the network state is classified as attack and nor-
mal state. Attack state means the network state which 
is being attacked and normal state means the network 
state without attacks. The performance of the attack de-
tection is changed by false alarms. Therefore, we count 
passed attack packets and passed normal packets with 
different false alarms to measure the attack detection 
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Table 1. Characteristics of traffics

(i) A characteristic of the attack traffic
Protocol UDP

Packet Size 32 bytes

Duration 24s

Bytes 76,800,000

Packets 2,400,000

(ii) A characteristic of the normal traffic
Application CBR

Protocol UDP

Packet Size 512 bytes

Duration 24s

Bytes 2,457,600

Packets 4,800

Fig. 1. Topology of simulation

performance. Intrusion detection system is placed at the 
edge router and the characteristics of the attack traffic 
and the normal traffic are as follow.

The attack traffic uses an UDP protocol to transmit 
attack packets. The UDP protocol is a connectionless 
protocol. Therefore the target network can be congested 
easily by UDP traffics. The congested router has a little 
queue size to receive incoming packets. In this case, 
small sized packets can be queued in the router queue 
with the higher priority than the other traffic. Because 
32-byte attack packets smaller than that of normal pac-
kets, it can be queued to congest router during attack. 
Target network can be attacked continuously in this case.

A normal traffic is CBR applications. CBR applica-
tions also use an UDP protocol. Nowadays, the usage 
of multimedia services such as VoD and VoIP increase. 
Moreover, most of these applications use an UDP proto-
col that is more simple and faster than TCP protocol. 
Multimedia services transmit multimedia streaming 
data packets frequently. Therefore the multimedia data 
traffic is similar to the CBR traffic.

Multimedia services are sensitive in delay, jitter, 
packet loss rate and so on. For this reason, DoS/DDoS 
attacks have a large impact on multimedia services. There-
fore, we can analyze the impact of DoS/DDoS attacks 
on the multimedia service with this simulation environ-
ment.

Fig. 1 shows the topology of the simulation environ-
ment. Node 1 is a malicious node and node 2 is a victim 
node. Node 1 generates the attack traffic heading to node 
2 during simulation. A node 3 is an intrusion detection 
system that detects attack packets with false alarms. 
4～6 Nodes are normal nodes. They generate normal 
traffic heading to node 2. All nodes are connected by 
10Mbps links. We simulate during 30 sec. An attack 
and normal nodes generate traffic from 1 sec to 25 sec. 
After finishing the simulation, we count the attack pac-
kets and normal packets passed from node 3 to node 2 
to analyze the performance of the attack detection. We 
simulate with different false alarms when false negative 
rate is 5, 10, 30 and 70 respectively and false positive 
rate si 10, 30, 70 and 90 respectively.

3.2 Performance Analysis of the Attack 

Detection in Attack Network State
Fig. 2 shows attack traffic packets that passed IDS 

with different false alarms.
Each graph is a result of simulation with different 

false positive rate. In Fig. 2, they have same the number 
of passed attack packets when the IDS has same false 
negative rate although it has different false positive rates. 
When the IDS has 5% false negative rate, 5% attack 
packets are passed and when the IDS has 10% false 
negative rate, 10% attack packets are passed. If the IDS 
has 30% and 70% false negative rates, 30% and 70% 
attack packets are passed. We can find out passed attack 
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Fig. 2. Passed attack packets in attack network state
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Fig. 3. Passed normal packets in attack network state
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Fig. 4. Passed normal packets in normal network state

packet ratio is same with the false negative rate. There-
fore we can define that passed attack packets are affected 
only false negative rate. DoS/DDoS attacks make victim 
host or victim network cannot use network services by 
generating huge volumed attack traffic enough to congest 
victim hosts or victim networks, so that consume their 
resources. If the attack traffic is not enough to congest 
victim hosts or victim networks, attacker cannot achieve 
their goal. Therefore, reducing attack traffic volume can 
increase the strength of victim host or victim network’s 
security. In other words, we can say that getting reduce 
the false negative rate, more getting increase the security 
of the IDS.

Fig. 3 shows the normal packets variation passes the 
IDS with different false alarms in attack. Each line means 
each result of simulation with different false negative 
rates. Almost normal packets cannot pass the IDS when 
the false negative rate is bigger than 10% that is not 
related with the false positive rate. However, in the case 
of false negative rate is less or equal with 10%, normal 
packets can be forwarded to victim and the ratio of pa-
ssed normal packets is different according to different 
false positive rates.

When the false positive rate is 90%, the ratio of passed 
normal packets is 10%. If the IDS has lower false posi-
tive rate, the passed normal packets increase. When the 
false negative rate of the IDS has a value under the spe-
cific rate, the normal traffic is not affected by the attack 
traffic and the false positive rate has the relation of an 
inverse proportion with the ratio of passed normal traffic. 
Therefore, we can say that the false positive rate affects 
only the ratio of passed normal traffic. If the ratio of 
passed normal traffic has high value, users use good 
quality network services. In other words, quality of ser-
vice(QoS) is affected by the false positive rate.

3.3 Performance Analysis of the Attack 

Detection in Normal Network State
We assume the normal network state is the network 

state without any incoming attack packets. So that, false 
negative rate is no more important in normal network 
state. Therefore, false negative rate do not affect to the 
performance of attack detection in normal network state. 

However, the false positive rate affect to normal packets 
in normal case. Fig. 4 shows the ratio of passed normal 
packets with different false positive rates.

In the normal network state the ratio of passed nor-
mal packets is different according to the false positive 
rate. Therefore the quality of services used by users is 
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Fig. 5. The Performance Results of HCF

affected by the false positive rate. The lower the false 
positive rate, the more normal packets are passed. In ge-
neral, the period of the normal network state is longer 
than that of the attack network state. If the network keeps 
the normal state so long period, the number of the nor-
mal packets affected by false positive rate is greater than 
that of affected by attack packets. In this case, reducing 
false positive rate is important as much as reducing false 
negative rate.

3.4 The Relation between the False Nega-

tive and the False Positive Rate
In previous chapter, we already analyze that the per-

formance of attack detection is affected by false alarms. 
False negative rate affects to the security of the IDS 
and the false positive rate affects to the QoS of the net-
work services. If the false negative rate decreases, the 

security of the IDS increase. Moreover, the false positive 
rate decrease, the QoS of the network services increases. 
Therefore, the attack detection shows ideal performance 
when the false alarms closed to 0%.

However, It causes an increase of false negative rate 
for the IDS which can process a wide range attack de-
tection to detect the attack of new type. The number of 
incoming packets increases by enlarging the network 
bandwidth. It is hard to monitor all incoming packets. 
In addition, the characteristic of DoS/DDoS attack traffic 
is similar to that of a normal traffic. Therefore, it is diffi-
cult to improve the false negative rate and the possibility 
of normal traffic classified as an attack traffic increase 
due to the decrease of false negative rate. The false nega-
tive rate is getting lower, the false positive rate is getting 
higher. These situations are shown in the performance 
results of proposed attack detection[7].

Fig. 5 shows the performance analysis of hop counts 
filtering(HCF). Fig. 5-(i) shows the count of new inco-
ming packet’s source address when the HCF has a diff-
erent training period in normal case. When the HCF 
has trained over 13 days, the count of new incoming 
packet source addresses decreases dramatically. In attack 
network state, the count of new incoming packet’s 
source address increase rapidly. Therefore, when the 
HCF has a low count of new incoming packet's source 
addresses, it is easy to detect attack traffic. The long 
training period makes the HCF get lower false negative 
rate. Fig. 5-(ii) shows false alarms with different ε when 
the HCF has trained over 13 days. ε is the adaptive error 
rate and the HCF can get low false negative rate when 
the ε is small. When the ε decrease from 1 to 0, false 
negative rate also decrease from 0.25% to less than 
0.1%. However, false positive rate increase to close 25% 
at that time.

Fig. 6 shows an analysis of the relation between false 
negative rate and false positive rate of path identifiers 
(PI). Fig. 6-(i) shows false negative and false positive 
rates of PI after training on both attack traffic and nor-
mal traffic.

If attackers send packets during PI is training, then 
PI received 1,000 packets per the computer of attacker. 
To compensate for collision, PI has a strategy for rejec-
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Fig. 6. The Performance Results of PI
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Fig. 7. The Performance Results of SC

ting packets. In this strategy, a packet will be dropped 
if it bears a mark for which at least x% of the traffic 
during learning was attacker traffic. Therefore false ne-
gative rate decrease when the x decreases. Fig. 6-(ii) 
shows results for varying x between 95% and 100%. 
When the x is 100%, false positive rate becomes 0% 
according to the PI strategy. As this graph shows, false 
positive rate increase when false negative rate is decreased.

The performance of static cluster(SC) for 8-bit, 16-bit 
and 24-bit clustering is shown in Fig. 7. Fig. 7-(i) shows 
the performance against the spoofed attack and Fig. 7- 
(ii) shows the performance against the non-spoofed attack. 
In Fig. 7-(i), all of the graphs show high false positive 
rate when the false negative rate is low. If the false po-
sitive rate is higher than 60%, the false negative rate is 

closed to 0%. In other words, the performance of SC 
using more bits for clustering is better than that of using 
bits for clustering. The false negative rate of SC using 
more bits for clustering is lower when false positive rates 
are same. The characteristic of the performance against 
the non-spoofed attack is similar with that of the spoo-
fed attack.

The performance of network-aware clusters(NAC) is 
shown in Fig. 8. The performance of NAC is similar to 
16-bit SC. Fig. 8-(i) shows the performance against spoo-
fed attack and Fig. 8-(ii) shows the performance against 
the non-spoofed attack. In Fig. 8-(i), when the false ne-
gative rate is less than 4%, the false positive rate is clo-
sed to 25%. However, when the false negative rate dec-
rease to almost 0% the false positive rate increase to 
more than 80%. We can find out the similar characteris-
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Fig. 8. The Performance Results of NAC

tic in Fig. 8-(ii). False positive rate increase from 25% 
to more than 90% during the false negative rate decrease 
from about 30% to almost 0%.

3.5 The Limitations of Attack Detection
Detecting attack traffics and saving victim hosts or 

victim networks are the goal of the attack detection. 
Therefore, many people are studying to improve the 
security of attack detection by reducing the false negative 
rate. As described in previous chapter, it is used to ana-
lyze the performance of the attack detection not only 
false negative rate but also false positive rate. The false 
negative rate affects to the security of the IDS and the 
false positive rate affects to the QoS of the network 
services. Therefore, an attack detection that has low 

false negative and false positive rate can be an ideal 
model. However, reducing the false negative rate causes 
increase of the false positive rate. Some applications 
have minimum threshold of QoS to be guaranteed and 
multimedia service is one of QoS sensitive services. It 
is necessary to consider tradeoff between a security and 
a QoS of the attack detection. Even if an attack detec-
tion has low false positive rate, normal packets classified 
as attack packets will be dropped. Therefore, users will 
be provided the lower QoS than the QoS of before app-
lying the attack detection. Generally, the period of nor-
mal state is much longer than the period of attack state 
of network. If the period of the normal network state 
is so much longer than that of attack network state, the 
number of dropped normal packets by classified as att-
ack packets will be larger than that of by attack packets 
in attack network state. If we can decide network states, 
we can make a filtering strategy that packets classified 
as attack packets in normal case will be passed and only 
drop packets classified as attack packets in attack case. 
Therefore, we propose the method that can decide net-
work states as normal case or attack case.

4. Network States Decision 

Algorithms

In this chapter, we propose the method to decide att-
ack and normal state of networks.

4.1 Analysis of Classified Packets Variation
In general, DoS/DDoS attacks achieve their goal by 

transmitting huge volumed attack traffics to the victim 
hosts or victim networks. Because of this reason, the 
number of packets classified as attack packets in attack 
network state is larger than that of in normal network 
state. Fig. 9 shows the number of packets classified as 
attack and normal packets in attack network state. 

When the false negative rate increase, we can find 
out that the number of packets classified as attack pac-
kets decrease and the number of packets classified as 
normal packets increase in Fig. 9. All of graphs is not 
affected much by false positive rate. However, they are 
affected by false negative rate. When the false negative 
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Fig. 9. The Number of Packets Classified as Attack and 
Normal in Attack Network State
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Fig. 10. The Number of Packets Classified as Attack and 
Normal in Normal Network State

rate is bigger than 50%, the number of packets classified 
as normal packets is larger than the number of packets 
classified as attack packets and the number of packets 
classified as attack packets is larger than the number of 
packets classified as normal packets when the false nega-
tive rate is less than 50%. When the false negative rate 
decrease, the gap between both graphs increase.

Fig. 10 shows the number of packets classified as 
attack and normal packets in normal network state, there 
are no attack packets. Therefore, incoming packets are 
not affected by false negative rate. However, false posi-
tive rate affected to incoming packets in normal network 
state. When the false positive rate is bigger than 50% 
in normal network state, the number of packets classified 
as attack packets is bigger than the number of packets 
classified as normal packets. However, when the false 
positive rate is less than 50%, the number of packets 

classified as normal packets is larger than the number 
of packets classified as attack packets.

4.2 Proposed Algorithms
As we analyzed above, we can propose two methods 

that decide attack and normal network state.
First, when the false negative and false positive rate 

are less than 50%, we can decide the network state using 
the ratio of the number of packets classified as normal 
and attack packets. If the number of packets classified 
as attack packets is larger than the number of packets 
classified as normal packets, the network state is the 
attack network state. On the other hand, If the number 
of packets classified as normal packets is larger than 
the number of packets classified as attack packets, the 
network state is the normal network state. This method 
only can be adapted when the false negative and false 
positive rate are less than 50%. However, as we analyze 
above, when the false negative rate decreases the false 
positive rate increases. Therefore, the situation can be 
happened in case of the false negative rate is less than 
50% and the false positive rate is bigger than 50%. In 
this case, we must increase the false negative rate until 
the false positive rate decrease to less than 50%. That 
means the security of the IDS decrease.

Second, there is a method that decides the network 
states using only the number of packets classified as 
attack packets. In Fig. 9 and Fig. 10, the number of 
packets classified as attack packets in the attack network 
state is larger than 55 times of that in the normal network 
state. Therefore, after defining a specific threshold, we 
can decide the network state is as attack network state 
when the number of packets classified as attack packets 
is greater than the threshold and decide the network state 
is as normal network state when the number of packets 
classified as attack packets is less than the threshold. 
This method can be adapted when the gap between the 
numbers of packets classified as attack packets in attack 
and normal network states. However, in the low-rate att-
ack case, the number of packets classified as attack pac-
kets may not be large enough to decide the network states.

Therefore, we should adapt a suitable method after 
analyzing the network property.
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5. Conclusion

In this paper, we analyze the performance of attack 
detection against DoS/DDoS attacks. The goal of attack 
detection is to save victim hosts or victim networks from 
attacks. The false negative rate is the most important fa-
ctor in the security point of view. Therefore, there are 
a lot of researches for the attack detection with low false 
negative rate. However, the false positive rate is also 
important to evaluate the performance of the attack de-
tection.

After analyzing the impact of false alarms on the att-
ack detection in different network states, we find out that 
the false negative rate affects to the security of the IDS 
only in attack network state and the false positive rate 
affects the QoS in attack network state whereas the false 
negative rate is equal or less than 10% or in the normal 
network state. Using the result of analyzing passed att-
ack and normal packets with different false alarm rates 
in different network states, we find out that the perfor-
mance of attack detection can be ideal when false alarm 
rates are closed to 0%. However, the false negative rate 
is getting lower the false positive rate is getting higher 
due to the property of the IDS. We show this situation 
in performance results of the attack detections such as 
HCF, PI, SC and NAC. Therefore, it is hard to get low 
false positive rate when the false negative rate is low. 
And the false positive rate can be a major problem of 
QoS when the period of normal network state is so long.

We proposed two methods that decide network states 
as attack and normal network states to reduce the impact 
of the false positive rate in normal network state based 
on the idea that we can pass all packets classified as 
attack packets in normal network state.

First, we can decide network states using the ratio of 
the number of packets classified as attack and normal 
packets. In attack network state, the number of packets 
classified as attack packets is larger than that of classi-
fied as normal packets. Moreover, the number of pac-
kets classified as attack packets is less than that of clas-
sified as normal packets in normal network state. How-
ever, this method can be adapted when the false alarms 

is less than 50%.
The second method is that deciding the network states 

using only the number of packets classified as attack 
packets. As analyzed in previous chapter, the number 
of packets classified as attack packets in attack network 
state is much larger than that of in normal network state. 
Therefore, we can decide the network state is the attack 
network state when the number of packets classified as 
attack packets is larger than a defined threshold. How-
ever, it is hard to define proper threshold in low-rate 
attack. A suitable method should be adapted after ana-
lyzing the network property.
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