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Based on a complex event processing technigue, an abuse pattern monitoring method is
developed to provide an real-time detection. CEP is a technique to find complex event pattern
in a massive information system. In this study, the events occurred by game-play are observed
to be against the rules using CEP. User abuse patterns are pre-registered in CEP engine. And
CEP engine monitors user abuse after aggregating the game data transferred by game logging

Server.
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select * from Tradebvent.windime{30 seconds)
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- o]IE A (Filtering)

select * from

Tradebventsymbol=IBM L win:time(30 seconds)
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select sumiprice) from
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select * from
TradeEven(symbol="IBM Lwin:time(30 seconds)
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SettleEventtsymbol='1BM).winitime(30 seconds)

as s8¢
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insert into SMA /* Simple Moving Average */
select  symbol, avglprice) as avgPrice
from Tick winitime(d days}

group by symbol

output all every i} minutes
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package org.game.monitor;

public class TradingEvent {
private String buyerID;
private String sellerID;
private String itemName;

public TradingEvent(String buyerID,
String sellerID, String itemName) {
this.buyerfD = buyerID;
this.sellerlD = sellerID;
this.itemName = itemName;

public String getBuyerID() {
retum buyerID;

}

public String getSellerID() {
retum sellerlD;

}

public String getitemName() {
retum itemName;
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package org.game.monitor;

impert com.espertech.esper.client.UpdateListener;
import com.espertech.esper.event.EventBean;

public class GameListener
UpdateListener {
public void update(EventBean[] newEvents,

EventBean(] oldEvents){

implements

EventBean event = newEvents[0];

+ " userlD=" + event.get("userID"));
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/f get engine instance
EPServiceProvider epService =
EPServiceProviderManager.getDefaultProvider();
String expression = "select avg(gold),useriD
from org.game.monitor.GoldEvent.win:time(1 sec)
group by userlD"
EPStatement statement =
epService.getEPAdministrator().createEPL (expression);

/1 set up statement
GameListener listener = new GameListener();
statement.addListener(listener);

/i generate events

GameSimulator gs = new GameSimulator(1000);
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