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Secure Execution Assurance Mechanism of Mobile Agent from Truncation Attack
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ABSTRACT

The data security of free-roaming mobile agent is a problem which hasn’t been resolved to the mobility and inter-host mapping. totally,
especially in theaspect of keeping away truncation attacks. Therefore, when the agent is utilized for user oriented applied technique, the secure
execution guarantee of agent is essential. In this paper, it guarantees safe execution from security threats generated by malicious host during
the agent’s execution. And the secure execution guarantee mechanism of agent is proposed from favorable host is maliciously abused by
attacker. Thus, the execution trace protocol mechanism proposed as secure mobile agents execution guarantee. As security analysis of the
safety analysis.
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fig. 5 an agents secure execution guarantee
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4.1 9 o] E AW (AS)¢} A 3 A o] 2] & 7| (ECp) 7
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AgaAe 19 63 2}
AS, ECp

! AS, > ECp: process{agent}
ECp > AS, : req{code, status indentifer} 3=D

nad

p: AS > ECp: inf orm{agent} L —
processing

ECp : result{accept,or,reject}

3 ECp> AS, :result{accept,or, reject}

4 AS, > ECp: recivelagent, result}

5 ECpTTS> AS, : {Time—out, Time—stamp}

a8 6. olo|ME Mot MAHAHaT| 2
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Fig. 6 Communication Protocol between AS and ECp
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ECp : result{accept, or, result}

Aol Al A2l A3E it

ECpE dolHE
1317} obu ' A stals A Hojt

£ olsd A

ECp —AS;: result{accept, or , reject}

Tef BCpel A g ZHE do]HE My A AHz
Agsty o] dEE vz o] o] F2EY ofH A
BT HE T2EE Fo} O]ESH of gt ofnf 2
EE HE doldEE FAUT Eul & st FAAY
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AS, — ECp : recive{agent, result}

AOJHEE A F o H dlo]dEY 245
o o3} T & 3l MH 2 AR F A (DoS Attack) Al
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] ARE 2] 8 time-out}
A2 %7] A& Time - stamp

25398 98 ECp ASTH &
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// Migration to Agent server l
receive : m, my :
verification : Digital Signature(Cert ) !
agent code checking : ENCy,,.,(c) i

. security execution : (¢} !
I expiration time checker !

/] Agent Execution

|
l
if secure agent ‘
C = ENCAS(datai)
E=CH+Cy++»+Cligi<n)
‘ ENCES (Certyy, {AS, Ret,))
Ret,= ((code, E,, Time — out), Time — stamp, i)
if receive m,
m, execution
Agt transfer to ECp
ENCES (Certp, (x),Ret,)
if receive m.,
signature verifier : Digital Signature(Cert F@)
if Acc = Accept
Agent execution control : T(m , Agt)
m, response 1o TTS
| next host migration,
! else
| protocol execution termination

o else
protocol execution awaiting

l
| else ) |
I M, refusal '
protocol execution termination \
! or waiting execution of ECp !

T
©
~ g
T~

L OlO|ME Mu| A8 2nalE
xecunon algorithm of Agent server
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o 2 ozt F AR b3 gl Aot ool
2 2 HL RYE2E, o
FALAEL $E v} o]
2! %4 3, ECp
Tol 7hsdo R o He] HHE A

receiving message of Agt : (m.,)
waiting for sequence process

// Agent statues Authentication and Verification
execution = last
Agt Authentication
verification : certificate chain of ECp
G, = ENC(data,)
= CA Cuyt e o+ Cligign)
ENCih (Cert . {z), Ret;)

// Digital Signature and chain relation
h = hash(c, r) : one-way hash function
t = h'modn : RSA signature of h
s(z) = 2 mod n: RSA signature function
f@)=h"modn, fpn.lz)=t"modn :
digital signature function pair
(s« i) =s(fla)) =sb) =Y = (WY =t = f,,,,..(¢)

// Certificate Creation
Certpy = Certy((s o f), Certp, )
retain trace T(c, Agt) as evidence
record T(s, Agt) = T(Agt)
Acc = Accept or reject
if Agt request = accept
Agent decision :m ; transfer
response : Agt
else
reject —>appending reject list

else
execution end and refusal A gt
record Time— out{Agt)

3% 8 M7 s dneE
Fig. 8 Execution control process algorithm
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//Agent Server
message,: AS > TCp : AgreegationiAgt} ..

ENCP | ENC, s {Agt (Ret, ), i, Acc}}
message,
AS > TCOp : encrypt{Agt}, cheinrelationship
ENCﬁ;[Cert&'(AS,.), Time - out, }

Time — stamp, K;, K;
messagey: AS, > A8, Migration{Agt}
ENC%,’{CSWHW Ret,, Tc,Agt), Cev"tm,l, Acc}
messages: AS, > AS,., : confirmed recive {Agt}
ENC#{ip Aec)

//Execution Control Process
message, : TCp > AS: Request{Agt}, e
ENCPE{ENCy, {140 ENC, ofdata), NG, e} }s Cortg, )
messagey: TCp > AS: Result{Agt}pms
Si= ENC’{‘;?{ Certm(AS}), K, Time — stamp, i 4, }

S (¢, ECp, Tlc, ECp) , Acc)
ENCL§{ Cert e, - 5}

38 9 ZZEZE9 HAlX] ME Z2EE
0. 9 Message iransfer sequence of protocol
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message,: WA A message, & TN FA ASE
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