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Abstract Recently, as flash memory is used as digital storage devices, necessity for digital
forensics is growing in a flash memory area for digital evidence analysis. For this purpose, it is
important to recover crashed files stored on flash memory efficiently. However, it is inefficient to apply
the hard disk based file recovery techniques to flash memory, since hard disk and flash memory have
different characteristics, especially flash memory being unable to in-place update. In this paper, we
propose a flash-aware file recovery technique for digital forensics. First, we propose an efficient search
technique to find all crashed files. This uses meta—data maintained by FTL(Flash Translation Layer)
which is responsible for write operation in flash memory. Second, we advise an efficient recovery
technique to recover a crashed file which uses data location information of the mapping table in FTL.
Through diverse experiments, we show that our file recovery technique outperforms the hard disk
based technique.
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