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Abstract In this paper, we propose a behavior pattern
analysis method for users tasking on hands-on security
exercise missions. By analysing and evaluating the
observed user behavior data, the proposed method dis-
covers some significant patterns able to contribute mission
successes or fails. A Markov chain modeling approach and
algorithm is used to automate the whole analysis process.
How to apply and understand our proposed method is
briefly shown through a case study, "network service
configurations for secure web service operation”.
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