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Abstract In order to reduce the efforts to inspect the reported alarms from a static buffer
overflow analyzer, we present an effective method to filter out redundant alarms. In the static analysis,
a sequence of multiple alarms are frequently found due to the same cause in the code. In such a case,
it is sufficient and reasonable for programmers to examine the first alarm instead of the entire alarms
in the same sequence. Based on this observation, we devise a buffer overflow analysis that filters out
redundant alarms with our context refinement technique. Our experiment with several open source
programs shows that our method reduces the reported alarms by 23% on average.
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/* position_set grps{256]; */

/* ngrps = {~co, *oo) */

2078: MALLOC{grps[ngrps].elems, position, d->nleaves);
2479 grps(ngrps].nelem = 1;

2080: grps[ngrpsl.elems{0] = pos;
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Pointer Size x Offset
Size = Interval
Offset = Interval
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polymorph-0.4.0 1,357 3 3 3 0% 0.1s 0.1s 0.0%
ncompress—4.2.4 2,195 43 21 18 14% 11s 11s 0.0%
man-1.5h1 7,232 27 3 3 0% 8.7s 8.7s 0.0%
gzip-1.24 11,213 394 241 213 12% 35.2s 37.6s 6.7%
bc-1.0.6 12,830 50 41 40 2% 138.4s 140.3s 1.4%
tar-1.13 21,891 108 32 29 9% 775.0s 776.2s 0.1%
099.go 47,337 9,744 8,925 6,866 23% 966.6s 872.1s ~-9.8%
120.compress 5,585 35 16 15 6% 1.0s 1.0s 0.0%
A 109,640 10,404 9,282 7,187 23% 1,926.1s 1,837.1s -4.6%
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