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Privacy Management Based on Profile for Personalized Services in u-City
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ABSTRACT

U-City pursues personalized service by collecting contexts through sensors located over the city and presenting the service
automatically depending not on the user’s request but on the situations that are needed. To provide the personalized service, however,
contexts collected through various sensors are needed, and they include private information. Therefore, it is important to keep a balance
between the convenience by presenting service and protecting private information.

In this paper, we classify and grade person’s various contexts requested in the personalized service environment. Based on these, we
make decisions on whether to present the service or not by profile-matching between user profile and service profile. Also, we propose an

efficient privacy-protection management scheme to encrypt transmitted private information and to control key distribution.

Keywords : Context-Awareness, Privacy, Profile, Security, u-City
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s gEEe FHR. (18 5O Aus AEE
uhedaho] Abg Aol Al AT
Au) A A Al APE =

Z e = 9 g uo

it e

7§17
A Al8k= 3+ (command
- AH] 2 A F A (service provider)
ANA FAlg}, 59 B4 Mujx AleAs u-City
AU AE 93 EAFFEEAE U AMuls AT B
(Service Provide Module)o] A}, &2 9|Fo] 9|t 4
w7k Au) s AF Al 2" 9 4 93 o]yt Y Aln
AH) < AEZ# el ol Ao Ao

ioﬂ.ﬁﬂ oK

[>

Zﬂl J—'é"g‘

[e} o
3 (command file)s Wrsle] A~ A Al dEy]=
MRAAGR, Z dA A& 992, A9, 2A= 59 HHE
St Hel/Re shiaA] AREA A BrEd AR AE Al
3t}

command file®] F& W& AL&A}o] Al urEg A n] 27}
= Qa7beE AR AR RS R s
v AOEZN FAHORE MH2 AFA fEEE N
FAR B 9 Yde Bt Jwsl daeFy )
Alolz2E A A et Ao|t}h, w3k o] command fileS 213

Huls 5
AF 7V
A2 2%
h 4
Service Security
Controller Behavior

AUl 2R3 FolA s,
3 EAE S AFHOR quaA o] o] FolHEH), of

ANNGE Agstel g4
W Quroz MulsAFAs AgA BT Aol §7)7]
wel 7] Busk WA olFolAm, o] ¥ w3y $ws
We Abgstel Auz AT B ARE FAwA @
(17 6} Aulz AR, FEHE AAYFHu
Wl whe ohEst GaeFEt 7 Abelz e Holke

N
o

AN
LY

ilnd

Aolth. ALgA A AFE Aulzol e BAo] L,
Hek AA7NNAE (I 63 2 Helol4 4AF o
o 9nelE % o AelxE Ak, 5 uCiyne

AL HEA 7 command fileS AT (27 6)oll B
o] A= niel Zo] HEYAE F3A dude MAGEA

y_J Eo].7]m_4 x%%g oﬂd— ﬂy_oﬂ pﬂsy Hol 7%= ng_

=

o) 7], Hutolxe] AFH Hejel wep Aol we o
58 1M BelaA @k ol@A s e whkd du
olze] 544 AA HiEE] HElE vEotd] Y TE ol
Ak Q1 FAFHl HsiA tha "olA 7] el sl
oE 44 gas /NS Aol neye FAsuA
Mul o] AEds Ftske Aol ol
Security Level Encryption algorithm/Key size

Level 1 DES 56bit

Level 2 3-DES 56bit

Level 3 AES, SEED 128bit, 192bit, 256bit

Level 4 TBD TBD

TBD : To be determined

(22 6) Zotaol mE AS s Yu2|E 7| AFOI= OflA|
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26 HAEH = 75 5! AH & AFEFE Alolal, JFEE AuaE AREAY ~AE
Aty Alzdle] 45S 2As] dsA (28 7 2 EE 9ol 5o AHAE Agdrh gEY AANE A
of HiEWE B4L TS Al Axwe] 7 wEe] & Al A9, Avl, BN 5L BAste] B
Al AZE FA55AT HAENEE AlM Seo]dE, A TFoIU AAF A4S AT gudH Aulze A
£ ZeolAdE, Hujx FoldES] &8 T aHS A} 2k} A, Wk "k o] MAdEgne o8 V)5S F
83900 o] ALgH Sudlol ¥EAoR IDEC A9 Alste] A grhe Wi Azl
e Aolr}, A FeloldEE u-Cityoll A AMgeds & (27 7 B Azddda EEH AT A ZHprocessing
ok FiEe MR Fdd w2 S8 ZRIaHH delay)®] Hitgkat Anjx AEZHE 7F02 B ZEI
o= mzl el M4 AnE, BxE geje] WAz A ALAD &S P Aotk Fol WEW F¥ BE Ay
ob Alzgl Mulz AEdrh AR FeteldE= u-City T &, B AHae] Fgols Bt Adgr)e] AgA|gte]
49 lae wgst RES Agdon THd B& $4  500ms ool e F Aulze] ms) 22 160mselA
zzadolth o]t shute] sd=g WY AgAE Y 30ms7hN Al O 2 AL B 5 9, 53 o4
da AgA ZEude dAFshs $8 Zaagelrh Aul  F Aulz] Ao AFEA, Auls FEALE ojng
2 ZEoldEl Algt AxHdA Tene e Fa A = AREA A Aol SmsE 4744 Al F
Hl 2 A2 E S dlom Mu|AE 7Pgdo s A A 7hd A w3 mad AR el JEAE By L
Wk AE Al AEE LA ZEoldER By Aula 23 Hlav)sh Auaty BEES Hus AESHd v
b AlEHEIL e ARE duerh aean Aue] A 3 Zkzk 1.2, 27909 A Azl AQEH o5 Al EEX
B4 Qe A4 SdoldEny AN ARE gEwel  AA AN F AAetE wFo| o 273%% vhehyt
g 3B FEAD, AR B BEFYANLE EY 0ol B A3, nok A97)E FEIGo] ¥itelw,
e dEe st ol A LERAL Fologicd AHE AR Ao Wol ANYAZY o TBE%E WS WFS A
sto] TEatlen, o] LEEAC Al (query)E A & A 8t et
& FEsha Auag FE5E B4S SDOR(Mtp//www. GEA A FE NS UERE REY A0S
saltlux.com/)& AHE3he] F@sheleh, BE B4R, 4R Bz 4% AR 43 2%
A ZAWWE WA 0F A Feloldeg W 2 AWT Al R Bad ANER) gl 27HT
Hrdez pdsty, A4 FRAEdAE A4 Aus A, B A Az olgr1=e Awkgel wet gy
olg] M dEsto] ALt SepoldEe] Muls dF A7} A A} gho] thekaly] el AHlA FEAIZE] oY A
wAg) A e wEE B A Targi, Ay, ® mek Ao Hal Ae w9 om A A
HoEw=d #48 uCity AH2%2S g4 ZAh 29 7§ 12ms® TP B ARbel AQHAEd o=
Muls, ) AAE e g7 BE AEs, sEd dx AMuls A Al dgs s AR Hlad =2 Bt
AR Oz S malR As P4 Rl &4 Ak o S meb BRd ¢Es dudda 2 uEd
MUl ARG BAAPR, FHAH/INAR, A7 7] g gl o7k Aolet A Eh
Hos& A wol HaAe, weAAGE T tdd Aw
CPU 4% | Core2 Duo E8500 3,16GHz CPU 4% | P4 Dual Core 2.01GHz CPU 4% | Core2 Duo E8500 3.16GHz
Memory DDRZ 1GB * 2 Memory DDR2 1GB Memory DDRZ 1GB * 2
HDD IDE 1{500G) HDD IDE TE00GH Af-ﬂﬂlé NS HDD IDE 1(3006)
consor 0s Window XP professional eor 0s Window XP professional Sonvice 0s Window XP professional
Client ALg e Java jdk1.4.2 Client Agoie) Java jdk1.4.2 Client Apgoie] Java jdk1.4.2
ﬁ;‘:’g-tla[:n:paz:gg;;:fi':?&:42:1 5
Time Stamp 2 : 08,07,25:45:08 _——a _—— _——— -
i © | 0 [ Pt LY
Checksum : F49K2
S + “oToT (uad (66
Security Service crugs| 23:}(‘;}‘135"““
A AR Situation Profile Behavior | Controller || Memory DDR2 1GB = 2
"?%?’:;s Chignd'::lalée Security HDD SATAZ(5006)
Configuration 0s Window XP professional
Server Agale] Java jdk1.4.2
(28 7) HAEHE= 4
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(+9] : millisecond)
g2 2k EITES $EE WANE BER Average
Situation Analysis Engine 282 387 231 544 361.0
Profile Comparison Module 68 98 42 119 81.6
Service Configuration Module 136 219 101 281 184.3
Security Behavior 418 583 369 722 523.0
Service Controller 69 61 58 81 67.3
Total 973 1348 801 1747
a. LEH A AIZE
£ Aan) CEES 25 AANE B Average
Situation Analysis Engine 4.1 6.3 4.0 6.7 5.4
Profile Comparison Module 1.0 1.6 0.7 1.5 1.2
Service Configuration Module 2.0 3.6 1.7 3.5 27
Security Behavior 6.1 9.6 6.4 8.9 7.8
Service Controller 1.0 1.0 1.0 1.0 1.0
b. A ¥ 2 AEZ2 (Service Controller)7] 5 EF 2E A& A7k 1]
(32 8) Z=hay|Ht el HEES M| A|AEI9| Processing Delay
3.8 B 2] #4384, 53, FF, “uCity FL Aul2 L Ak, s3]
AE el =83 %] A2¢ A1Z, pp.3-9, 2006.
u-City 37 ol 7] sk sl ARRS #E A|~ES P& [8] ¥r=g, o, “u-City AF9S 9% 24 A8 u-City A4
7 s WA Mula AT olg4¥HE AANTFAR 2 Bl o] w3t A, =g B Y]] 2007 = SHA
of BFe} It dasty, vhdd 3R} u-City S A, pp366-371, 2007.6
7b e azte] RS VMo AL/ E A ZEu 4] Z3A, 2714, “$& u-Cityd] BEH< Hl=2ys 27, 9
S T 7)ol aFEch wa Lo AMASRIE T2 2838 =A] A7H A|113E, pp.223-231, 2007.
FA8 Ang ach £, A, Astel oo gug o) ) LY WG SRR 28w FRa9 A
wom B AulaE AT AT AIAA FE Ax DTER RS S s, A
g o] MeEofof st} ﬂ Azz, p?'27;4i’ 2207'6’ N
R owRaAt uCy %58 Aus 2404 apHe O f;:?:i}ﬁ;;ﬁ;i%giww e s
S el AdEng e s B, S UL g 25 Gas gas, sed, UGy 24949 AAHL
I PSS AR SR s EeAGE 9l W5 S AT AN uet 7 477, A3 85
j :‘Qiijﬁ]r :T] zﬂzii ?1;i%:1%7?1%uuj Xj;}lj—l} AuAe|ots) AR =g, A5A ALS, pplIs
s B Pl T L e ~1134, 20085.
= ARRS By FRE Aosgi de® uw-City’t
A3 MR 27 soud FREE AMAEIF Thgef A AL
ol wet A s of d AMEAL FFe] F74E Aot HE
Al AFel dog MAFRIL ARsgel uek ARy
Mulz 2y QAR Y] B £Eo] BFEE Ao
2 ogAE gty JFEN 2B2A B #e AT
o} gEo] Aujx Felats 457t 9L Edte] MAAR
o 3w AREF 2 zade gEsel fd vt A ol
Zg]ojo} g Ao e-mail : jg3546@wm.cau.ac.kr
2008 =gl A ApA 7] 3 (SFA})
E | 2008 ~3 Al TSt A7) EH-
A ALaA
[1] A9, uCitys] A4 A% s} AR, AAADT BAROFIUSN, 4FAA, dESZ Bk,
2, 2006 WLAN ¥ WPAN %
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1992 wAFRAl = %
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