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A Security Design for a Smart Power Grid Field Test based-on Power IT Systems
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ABSTRACT

Smart power grid is targeting to improve grid operation by integrating existing power IT technologies in the jeju smart grid field test.
Real-time two-way communication and interoperability in power grid are essential to smart power grid. Adopting smart grid will increase
security vulnerabilities in power grid by increasing the number of wireless sensors and the chances of the external exposure of communication
networks. In addition, hackers can cause chaos in the power grid system with eavesdropping and forgery attacks in communication networks,
Smart power grid is one of the most important systems in deploying smart grid, and it is important to design security system systematically
since smart grid can be seriously damaged when problem occurs. In this paper, local and global smart grid security standard and security
vulnerabilities in power grid are reviewed, and 2 level smart grid service model is proposed.
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Fig. 2 Smart Power Grid System Configuration
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