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Abstract

Recently, WiBro service as a mobile internet has been heing extended. The market of wireless data communication has
been being extended rapidly due to the increase of mobile data communication service supply such as smart-phone, WiBro
service and so on. As the result, security is also emphasized in the mobile Internet. In this paper, we propose the methods

that tighten up security in the upcoming Enterprise Mobile-VPN service on WiBro network,

Keywords : Mobile-VPN, WiBro, VPN, PBR, TEK

I.M B

Mobile Internet®! WiBro AMu]2E dolg &
9F2 st 9oy oA £z wAelth FAldo
H E4 A4S WiBro, AWE £ 9 HFo® 37
3] By 3 glon oo wE Mobile Internet™ol 4] £]
Hete] 24T Azsn o

71918 Mobile-VPN(Virtual Private Network) A]H]

]
A&

A Y, dFduist g
{Dept. of Digital Electronics, Inha Tech. Col.)
" ABY, KT G724
{Wireless R&D Center, KT)
AR, AFAE AFA
{Yeoju Institute of Technology)
Hedk 2010092159, #ASSY: 20109124979

(241D

2% Mobile Internet’doll Al 719 Al ol HE
&7} & Mobile @do] g Bl HoT W BAY
Q BAZ BAHA YEE HFE Auzs ag?,

WiBro@olA 7]19-& Mobile-VPN& @837 93l
A Ay sojop & AL FFYARE BAY B &R
olth, WiBro %2 719 Internet ¥l A3 44 H
o} glo} A OPENY AZe] #37] Wil & A 4
Al 710 Bt EAo] thd solution #H & golut
U2 VPNl vl3] kg St girh

w2ty WiBrogelA 719 g dgste %ol
Hobd e HdAE FATG B gRr EA,
ez 7o) A Sn B4 59 dEe] 8%
Az dFAAFE

£ =iAe 9 F 7k EAlel dig 2 geke



2010 128 ®MXEE3

2 718 FEEY e 71EES A¥ste WiBro %
ol Mobile- VPNS +&&tax} g},

1. FUZe 2ok gy 22X
FAE QM BH FAl9) A% Broadcast 77F
al E219] 74 A (Confidentiality)

27 (Integrity) < & shodof g,

WiBro F4d57te] 9453 7)5e 71X =(RAS
Radio Access Station)?} ©@ZHMS) Alole] Fx57F
(R1 Interface)oll sl IEEER02.16e 2 WiMAX Forum
NWGe| whel wlo]#] E)9 (Bearer Traffic)oll thil 7
B W RANE AF Bt ®8 PKMv2(Privacy and
Key Management) 718t EAP <15 W2lo] wle}A 7}
[ A 2 RIS F Wy EgYSs 433 9
8 TEK(Traffic Encryption Key)s Hujsts #4&
g AP Botds ety A K4 st
T YRS Q1F ZREZF doly ¢33 KEYEH)
b o,

[

[«

”Lfﬂ—é}ﬂ $)stel PKMv2 7]RF
=d EAP-AKA, EAP-TLS
(X.509), EAP*TTLSﬂ otk EAP-AKAE= USIM/
UICCS1Z, EAP-TLSE tmbolx 928 xshi
EAP-TTLSE tiufolze} AbgxF A3 Feof Asw
R

19 12 WIBO Network Entry 348 % <13 A
5 =A% 3 ol ofyel 2% #AHLe A EAP

QL= Authientl cat%an Pm ess)

£ DRz RS e
4 FRER Ty

v
A LR AT, A R, I 30
ey S Sl w Ak

=
Fig. 1.

WIBO Network Entrye| 21& thA
Authentication Process in Network Entry.

=EX A 47 HIEHA

4 8

S
©

Protocole 3 1% A4 % A5 A £ key@? %
qoz FEHT

2) tioje &3t

Azt Ao g = AES-CCM(128bit)H2)-& AH8-8f
of Woj?] e dig 7jdAy 2 FAAES AU
t}. AES(Advanced Encryption Standard)s 9&3F X
ZEZolm AFS-CCME AES9 & FHEHX ol

o v 2 )EARE AT

a9 2% A=, @ 7oA Bearer Traffic %
3 71%% ON 398 2% MAC messageZ Capture
gto] data®] ¢5st oS EAAg Aot

ot & 51l Bearer Traffic
Encrypted Bearer Traffic.

G, NIAET AT dFe] EREY, A7 SIS
TatAl =l 1F7le @us 71 A=l Ffskal gl
A= s

s oulEAE AR RE FAY 23E A9 7
TEK ¢33t&8 9
o 9% oF

a8 3
Fig. 3. SA-TEK Challenge(PKM-RSP).

SA-TEK Challenge(PKM-RSP)



50

38 4 SA-TEK Request{PKM-REQ)
Fig. 4. SA-TEK Request{PKM-REQ).

3 5. SA-TEK Response(PKM-RSP)
Fig. 5. SA-TEK Response(PKM-RSP),
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R24#sh run int 40
Building configuration...

Current configuration : 104 bytes
i

interface Tunnell

ip unnumbered Loopbackl5
tunnel source 12.2.2.2
tunnel destination 12.3.3.3

Rafish run int 10
Building configuration...

Current configuration : 104 bytes
t

interface Tunnel0

ip unnumbered Loopbackl3
tunnel source 12.3.33

tunnel destination 12.2.2.2

32 7. R2 Router?t R4 Routeroll GRE ¢ClE{Ho]jA A
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Fig. 7. GRE Configuration in the R2 and R4 Router.
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R2#sh run int s1/0
Building configuration...

Current configuration : 142 bytes
i

interface Serial1/0
ip address 7.7.12.2 255.255.255.0
ip policy route-map pbr

1
route-map pbr permit 10
match ip address 1

set interface Tunnel0
1

route-map pbr permit 20

access-list 1 permit 11.11.11.0 0.0.0.255 log

a3 8. R2 Router? Serial 1/0 Interfacedi PBR A1X
Fig. 8. PBR Configuration in the B2 Serial 1/0 Interface.

R1l#ping

Protocol [ip]:

Target IP address: 16.1.1.1

Repeat count {5

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 11.11.11.1

Type of service [O]:

Set DF bit in IP header? [nol

Validate reply data? [no}:

Data pattern {OxABCDI:

Loose, Strict, Record, Timestamp, Verboseinonel:
Sweep range of sizes [nl:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 16.1.1.1, timeout is 2 seconds:
Packet sent with a source address of 11.11.11.1

a3 9. R1 Routeroll Al R4 router2| 16.1.1.1 address 2
Ping Test
Fig. 9. Ping test from R1 to R4 16.1.1.1.
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Fig. 10. Traceroute between WiBro Station and Wibro
Station.
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