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A Design of Safe AKA Module for Adapted Mobile Payment
System on Openness SMART Phone Environment

Eun—-Hee Jeongi Byung-kwan Lee”

ABSTRACT

The USIM-based AKA authentication process is essential to a mobile payment system on smart phone
environment. In this paper a payment protocol and an AKA module are designed for mobile payment
system which is suitable for openness smart phone environment. The payment protocol designs the cross
authentication among components of the mobile payment system to improve the reliability of the
components. The AKA module of mobile payment system based on 3GPP-AKA protocol prevents the
exposure of IMSI by creating the SSK(Shared Secure Key) through advance registration and solves
the SQN(SeQuence Number) synchronization problem by using timestamp. Also, by using the SSK instead
of authentication vector between SN and authentication center, the existing bandwidth (688xN)xR bit
between them is reduced to 320xR bit or 368xR bit. It creates CK and IK which are message encryption
key by using OT-SSK(One-Time SSK) between MS and SN. In addition, creating the new OT-SSK
whenever MS is connected to SN, it prevents the data replay attack.
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