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Secure Mobile-in-Vehicle System with CBC-MAC authentication
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ABSTRACT

Demand on information security in mobile devices based control system grows rapidly with a view to counteracting information hacking
and leakage. Among these techniques, encryption and authentication are most common. This paper presents CBC-MAC (Cipher Block
Chaining-Message Authentication Code) based mobile devices control system. The system is termed as Secure Mobile in Vehicle (SMIV)We
use CBC-MAC that is one of the most efficient authentication modes to protect information against any malicious attacks. By sharing the
secret key of CBC-MAC between the transmitter and receiver, it asserts authentic information. The proposed system is verified in such a way
that we develop mobile devices control system, apply the CBC-MAC algorithm to the control system and validate the received data. Unlike
conventional systems where the development of control mechanism in mobile devices based control systems is main concern, this proposed
system offers a secure communication link of the data in mobile devices control system and therefore would be useful to the design and
implementation of various mobile devices based control systems.
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I [
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Fig 3. Flowchart of encryption/decryption of CBC
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Table 1. Variables in encryption method

W5 °] 7
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Encryption () {
Co<—1V
for (i=1 to Message Length)
{ Ci<—E(Pi @CH) }
return Encryption Message
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Fig 4. Encryption algorithm
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Table 2. Variables in decryption function
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Decryption () {
Co< 1V
for (i=1 to Message Length)
{ Pi—D(C) ®Ciy }
return Decryption Message
}
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Fig 5 Decryption in algorithm
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