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ABSTRACT

Recently competitive Korean companies are suffered from financial loss due to illegal exposure of their own proprietary
know-how secrets, since it is difficult fo watch hidden illegal channels to leak them due to their digitalization. Today the
DRM-based system designed to protect such secrets is insufficient to prevent it, since DRM-based protection system cannot
defend the infelligent robbery of secrets, in special, employee’s robbery. The MSEC is much appropriate to secure secrets
against employee’s robbery. Our paper notes that IGMP, MSEC and SNMP can work easily together fo redlize secure system
that satisfy strong security condition for prevention from leaking secrets. Since the previous research was on the architectural
design for prevention of illegal exposure, this paper proposes the efficient protocol based on MSEC protocol. Our protocol
satisfies the strong security conditions that the principles that the secret should be stored/distributed only in an encrypted shape,
and should be separated physically from its encryption key, and should be carried in registered mobile storage separate from
its processing device, and should be verified in ferms of both user and device. Thus this paper proposes both the protocol for
secret document distribution and its group key management.
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