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ABSTRACT

Recently, network based DDoS attacks have been changed into application layer DDoS attacks which are targeted at the
web services. Specially, an attacker makes zombie PCs generate small traffic and its traffic pattern has been similar to the
normal user’s pattern. So, existing HI'TP PPS based Threshold cannot defend the DDoS attacks effectively. In this paper, we
displayed all the GET Flooding attack types and propose three DDoS attack defense mechanisms which are simple and very
powerful. Proposed mechanisms can defend all the existing GET Flooding DDoS attacks and be deployed in the real
environment immediately with little resource consumption.
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