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ABSTRACT

Sun et al. proposed a new design of wearable token system for security of mobile devices, such as a notebook and PDA.
In this paper, we show that Sun ef al’s system is vulnerable to off-line password guessing attack and man in the middle attack
based on known plain-text attack. We propose an improved scheme which overcomes the weaknesses of Sun et al’s system.
The proposed protocol requires to perform one modular multiplication in the wearable token, which has low computation
ability, and modular exponentiation in the mobile devices, which have sufficient computing resources. Our protocol has no
security problem, which threatens Sun’s system, and known vulnerabilities. That is, the proposed protocol overcomes the
security problems of Sun’s system with minimal overheads.

Keywords: wearable token, authentication, offline password guessing attack, man-in-the-middle attack
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