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ABSTRACT

In the paper, we proposed an IM-ACM(Insider Misuse-Access Control Model) for preventing illegal information leakage by
insider who exploits his legal rights in the ubiquitous computing environment. The IM-ACM can monitor whether insider uses
data rightly using misuse monitor add to CA-TRBAC(Context Aware-Task Role Based Access Control) which permits access
authorization according to user role, context role, task and entity’s security attributes. It is difficult to prevent information
leakage by insider because of access to legal rights, a wealth of knowledge about the system. The IM-ACM can prevent the
information flow between objects which have the different security levels using context role and security attributes and prevent
an insider misuse by misuse monitor which comparing an insider actual processing behavior to an insider possible work

process pattern drawing on the current defined profile of insider’s process.
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