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Abstract

Development of the system which provides services using diverse sensors is expanding due to the widespread use of
ubiquitous technology, and the research on the security technologies gaining attention to solve the vulnerability of
ubiquitous environment's security. However, there are many instances in which flexible security services should be
considered instead of strong only security function depending on the context. This paper used Fuzzy algorithm and MAUT
to be aware of the diverse contexts and to propose context-aware security service which provides flexible security
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function according to the context
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1. Introduction

There are many instances in which flexible
security services need to be applied depending on the
context when the system handles diverse sensors in
the heterogeneous networks. Research on the security
technology for solving the vulnerability of ubiquitous
In

particular, there are many instances in which flexible

environment’s security 1s gaining attention.

security services should be considered instead of
strong only security function depending on the
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context. Because mechanical security system based
on the fixed rules is the main stream in the real
world, however, numerous ubiquitous environment
systems are not effective counter-measuring.
Accordingly, research on the context~aware security
that can apply appropriate security system flexibly is
strongly required.
Sensor networks,
the
development consist of diverse sensors that provide
information such as temperature, humidity level,
intensity of illumination, and so on. There is a good
possibility that these sensors will infringe upon
subject’s privacy when it comes to the information
on the environment. Accordingly, there is a need to
provide strong security function for the access to this

information.

that

environment

one of the -elements

comprise basis of ubiquitous

However, applying strong only security technology
in all contexts can in fact decrease system efficiency
and could increase inconvenience. In particular, In
case of health care system that manages user’'s
health and life, protection of the user’s life should be
considered at the first hand instead of the strong
security at the time of emergency.

This paper uses sensor’'s information to be aware
of the user's context, and proposes context-aware
security service that can apply security technology of
the diverse security levels flexibly according to the
user’s context.

This paper is comprised as follows. Section I
related work. Section I
context-aware security service model using Fuzzy
algorithm and MAUT. Section IV addresses the result
of the experiment and the actual implementation of
the proposed Context-Aware Security Service model.
Finally, Section V suggests conclusion and the
further research.

examines introduces

II. Related Work

1. GRBAC
(Generalized Role—Based Access Control)

Se| =2X M 47TACIEHA1Z
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GRBAC™™ is the model that expanded the
RBAC® model by adding on subject role,

ohject role, and environment role to execute the

existing
control for access based on the context. Existing
RBAC has the following limitations since it cannot

use context information based on the role alone™*™®.,

1) The Subject role is based on the role required
of individual subjects as members

2) Access right is grouped depending on the role’s
name

3) Limitation on the use of resources as the role is
provided according to the subject’'s work
responsibility and access right

To solve these issues, GRBAC model manifests
context-aware application’s access policy more than
the existing RBAC model, and it provides powerful
and flexible method”. Since subjects, for example,
who use the digital home are likely to be novice
when it comes to computer or security, it is very
crucial to include a function that would enable them
to use with ease by defining the security policy for
the application. In this respect, security service that
uses GRBAC model that is based on diverse roles
can serve as an effective method for building security
service for the ubiquitous computing environment.

However, there is also a disadvantage in the
GRBAC model that cannot handle unexpected context
flexibly since it is based on the fixed rules.

To solve these limitations, it is possible to consider
the method that entails
standard continuously by classifying the context

renewing classification

through autonomous classification algorithm. This
paper applied FCM (Fuzzy C-Means) clustering
algorithm” and MFDT (Multivariate Fuzzy Decision
Tree)'” as the classification algorithm. And this

paper also focuses on the utility theory[w]

[20]

and Simple
Heuristics to determine the qualified properties

such as user’'s preferences.

2. FCM clustering and Fuzzy Decision Tree
FCM (Fuzzy C-Means) is the data classification
algorithm that classifies each data point that belongs
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to the single cluster with the degree of membership.
FCM clustering uses Fuzzy division technique and
the membership function U may have value between
0 and 1. The sum of the value of membership
function for the data set is always 1 as shown
below.

Zc:u,.k=1, Vk=1,n 0<Zn:uﬂ,<n

i=1 k=1

Cost function for the FCM clustering may have the
following formula.

Tk =3y ul(dy)*

i1 k=t
v, = {vil’viZ"“’vij"”’viL}

d, =d(x,~v,) =!:§1:(x,q. —vi].)z}
=

z(uik)mxkj
.| 1
Vlj T n > uik = 1_1
(ui ym S d, "
& 3[4
=1 djk

uy, * Degree of membership of the k-th data of the
X, that belongs to the i-th cluster
i~th cluster’s centroid
m (1 < m < o) Parameter that controls the
of the characteristics the
classification process. m=2 in general.

di« Distance between k-th data xx that belongs to
the cluster and i-th cluster’s centroid v;

J(uix, v): Cost function for the FCM clustering

v -

volume Fuzzy in

Decision tree'® is the tree that expresses
classification rule, Non-terminal node specifies the
characteristics of the data that is compared for the
classification. In the link, conditions for comparison
or value of the characteristics are endowed. In the
terminal node, value of the class whose data satisfies
all the conditions and is on the route up to the
applicable node from the root node, is allocated,
Decision tree divides up the characteristic space
using the clear value as the standard. Thus, two data
that are subtly different can be classified into
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different classes, respectively. Accordingly, concept of
Fuzzy function is introduced in the decision tree, and
research is underway on the Fuzzy Decision Tree
that divides into the Fuzzy boundary side using
membership function™.

3. MAUT and Simple Heuristics

MAUT (Multi-Attribute Utility Theory) is a
systematic method that identifies and analyzes
multiple variables in order to provide a common basis
for arriving at a decision. As a decision making tool
to predict security levels depending on the security
context (network state, the resource’s and user’s
environments, etc), MAUT suggests how a decision
maker should think systematically about identifying
structuring objectives, about vexing value
tradeoffs, and about balancing various risks. The

and

decision maker assigns utility values to consequences
associated with the paths through the decision tree.
This measurement not only reflects the decision
maker’s ordinal rankings for different consequences,
but also indicates him relative preferences for
lotteries over these consequences[m.

According to MAUT, the overall evaluation v(x) of
an object x is defined as a weighted addition of its
evaluation with respect to its relevant value
dimensions. The common denominator of all these
dimensions is the utility for the evaluator. The utility
quantifies the personal degree of satisfaction of an
outcome.

The MAUT algorithm allows us to maximize the
expected utility in order to become the appropriate
criterion for the decision maker’s optimal action.

The Center for Adaptive Behavior and Cognition is
an interdisciplinary research group founded in 199 to
study the psychology of bounded rationality and how
good decisions can be made in an uncertain world?',
This group studies Simple Heuristics. The first
reason why we use Simple Heuristics is that security
can be decided without detailed

preference. And the second reason is that it is

level user’s

difficult to predict the preferences of users concerning
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the attributes of the security level. It is also difficult
for even wusers to determine their preferences
quantitatively which is related to the attributes of the
security level.

By the way, different environments can have
different specific heuristics. But specificity can also
be a danger if a different heuristic were required for
every slightly different environment, we would need
an unworkable multitude of heuristics. Fast and
frugal heuristics avoid this trap by their simplicity
and enable them to generalize well to new situations.
One of fast and frugal heuristics is Take The Best
which tries cues in order, searching for a cue that
discriminates between the two objects, It serves as
the basis for an inference, and all other cues are
ignored. Take The Best outperforms
regression, especially when the ftraining set
small®’

multiple

is

. Context—Aware Security Service Model
based on Fuzzy Algorithm and MAUT

Among existing context-aware security models,
many models are based on the RBAC (Role-Based
Access Control) model. However, disadvantage of
those models is that they cannot control appropriately
unexpected context, To solve this problem, this paper
proposed a context-aware security service model that
applied FCM clustering algorithm and Multivariate
Fuzzy Decision Tree (MFDT: Multivaniate Fuzzy
Decision Tree). We also use MAUT and Simple
Heuristics to adjust the result of Fuzzy algorithm,

The model proposed by this paper is comprised of
USN (Ubiguitous Sensor Networks), the input part
that collects and ftransmits information on the
context, Context-Aware Engine that obtains results
of classification by executing learning using input
information, and Access Control Lists (ACL) that
manages access permission list due to the applicable
security level, and the security service engine that
provides diverse security functions.
module, FCM algorithm, which

In the learming

is one of the
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Simple
Heuristics

=N
Fig. 1.

Heorsl Heor -
Proposed Security Model.

autonomous learning algorithms, to execute pattemn
classification for the data input from the USN
module, and the results are used to decide on the
Fuzzy Security Level. The proposed model utilizes
MAUT and Simple Heuristics to produce Utility
Security Level. Finally, two Security Levels are
merged into the Security Level. Figure 1 shows the
proposed security model.

1. Input module

Input module collects the context information that
is provided by the various sensors. Sensor network is
of the
environment information sensor including temperature,

comprised diverse sensors such as
humidity level and intensity of illumination, sensor
for human body such as body temperature, blood
pressure, and number of pulse and so on. Data
collected in the input module is transmitted to the
context aware engine. Figures 2, 3 and 4 demonstrate
examples on the structure of the context information

that can be obtained through diverse sensors.
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draw out the Fuzzy security level according to the
environment information and information on the
human body. Utility security level may be calculated
by the function of MAUT and Simple Heuristics
modudes.

7t. FCM clustering algorithm
J8 2. #3 o8 g2 Of" Clustering is the technique for comparing the given
2. Example of the Environment Context. data with the class that is already determined, and
discerning it into the closest class, which is one of
the key works in the pattern recognition,
decision-making, data analysis, and so on. As the
amount of information processed by computer
becomes vast, intelligent system extracts information
through leamning, and requires adaptation function
that handles similar context in an appropriate level,
and this creates diverse neural network structure and
28 3 oy Y ERe o tearning algorithn
Fig. 3. Example of the Object Context. Research on the neural network is the
representative method that entails classification

[Stage 1] Number of clusters deeision ¢ (2 <¢=n)
Index' weighted value m (I <m< 9} selection
Initial membership functions initialization U'®
Frequency of algorithm repetitions.
Setasr(r=0,1,2,...}

[Stage 2] Calculate center of the Fuzzy cluster
i("#«)m %
{v,]i = l,2,-~~,c}, vy=

a8 4 FH A8 FEe o > ()"
Fig. 4. Example of the Subject Context. ]

[Stage 3] Calculate new membership function U/ #+4

2. Context Aware Engine “’(‘:*I)Z”E“(‘f“t;)éi > Jorly=®, or
Context aware engine is comprised of Fuzzy ; ——;:
module and Utility module. Fuzzy module consists of ug™ =0 , forall classesi, iel,
FCM clustering module and Fuzzy Decision Tree L={|2sc<n;dP =0} T=f2c}-1
module. And the Utility module consists of MAUT gug*‘>:1
module and Simple Heuristics module. In the FCM [Stage 4] Calculate ;ormtﬁa A A»g ,setasr=rt+] and
clustering mocdule, membership function is calculated repeat from [Stage 2], IfA < ¢ , then end algorithm
according to the standard information for the (e is critical value)

A=[Ue U =max | Juf™ ~uf|
.k

environment that is the most appropriate for the

patients depending on the level of importance.

Calculated value of membership function is used to T8 5 FOM 22 dnzld

Fig. 5. FCM Clustering Algorithm.

(108)
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through learning. FCM is one of the representative
cluster analysis methods and it has been applied to
the various applications, but it is still being assessed
for astringency, optimization, and generalization[m.

Context-aware security service model using FCM
clustering algorithm applies the result of the closest
classification using the distance with the center of
each classified cluster. Thus, it can draw out the
most appropriate result for the unexpected context,
which is not registered in the security policy. Figure
5 demonstrates FCM clustering algon'thmm].

Lt. Multivariate Fuzzy Decision Tree

Ultimately, the proposed model requires the most
appropriate single security level. Accordingly, each
security level drawn out from FCM clustering uses
Multivariate Fuzzy Decision Tree to get an integrated
single security level.

Decision tree is the method for extracting standard
pattern from the data expressed as the value of
specific attribute for the classification and the
decision-making. As for the method for extracting
standard pattern automatically, there are decision tree,
neural network, probability based model, Genetic
Algorithms technique, and so on. In decision tree,
there is an advantage that the subject can understand
the critical causes easily, and that it guarantees easy
Implementation.

However, while numerous data used in the real
world might be given in the form of ambiguous
status due to the surveillance error, uncertainty,
subjective judgment and so forth, the decision tree
could classify the similar two data into different
classes due to its characteristics of exact value
classification. Due to this issue, research on the fuzzy
decision tree is underway which divides up the fuzzy
boundary side
function[w‘ 16].

In the proposed model, each sensor information
that comprises the input data may have different
level of importance depending on the sensor types.
For example, when there are blood pressure and a

defined by using membership

(109)
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[Stage 1] Calculate T-norm using membership function and
attribute vector starting from the root node to the
terminal node.

(1) Project input data x into the direction of each
node's attribute vector w;.
z,=wlx
(2) Calculate T-norm up to the n-th terminal node
starting from the root node.

ny S a f node

#s, (7)
1=Jrode

When the above mentioned process is repeated

for all terminal nodes, each terminal node may

have T-norm between O to 1.

T,=

[Stage 2] Calculate average of T-norm of terminal nodes that
apply to each class among the terminal nodes, and
classify the input data with the largest average value.

A; - Average of the T-norm of the terminal nodes that
have i-thclass

class C = arg, max 4;

B8 2F ZE2AM

6. Classification Process using MFDT.

123 6. MFDTE ©f
Fig.
number of heart beatings in the patients of high
blood pressure’s physical information, information on
the blood pressure appears to be more important than
the information on the heart beat. Accordingly, the
proposed model uses the value that multiplies the
weight factor to each security level drawn out
through the FCM clustering as Fuzzy Decision
Tree's input data.

Because the proposed model uses information on
the diverse sensors, input data extracted from the
FCM clustering may be applied as diverse variables
as well. Therefore, this model uses the Multivariate
Fuzzy Decision Tree (Multivariate Fuzzy Decision
Tree: MFDT)"” that applied the multivariate concept
to the fuzzy decision tree to draw out the final
security level. Figure 6 demonstrates classification
process using MFDT.

T}y, Utility Module Algorithm

The overall algorithms of the Utility Module for
determining adaptive security level are shown in
Table 1 to Table 5.
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Table 1. Access Control Algorithm,

YN e 9

E 5 Take The Best &I2|E
Table 5. Take The Best Algorithm,

’—Access(}ontml {AccessProblem)

#  AccessProblem: Grant or deny access for the protected
resources according to Access Policy(AP);

/I Search Role that related Resource

search Role by using context about User's Request

/1 Determine Security Level using Security Policy(SP)

SL = SecurityLevel (securityProblem) ;

/I Grant or deny access by calculating Role, AP, and SP.

calculate Role, AP, and SP by using Constraints, Role, AP, and
SP;

if tue return grant;

else return deny;

E 2 Hot 3 o12F

Table 2. Security Level Algorithm.

SecurityLevel (securityProblem)
/I Determining security level using Security Policy (constraint,
utility function, user preference)
/{ Utilization of domain independent properties
calculate SL by I end;

if SL = ¢ then retam; SL // No security system
/f Utilization of domain dependent properties
// select a strategy between MAUT and 8. Heuristics
if MAUT thee SL= MAUT(Y);
if Simple Heuristics then SL = TakeTheBest(X),
retumSL

und;

E 3 MAUT ¢xal&E
Table 3. MAUT Algorithm.

MAUT (X) // Determine total utility function by the interaction
/I with the user according to MAUT

X1X2. .. %) = kin(xbhanfxt.. Fhan(x,)

/1 k;: set of positive scaling constants for all i

/} x; domain dependent variable, where

wl)=0,u(x")=1

ask the user’s preference and decide k;
fori=1tn do uxj = GetUtilFunction(x;); end
retum u{x;x3,..x,) end

E 4 GetUnl 4 giz&
Table 4. GetUtil Function Algorithm,

GetUtilFunction (x;)
// Determine utility function due to users' preferences
I x; is one of domain dependent variables
uRiskProne : user is risk prone for x; / convex
uRiskNeutral : user is risk neutral for x; // linear
uRiskAverse : user is risk averse for x; //concave
x: arbitrary chosen from x;
h: arbitrary chosen amount
<x+h, x-h> : lottery from x+h to x-h
!/ where the lottery {x‘, p, £°) yields a p chance at x
// and a (I-p) chance at xo
ask user to prefer <x+h, x-A> or x // interaction
if user prefer <x+h, x-h> then
return uRiskProne; I/ eg. u = b271)
else if user prefer x then
return uRiskAverse; 7/ eg. u = blog:(x+1)

else
return uRiskNeutral;
endy// eg. u = b

[ TakeTheBest (u(x;x:.xy)
/| Take the best, ignore the rest u{x;xs,xy): user's basic
preferences
/I if the most important preference is xi, then only xi
// is considered to calculate SL
// The other properties except xi are ignored
u(x1,xs,%;) is calculated by only considering x;
SL is calculated by the value of ufx,xs...x,)
return SL;
end;

3. Security Service Engine

Security service engine is comprised of certification
module for the certification of the subject’s identity
and diverse data encryption/decryption module for
maintaining the confidentiality of the information. In
the data encryption/decryption module, symmetrical
and asymmetrical keys support encryption/decryption
module. In the certification module, diverse
certification modules including simple ID/Password
module and PKI (Public Key Infrastructure) module
and DAA (Direct Anonymous Attestation) ™
module is supported. Appropriate security service is
provided using this module according to the drawn
out security level.

It. A. DAA(Direct Anonymous Attestation)
Protocol
DAA is one of group signature scheme designed
by TCG. DAA protect privacy for platform user. And
DAA is signature scheme providing remote
authentication of TPM hardware. DAA propose group
signature based on group signature of Fiat-Shamir.
But DAA delete open function for protecting privacy.
Features of DAA are as follows" .
1) DAA authorizes without TTP(Trusted Third
Party)
2) 1t provides anonymous
3) It can find rogue TPM
4) Tt is safe in random oracle model using Strong
RSA and Decisional Diffie Hellman Assumption.

DAA protocol constructs with TPM user, Issuer
and Verifier. TPM user is person who needs
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Device

3% 7. DAA 2EZ JIF ohEviel 3z
Fig. 7. Stucture of a Device with DAA module.

authentication. Issuer have function that
certification. Verifier will check TPM users.
Each step is as follows.

issued

1) Setup : Public key and Private key of Issuer are
made by using Flat-Shamir heuristics.

2) Join : TPM forwards the information of Njf
type to DAA issuer. And it provides its own
secret information(f) after verifying users own
secret data (fh. i, v).

3) Sign . TPM signs message using certification
and N from verifier.

4) Verify : Check validate of the signature from
DAA verifier.

We implemented software TPM version to test the
features of TPM chip in the heterogeneous networks
as shown in Figure 7.

4. Access Control Lists

The proposed system executes diverse security
functions that are provided by the security service
engine according to the final security level, and
accesses the iInformation depending on the access
right provided by the ACL (Access Control Lists).

ACL provides the list of the access rights that can
be accessed by the subject according to the security
level drawn out through the

access  right

(111)
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<ACL>
<POLICY>
<SECURITY_LEVEL> 1</SECURITY_LEVEL>
<SUBJECT_LEVEL>1</SUBJECT_LEVEL>
<OPERATION>Reaxd </OPERATION>
<[IST>
<INFORMATION>Blood Pressure </INFORMATION:>
<INFORMATION>Heart Rate </INFORMATION>
<INFORMATION>History of a Patient</INFORMATION >
<INFORMATION>Clinical History </INFORMATION>
<INFORMATION> Case History </INFORMATION>
<INFORMATION>Spedial Attention</INFORMATION>
<JUIST>
</POLICY >

<POUCY>
<SECURITY_LEVEL> 1</SECURITY_LEVEL>
<SUBJECT_LEVEL>1</SUBJECT_LEVEL>
<QPERATION >Read </OPERATION>
<|IST>
<INFORMATION> Blood Pressure </INFORMATION >
<INFORMATION>Heart Rate </INFORMATION>
<INFORMATION>Case History </INFORMATION>
<INFORMATION>Special Attention</INFORMATION>
</LUST>
</POUCY>
</ACL>

=]
=

a2 8 ™2 Ho 5 (ACL ol
Fig. 8 Example of the access control list.

function ContextAwareSecurityService(){
x = count of sensor class;
set sensor_weight[x].
data[x] = inputMethod(); // mput sensor information
sifx] = FCM( data[x] ).
for(1=0i=x:1++) sl[x] = sensor_weight[x] * sl[x];
security level = MFDT(sl[x]):
executeSecurity Service(security level);
adaptAccessControlList(security _level);
}
function FCM(data[x]){
set count_cluster().
set exp_weight();
set membership_function();
set count_repeat(),
while(i = X){ 7 execute up to the number of sensor types
res{i} = getCenterOf Cluster(data[x]);
membership_function = getNewMembershipFunetion(res[x]}.
if(delta <= ¢} break:
else repeat-++.
y
4
return res{x];
1
¥
function MFDT(sl[x]){
calculate Tnorm[x];
Al = sum(Tnorm[x]¥x.

class = arg(max{A1),
1
i

2]
(=]

a8 9 Metd WX =¥ oTRE
Fig. 9. Algorithm for the Proposed Fuzzy Model.

classification module. In general, role bhased access
control techniques such as GRBAC are used, but the
role bhased access control technique may not be able
to maintain integrity due to the conflict of the access
right under the diverse contexts.
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In the proposed model, Context-Aware module is
leveraged to conclude the single security level by
virtue of the FCM clustering, MFDT algorithm, and
MAUT utility module. Thus, this conflict of access
right does not occur. Figure 8 demonstrates the
example of the access control lists. Figure 9 shows
algorithm for the proposed Fuzzy model.

IV. Implementation and Evaluation

To identify the learning effect and the performance
of the proposed model, we implemented the proposed
one by using JDK5.0 on the IBM compatible PC with
the Intel Pentium-IV 3.0GHz CPU and 1GB Ram. We
used UBee430/UBeed30-AP-Kit as for the sensor
equipment based on the TinyOS 2. to input context
information.

As for the experiment, 300 virtual data pertaining
to the variations in the high blood pressure of the
patients were used to execute clustering. After
clustering was completed, we have checked the
variation on the security level according to the
changes in the input blood pressures. Moreover, we
try to compare the result from GRBAC model and
that of FCM clustering model. Table 6 demonstrates
access right policy to apply to the GRBAC.

Security level is classified into five levels, and
security service of lower level is applied when the
level is lower. In the proposed model, security level is
decided depending on the context faced by subject.
When the current context faced by subject is poorer,
lower level is granted. That is we provide full
information in case of emergency context in order to
protect. the subject’s life by modifying the level of

E 6 Crueh Astdeo) cist AE My
Table 6. Access right policy for diverse contexts.
Environment Obi ¢ Blood
information | Work | Subject| D2t © oo Level
- behavior pressure
Time| Place
pai 156/100~ 1
All All | Informatio [Medical ihfgggz:io igggg‘}iégz 2
times| locations | n inquiry | clinic n TR555 14164 T3
~140/93 5

0] 715 HEYIOA Hx| ¢12|FH MAUTO (¢S
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Table 7. Acoess right policy for diverse contexts,

GRBAC FCM | Expected
Blood pressure model model f;cel
1525 / 9R.8 2 3 3
1556 / 978 Unknown 2 2
1532 / 1003 Unknown 3 3
151.8 / 99.8 2 3 3
167.7 / 1085 1 1 1
1573 / 1053 1 2 2
1208 / 85 5 4 5
1415/ 874 Unknown 3 4
1373 / 8.3 5 4 4 |

security to the minimum level. In other words, when
the context faced by subject is relatively favorable,
security service of high level that can impeccably
protect personal information is provided. In case of
emergency context, this means that the protection of
the subject is critical above all.

Table 7 shows the calculations of the security level
which were applied to GRBAC model and FCM
clustering algorithm, respectively., In Table 7, the
expected level is the level decided by the distance
between the normal blood pressure and the measured
blood pressure.

We can see that the system recognizes emergency
when the blood pressure is 167.7 / 109 in Table 7,
and decides that the security level is 1. Moreover, we
can find that the system selects level 2 to level 3
when the blood pressure is relatively high, and
applies level 4 to level 5 when the blood pressure is
normal.

However, the system shows ‘Unknown’ as the
result of the security level by applying the GRBAC
model when the blood pressures are 1556 / 978,
1532 / 1003, and 1415 / 874. This is the case in
which patient’s state of blood pressure is not
classified normally: Instead,
intersected with at least two conditions. If we set the
authority policy of the GRBAC in more detail, then it
is possible to calculate more appropriate security

conditions  are

level. However it 1s nearly impossible to set an
appropriate policy for each authority for all contexts
in the real world In addition, as the number of
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classifications for the authority policy increases, it is
expected to take much time to draw the results.
Unlike the GRBAC model, the FCM clustering
applied model demonstrates the appropriate results for
all contexts in general. That is because the FCM
clustering applied model presents more appropriate
level using the distance between each cluster’s
central value and the input vector after processing
the autonomous clustering. As a result, compared to
the GRBAC model that is based on the fixed rule
sets, the proposed FCM clustering applied model can
show more flexible and appropriate result.
the model
context-awareness based on the diverse information
that the sensor network of the
RFID/USN environment. Thus, the model uses the
extensive sensing information such as blood pressure,
heart rate, body temperature, temperature at the
vicinity and humidity level to classifying each
security level. Accordingly, we need to integrate all
differently calculated security levels for the analysis
of the diverse criteria. To do this, data from the
result obtained through FCM clustering could be
applied to the Fuzzy Decision Tree once again to
draw out the result of the context aware for the
diverse

Moreover, proposed executes

is input from

environments. Diverse  information is
integrated by generating Fuzzy Decision Tree, to
select the most appropriate security level.

In case of the patients of high blood pressure, the
most important one is the blood pressure information.
But it is also significantly affected by the information
such as heart rate, body temperature, temperature at
the vicinity etc. Moreover, because the weight of
each sensor information is different, the result from
multiplying the weight value of the importance level
by the result of the FCM clustering is
value of the Fuzzy Decision Tree.

Table 8 demonstrates security level using FCM
clustering and Fuzzy Decision Tree, where FCM
clustering is applied as the input value of the Fuzzy
Decision Tree. Table 8 shows how the change in the

blood pressure and heart rate are applied to the

the input
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Table 8. Security level using FCM clustering and FDT.
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No. of
Blood pressure EeC\XII lgggg Ili‘gé\e/ll Ilje?I’eI;l
1525 / 988 3 117 4 3
155.6 / 97.8 2 189 2 2
1532 /1003 3 % 5 3
151.8 / 99.8 3 36 5 3
167.7 / 1095 1 122 4 1
1573 / 1053 2 78 5 2
1208 / 825 4 73 5 4
1415 / 874 3 160 3 3
1373 / &.3 4 201 1 2

Fuzzy Decision Tree and thus to calculate the final
security level.

When the blood pressure is 137.3/85.3 in Table 8§,
security level by the change in blood pressure is
level 4, but the security level by the change in the
heart rate is calculated as level 1. Thus, level 2 is
presented for the final security level. This shows
that the patient’s current blood pressure is normal,
but that the possibility of blood pressure aggravating
is factored into the blood pressure state due to the
high heart rate. In other words, the proposed model
is aware of the patients’ context, and suggests the
most appropriate security level.

When we compare the proposed model and the
existing GRBAC based context-aware system, the
results are as follows.

First, since FCM clustering is not based on fixed
rule and uses autonomous clustering method, it could
draw out appropriate classified results even for
unexpected context.
possible to

it is

appropriate security level without managing numerous

Second, because suggest
rules directly, it is possible to solve the managerial
overhead.

Third,
weighting  factor

it can use the FDT with the
the of

classification for diverse contexts, it might apply the

since

to Integrate results
security level in the more realistic way.

Finally, we can adjust the Fuzzy Security Level by
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Table 9. Security level using Fuzzy and Proposed
model.
No. of Fuzzy+MAUT
€]
pressure beats Prone | Averse | Neutral
1525 / 988 117 3 3 2 3
1556 / 97.8 189 2 3 2 2
1532 / 100.3 9% 3 3 2 2
151.8 / 99.8 8 3 3 2 3
167.7 / 1095 122 1 1 1 1
157.3 / 1063 78 2 2 2 2
1208 / 825 73 4 5 3 3
1415/ 874 160 3 4 2 3
1373 / &.3 201 2 3 2 2
E 10, GRBAC 2@z} ot 2E H|W
Table 10. GRBAC model vs. Proposed model.
Proposed model
Category | GRBAC model (Fuzzy + MAUT)
Aware of the context by
Aware of the context -
Autonomy [by using fixed rule| "€ auton(ci)nﬁous
input in advance clustening and Fuzzy
decision-making tree
Impossible to handle| Can handle unexpected
Handling jcontext that is not| context by using the
ability |registered due to the|distance with the center
fixed rules of cluster.
Ease of |Overhead due to the| No need to manage
manageme|direct management| rules and policies
nt of rules and policies. directly
Polircnsigiimb%ture Integrates diverse
. . f contexts to suggest
Integration co]r?ﬁg;mfr(l)%b{h o |appropriate result due to
diverse contexts. the Fuzzy and MAUT

the help of MAUT and Simple Heuristics. Table 9
illustrates this comparison

In conclusion, Context-Aware Security Service
system that uses FCM clustering algorithm and
Fuzzy Decision Tree decreases the management
overhead and provides the more appropriate security
service for the various contexts including unexpected
context. Table 10 illustrates the comparison between
GRBAC model and the proposed model.

V. Conclusion and Further Research

This paper proposed the Context-Aware Security
Service using Fuzzy algorithm and MAUT for the
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appropriate security service in the diverse contexts.
We also demonstrate the case study for the patients
who have high blood pressure.

When we compare the proposed model and the
existing GRBAC based context-aware system, the
results are as follows.

First, since FCM clustering is not based on fixed
rule and uses autonomous clustering method, it could
draw out appropriate classified results even for
unexpected context.
possible to

it is suggest

appropriate security level without managing numerous

Second, because

rules directly, it is possible to solve the managerial
overhead.

Third, since it can use the Fuzzy Decision Tree
with the weighting factor to integrate the results of
classification for diverse contexts, it might apply the
security level in the more realistic way.

Finally, we can adjust the Fuzzy Security Level by
the help of MAUT and Simple Heuristics.

As for the future the research, it is necessary to
develop the system into the general system that can
be applied to the general domains as well as to the
security domain,
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