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Abstract

This paper proposes the multimedia fingerprinting code insertion algorithm when video content is distributed in P2P
environment, and designs the collusion codebook SRP(Small RISC Processor) embedded system for the collusion attack
prevention.

In the implemented system, it is detecting the fingerprinting code inserted in the video content of the client user in
which it requests an upload to the web server and in which if it is certified content then transmitted to the streaming
server then the implemented system allowed to distribute in P2P network. On the contrary, if it detects the collusion code,
than the implemented system blocks to transmit the video content to the streaming server and discontinues to distribute in
P2P network. And also it traces the colluders who generate the collusion code and participates in the collusion attack.

The collusion code of the averaging attack is generated with 10% of BIBD code v. Based on the generated collusion
code, the codebook is designed. As a result, when the insert quantity of the fingerprinting code is 0.15% upper in bitplane
0~3 of the Y(luminance) element of I-frame at the video compression of ASF for a streaming service and MP4 for an
offline offer of video content, the correlation coefficient of the inserted original code and the detected code is above 0.15.
At the correlation coefficient is above 0.1 then the detection ratio of the collusion code is 38%, and is above 0.2 then the
trace ratio of the colluder is 20%.
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Table 1. The extendlng of the fingerprinting code into Y,

Cb and Cr elements of the content image.

0101010 0101010 0100101110

1001100 1001100 1010110100 | 00001101001100
0011001 0011001 0011100011 | 11011100011001
1110000 1110000 1100010000 | 00011001110000
0100101 0100101 0101000111 | 11001000100101
1000011 1000011 1011011101 | 10101111000011
0010110 0010110 0010001010 | 01111110010110
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Fig. 1. Insertion fingerprinting code of the provided

content to Streaming server from Web server.
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Fig. 2 For streaming service, the request processing of

the content Up/Download from Client.
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Fig. 3. Decision of the content registration to the
Streaming server or the colluder trace in Web

server.
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Fig. 7. The proposed SRP architecture.
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Table 2. SRP embedded instructions for the prevention of
the collusion attack.
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Implemented SRP embedded system for the
prevention of the collusion attack and the
executed waveform.
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Streaming server.
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Fig. 12. The insertion ratio and the expression of the

fingerprinting code.
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The detection ratio of the collusion code and
the trace ratio of the colluder.
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