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Abstract

This paper proposes authority delegation for secure social community creation and mutual authentication scheme
between the community members using proxy signature in community-based ubiquitous networks. In community-based
ubiquitous network, User’s context-awareness information is collected and used to provide context-awareness network
service and application service for someone who need it. For the many reason, ie. study, game, information sharing,
business and conference, social community could be created by members of a social group. However, in community-based
ubiquitous network, this kind of the context-awareness information could be abused and created by a malicious nodes for
attack the community. Also, forgery community could be built up to attack the community members. The proposed scheme
using the proxy signature provides a mutual authentication and secure secret key exchange between community members,
and supports secure authority delegation that can creates social community. Also, when delegation of signing authority and
mutual authentication, this scheme reduces total computation time compared to the RSA signature scheme.
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