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The Sensitivity of the Parameters of Microcontroller Device with Coupling Caused
by UWB-HPEM (Ultra Wideband-High Power Electromagnetics)

o
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Abstract — Modern electronic circuits are of importance for the function of communication, traffic systems and security

systems. An intentional threat to these systems could be of

big casualties and economic disasters. This paper has shown

damage effect of microcontroller device with coupling caused by UWB-HPEM(Ultra Wideband-High Power
Electromagnetics). The UWB measurements were done at an Anechoic Chamber using a RADAN UWB voltage source,
which can generate a transient impulse of about 180 kV. The susceptibility level for microcontroller has been assessed
by effect of various operation line lengths. The results of susceptibility analysis has showed that the effect of the reset
line length on the MT(Malfunction Threshold) is larger than the effect of the different line length(Data, Power, Clock).
With the knowledge of these parameters electronic system can be designed exactly suitable concerning the system
requirements. Based on the results, susceptibility of microcontroller can be applied to protection plan to elucidate the

effects of microwaves on electronic equipment.

Key Words : Susecptibility, UWB-HPEM, Microcontroller, MT
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- High-speed CMOS technology

- Fully Static Operation: 0 Hz to 24 MHz

- Flash Programmable and Erasable Read Only
Memory (PEROM)

- 128 x 8-Bit Internal RAM

- 32 Programmable I/O Lines
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Fig. 3 The definition of malfunction and destruction



=
B oAge wolaRdEgy Axdd ngd A7 4

Z 27} A, mlolaARAEZY Alado] 71X o 1A

éng_
R
o
)
O'rﬂ

E
< 6+ .
c — 0
— T
E s+
= Reset line
44 ® Power line
4 Clock line
3 v Data line
2 T T T T T
0 5 10 15 20 25

Line length in cm
a8 4 =Me| Zol#stol w2 ofIHH
Fig. 4 The threshold malfunction of parameter by various

operation line lengths

+59| X 2=s

AN & %ol Aol Adojwste] mE Al
e o AN ERTh ofF Mgl westaa, ol e
Holgde v¢ He JFgor Jehhsh 1en FYA
3 AU MT WstEs Ao wzahah, orwel Lol
Aol mE AAZE=MT)= A Fedos "ojx= 4
oz BAIUY. ou) 0AFo] WA ol f UG 1E
2 A7) dae o CMOSe] n¥ 3% pd Ad ERAA~
B Fol A 7] Asks AbolgEel s AP dEE &
o Ao AZATh B AZY AF W] 1IC 249
29 AYARE Foolfe AY 2we wWEoz 94
FHE FAY & o wekd gA" A" 2 HE 2
galiA exfEol LAsHA B Aoz Atz e H5]6]

A
MT (kV/m Shortest possible Longest possible
line length (Ix=0) line length
MTg Fo-omo-
{ =
(Unrealizable)
...... -
4 < > >
- Measurement range g ¢ (em)
{=0

(Unrealizable)

a7 5 DAl Zo|Hate wE MAZE MTO 7|2/E

Fig. 5 The Principal of BT for various operation line Iengths

o 1EY A

A7l 2ol o3 olo|ARZHEEE &Xte| i

Trans. KIEE. Vol. 59, No. 2, FEB, 2010

Aoldsle] me HAZE MTO 7]
& Aol(Ix=0cm)Q! MTE FAHF-F Al =gl

1 doluAl @71 wEel 3oz 5
71EY Zdol(x)7t FEadz Hodrd,
" ol #2 HAAEAARE A
= AR 28 = 7] o

o

it

)

il

o M
[e]

974 W M) vhol 22
€ A RS AYE MTE 4] AE o
of WEe YR WAl e Aa 2

|
Z+7; ol 7)) ‘F ‘”O]Eikl(lpﬂ

( Lpos o)
ﬁlr): MT crock |_ MTEanvlawllmvgm; 1)
( lp,)

MIU,)=MI, « ¢ °" or WMIU,)=InMI—ol,  (2)

Q' Data

— Q Clock (3)
A Power
Reset

b oo ae] Aol v stel|
bl

2 oatE 9Be Fr WPy axelth oy Ae F
Gogtel ARBAE UEE B8 (=r0)E 271 919
x50 e A THs]

E= i[(lan) (InMT, —ol,)? )

=1

dielHel 23 Ao dFe 27 faME o] eas
A3 Fojoksltt. = InMTy, a= ES HA338= Fhol ¥
ofef g}, eaE Hadtetr] A InMTy, a& 7871 9
3= InMTy, aoll HAwE3E gho] 0°] Hd A
0
():m;[(lnﬂmm (InMT; — ol (5)

0= 33 (A7)~ (1nde7; o, )

O i=1
ol F A& ds| ste] A4 A (normal equation)
de 4 9tk aa o 7‘3?{'%7@@[% o] &3t AP

at MTee] wi7id

e 24 371



A 59¥ 235 20104 2¥

=2

sk
st

2

KJ

n

n

n

50.6 %

Power

Varied Parameter

100 %
Reset

X x
s -
2 3 5
[Te]
N
0
<
[ee]
.Io m/” «
T T T T T
S 8 2 §&§ & -
Joyoe4 Ajjiqndaosng |ejuadlad
© ol
o
. <+
= T
Al EL
~ ~N
. >
=]
= ~ AT
B | =~ = )
= e = e
CEAT E i
Al El. B
N W = B
~ - = nz Il a-
E.: nz I | — " o
R - | 1 R
5 43| =
~ | — ol
. = Il
g s ¢
= - & B
= A i
Al - =
- g =] =
I o S -
- =l N
= & I -
8 < 3
B

S|
o4

X0
N

Table 1 The sensitivity vector of the parameters by various

Fig. 6 Percental sensitivity factor for microcontroller system
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