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A System Architecture Design for Web—Based Application
Systems using Role-Based Access Control
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Abstract

Among web-based systems being widely used now, there are so many systems which are still
using an user-level access control method. By  successfully applying role-based access
control(RBAC) to web-based application systems, we can expect to have an effective means with
reinforced security for Internet-based systems. In order to apply RBAC to web-based application
systems, we should come up with a system architecture for it. I proposed a system architecture
which is needed to apply RBAC to web-based application systems. The proposed system
architecture is largely composed of system composition and system functioning. For details, Afirstly,
a certificate used by RBAC is specified Secondly, a system architecture using a user-pull method

is proposed and overall system components are mentioned with a role server being centered. Then,
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I showed how the system architecture can work to carry out RBAC on web-based application

systems. Lastly, the analyses on the proposed system architecture are described for the purpose of

proving its feasibility.
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