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Inplementation o a function translator converting vulnerable functions for
preventing bufter overflow attacks

Kim, Ik Su- Cho, Yong Yun

{Abstract>

C language is frequently used to develop application and system programs. However,
programs using C language are vulnerable to buffer overflow attacks. To prevent buffer
overflow, programmers have to check boundaries of buffer areas when they develop
programs. But vulnerable programs frequently result from improper programming habits
and mistakes of programmers. Existing researches for preventing buffer overflow attacks
only inform programmers of warnings about vulnerabiliies and not remove
vulnerabilities in advance so that the programs still include vulnerabilities. In this paper,
we propose a function translator which prevents creating programs including buffer
overflow vulnerabilities. To prevent creating binary from source including vulnerabilities,
the proposed translator searches vulnerable functions which cause buffer overflows, and
converts them into secure functions. Accordingly, developing vulnerable programs by
programmers which lack in knowledge on security can be prevented.

Key Words : Buffer Overflow, Vulnerable Function, Secure Programming, Security
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}
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void dealFunction(Node node) {
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Result string ==>

aaaaa

(=

AiIJ“"?IOIM A gH(Segmentation Fault) (o =27}

[enterprise:/computer /prof/yychol# I

<12l 9> Sample. ¢ T}o| AsZn}

@339 IE M2 C Z2aYE A ofw, A
&7 "ﬁ’“ﬂ“ Z23Y9E 7|EAOE transStrnepy.c

s+ W37]7} Sample. ¢ &34
of ZE HAFE stepy( ) MEE HATE
strnepy( )2 A S Ad) Aolth <17 10> 4]

CRENE e 2R 111



Wy OHERS 37 WAS 3 A B wa) 7
[enterpr ise:/computer /prof /yychoJf GG Substitule.c KoY QP Z2ad9 39 A4 e 22 )
e RS AE & E50] HA X ok 7]Ed A
[enterprise:/computer/prof/yychol# cat transStrncpy.c
Fine i <SErino Y BE AY Z2OPES A 2o Wl
V°':h:t02‘:?:;2?' o a7] SsiMe B4 B4 =75 AN Ao &
strpepaty1, o, sizepi(st) - 1) A AFE VWO R APt AR AxIEE A6
printf("Result string ==> %sWn", str1); o} 3}7] wRo] 2o A7H o] a7 HT
e A o
for (S{?é[:llo D70 v ) | stackshield-‘)/] _?_oﬂ% ?:I"jl:g] ‘j/]f/j TEE Bé-—ll:—gl 37
o of A4 &, T4t i o vle] AE 49
| g dok 27| w3719 wlze) B A 49 A
Lenterprise:eomnuter fputlyychals | o] olsk oWy} wAsle] L aw A3 A7k
<TJ8 10> F|okek HE|E S5 Sample. ¢ mHe| Mgzt Z7}alt), mak o) v 2AR) Al Ed B
3 QHEES I 43T & ks A7 Ao
AQste HFgF M3 AP A vifHsE F Ad AT A2EHE Ad FFA WY SHEZS
ofetrrt 23 JEE Sample. ¢ 22T YE A FAS AdAT A ZEY FUHE A dBol A
staoH, 1 AREZ MZF transStrnepy. ¢ £23Y SHETL 58] FE A Z2 A 27 AE it #
o] A4HUL AMFEA BAE transStrnepy. ¢ © 27 A HAHE QAF AAE AAoL 317] wiEel| A
A 229U Sample. ¢ o EFH O] A, strepy()  ZEIYT VY-S 53 AdE Z2ao] AgE H¢
g F2o] stnepy( ) FEO2 WHE RS ¥ ox ZEAX AF HAAE AXA Ho] BLAd on
t}. dE7t S7keHA vk 28al Ad F=9 £AE 8F
<k 2T 7|EY AFET Adste W)Y va &) ] LFAA TR HH] 582 0] xatt
4 Adoltt. AA FAs B3 WY SHERS ¥4 & dHo] St
7Fs/3< BA sk ITS4, BOON, ARCHERS 22 = Aljtehe kg wEle Aty FoAFQl A
S NEA A A2FES A AR dEFH & I AE ) WE CHERSE AT F Sle
QA S dEglo]l A = Aok Aol Sl okAl A SR wigkely] mEe] AR EAE AR 9
gho]5L Ao YAlE ArFsy AP S obd W F JloH, FFYAA TR HAd AHEglo] AM
gt ~2FE g AU HEste 7)o TH & g dvke Aol Stk okzd 7|Ed AHE RE
A 7] wfEo] M3 SHER S-S AAS Qe A ZRIWEL FHR MBS B A ==
<E 2> 7|Z 979} mot HEb|o| Hlu
CEELEE T T i o b 293 594 fEE W3 o
ITS4, BOON, ARCHER (0] X (0] X
Stackguard, stackshield (0] O (0] X
7Ad el= A|~H (0] O X X
Arshe W] X X o] 0

112 62 H12



I

f
Of¢
ol
X

(o
fru
E
b o
sk
¥

[0 2 12 oX ¥
o
- R

o 2 v
o Moy

o il E
N
(o3

B o oo
QL
N

)
N
—_
ol
N
e
ofr
—-
B3

=2
vy
riu

to
=
st
fu
—o
fl
i
2,
=
N,
o
_?(_4’
N,
N
—

-z =
)
ol ofl r2
ol
o [ S 1

ok

o
=
fd
A
o2
12 d
lo,
rE
BN
a2
o Y FE
2 3
o,
8 & do
2,
2o
Ol
ol

ol
I
o
Mo
i)
N
i
o
ity
~
=

O

ox & of

olf oo ok

2 2 oy
rlo

TN
.
4

fo MN e

fr to 1o

(B
o
N
Y

A7}
SE|

=]o

i
=
ook ;
13
>
é fr
=
o
O
=
2
fu
—o
ot
NS
K=
A
A2
roh ok

AL AR WAy
g Wy

Ty

[ e mon
1o
%%
ox ¥ > H
gﬁj&r&
2 L ot
_&Aﬁ_u\l
Oﬁm{mmmlm
S N T )
= gy 2 ®
ok
Soo= 38
O_L,_Q,
ol ol -
> E e
&ﬂOJg
T
oA
[0 gy
>
e B
ot & o
2 e B

)

oo fo A ol ook A
Zo12 oot Ay 12
N
I
re
-
o
=)
=
m_?{J
£z
N
12
ook
>
I
dol
N,
fru
=

=

i
)
ox
oX,
i
X
=2
A
2
2
oft

m o
Kl
P |
oo
i o
M o
ox,
o
o 12
o
4 B =
w ot
lo
I A
s fu
i o
o2 okt
D (NS
2 5 o
=~
T o=
& 2

(&l

frl

d

o

lo,

oX,

ol u
QL
)

o

1]

2]

3]

[4]
[5]
[6]

7]

18]

El

[10]

J. Viega, J. Bloch, T. Kohno and G. McGraw,
“ITS4: A static vulnerability scanner for ¢ and c++
code,” In proceeding of the 16th Annual
Computer Security Applications Conference, 2000.
D. Wagner, J. S. Foster, E. A. Brewer, and A.
Aiken, “A First Step
Detection of Buffer Overrun Vulnerabilities,” In
Proceedings of the Network and Distributed

towards Automated

System Security Symposium, 2000.

Y. Xie, A. Chou, and D. Engler, “ARCHER: Using
Analysis to Detect
Memory Acess Errors,” In Proceedings of the 9th

Symbolic, Path-sensitive
European Software Engineering Conference, 2003.
Available at http://www.coverity.com/

Available at http://www.polyspace.com/

C. Cowan, C. Pu, D. Maier, H. Ginton, ]J. Walpole,
P. Bakke, S. Beattie, A. Grier, P. Wagle, and Q.
“StackGuard:

Detection and Prevention of Buffer-Overflow

Zhang, Automatic ~ Adaptive
Attacks,” In proceeding of the 7th conference on
USENIX Security, 1998.

R Seacord, “Secure Coding in C and C++”
Addison Wesley, 2005.

E. Gaugh and M. Bishop, “Testing C Programs
Buffer Overflow  Vulnerabilities,” In

proceedings of the Network and Distributed

for

System Security Symposium, 2003.

J. Pincus and B. Baker, “Beyond stack smashing;
Recent advances in exploiting buffer overruns,”
IEEE Security and Privacy, Vol. 2, No. 4, 2004,




K
it
—o
ol
Eh
o
)
it
Ho,
=
Y
12
ok
=¥
re
o
1
-4
el

B QH3

ARAS] =74, A0-CH, A6Z, 2003, pp.
675-682.

[11] Kurt Wall, William Von Hagen, “The GCC
Book,” APress, October 2003.

n A2 7] .

20094 99~&7)

FAUSE AR 205
20084 29 AN ARFE G (T}
20024 2¢€ AN ARG (FAA
20004 2¢ AL AFEGG (FA))

SRLE SRS FLA L ERL D)
49, A2 ATEG

i °—|] T E-mail : skycolor@ss.ssu.ac.kr

Kim, Ik Su

20099 ~&)

FHSAYG L JRFAFE
215
20068 AN AFESY (A
19989 AR AFEYF (FHA
19959 AR AN (FA})
BARop A28 ATEY] or=
&8 ATEG o], $HHE A A
Cho, Yong Yun E-mail : sslabyycho@hotmail.com
=EASY 120009 19 49
F A4 doo0d 24 109
ANEAY 20109 29 179

114 M6z H12



