OXEMEF YD =2 MoH H1¥-2010H 34

HUSTAAZY YT $HE UY IS
4 ¢

GIOJE{OIO's FEE

*
4

Reinfarcament Data Mining Method far Anamaly&Misuse Defection
Choi, Yun Jeong

from 0.62 to 0.84 about 35%.
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{Abstract>

Recently, large amount of information in IDS(Intrusion Detection System) can be un
manageable and also be mixed with false prediction error. In this paper, we propose a
data mining methodology for IDS, which contains uncertainty based on training process
and post-processing analysis additionally. Our system is trained to classify the existing
attack for misuse detection, to detect the new attack pattern for anomaly detection, and
to define border patter between attack and normal pattern. In experimental results show
that our approach improve the performance against existing attacks and new attacks,

- Intrusion Detection, Data Mining, Classification, Fault Tolerance System, SVM
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