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A Design on the Infarnmtion Security Auditing Framewark
o the Infarmmtion System Audit
Lee, J1 Yong * Kim, Dong Soo - Kim, Hee Wan

{Abstract>

This paper proposes security architecture, security audit framework, and audit check
item. These are based on the security requirement that has been researched in the
information system audit. The proposed information security architecture is built in a
way that it could defend a cyber attack. According to its life cycle, it considers a security
service and security control that is required by the information system. It is mapped in
a way that it can control the security technology and security environment. As a result,
an audit framework of the information system is presented based on the security
requirement and security architecture. The standard checkpoints of security audit are of
the highest level. It was applied to the system introduction for the next generation of D
stock and D life insurance company. Also, it was applied to the human resources
information system of K institution and was verified. Before applying to institutions,
system developers and administrators were educated about their awareness about security
so that they can follow guidelines of a developer security. As a result, the systemic
security problems were decreased by more than eighty percent.

Key Words : Security Architecture, Security Audit Framework, Information System Audit
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