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ON SOME PROPERTIES OF A SINGLE CYCLE
T-FUNCTION AND EXAMPLES

MIN SURP RHEE*

ABSTRACT. In this paper we study the structures and properties
of a single cycle T-finction, whose theory has been lately proposed
by Klimov and Shamir. Any cryptographic system based on T-
functions may be insecure. Some of the TSC-series stream ciphers
have been successfully attacked by some attacks. So it is important
to analyze every aspect of a single cycle T-function. We study
some properties on a single cycle T-function and we show some
examples are single cycle T-functions by these properties, whose
proof is easier than existing methods.

1. Introduction

Few years ago, Klimov and Shamir proposed the theory of T-functions
[2-5]. T-functions are in the primitive level. A function from (F»)™ to
(F»)™ is said to be a T-function(T means triangle function) if it does
not propagate information from left to right, that is, each bit i of the
outputs can depend only on bits 0,1,--- ,7 of the inputs. It is easy to
see that the boolean operations(XOR, AND, OR, NOT) and algebraic
operations(addition, multiplication, substraction, negation) modulo 2",
including left shift are all T-functions and their compositions are T-
functions, too[2].

Since the use of T-functions in cryptography is so recent, not much is
known about their cryptographic properties. Any cryptographic system
based on T-functions may be insecure. Some of the TSC-series stream
ciphers have been successfully attacked by some attacks[6]. So it is
important to analyze every aspect of a single cycle T-function.
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In this paper we study some properties on a single cycle T-function
and we show some examples are single cycle T-functions, whose proof is
easier than existing methods. The notations in this paper are standard.
They are taken from [3]. Especially, @32;:—01 a(z) denotes a(0) ® a(1) &

a2 —1).

2. Preliminaries

In this section, we introduce some definitions which will be used later.
Let F5 be a finite field with two elements 0 and 1. Usually, the addition
in F5 is denoted by & and the multiplication in F5 is denoted by -. For
any positive integer n a vector z = (zg,x1, - ,2p—1) of (F3)" is called
a word of length n and z; is called the jth bit of . In particular, zg
is called the least significant bit of z. Usually, the addition in (F3)" is
denoted by @. Every word z = (29, 1, -+ ,Zp—1) of (F2)" can be written
as an integer r = Z?:_(]l x;2¢, which is an element of the residue class
ring Zon modulo 2". Usually, the addition and the multiplication in Zon
are denoted by + and -, respectively. Conversely, every integer x of Zan
can be written as a binary digit expression z = [z],_1[z]n—2 - [x]1[x]o
(in other expression z = Y1 [x];27) and so every integer x of Zgn can
be written as x = ([z]o, [x]1, -, [*]n—1) in (F2)". In this point of view
we may consider the set (F3)" as the set Zon, and vice versa.

A function f : Zgon — Zgn is said to be a single cycle function if
the sequence induced by its iteration z, f(z), f2(x) = f(f(x)),--- has
a period of length 2", which is the maximal possible length. Every
single cycle function is a bijective function since a function which is not
surjective is not a single cycle T-function. A function from (F»)" into
F; is called a boolean function. For any function f : (F)" — (Fy)"
defined by f(xo,z1, -+, Zn-1) = (Y0,Y1," - ,Yn—1) €ach y; is a function
of x = (xg,21, -+ ,xn—1) and so y; is a boolean function for all i =
0,1,2,---,n—1. A function f: (Fy)" — (F»)™ can be interpreted as n
boolean functions.

A parameter is a function g(z1, -+ ,zp;Q1, -+, ay,) whose argu-
ments are split by a semicolon into inputs x1,x2, - ,x, and parame-
ters aq, 9, -, ay, which do not depend on their inputs. A function

[ (F2)" — (F2)" defined by f(xo, 21, ,¥n-1) = (Y0, Y1, "+, Yn—1 ) I8
said to be a T — function if yo = fo(xo) and each ith output y; of f(x)
is a parameter y; = fi(z;;x0,x1,- - ,x;—1) foralli =1,2,--- 'n—1.
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It is from [2] that a single cycle T-function f can be written either in
the form f(x) = x + ri(x) or in the form f(x) = x @ ra(x), where ri(x)
and ro(z) are parameter satisfying conditions as in [5].

Let f : (F)" — (Fy)" be a function, and define a function f? :
(F)" — (F2)" by fO%(z) = x and fi(z) = f(f*1(x)) for every positive
integer . Let @ = ([alo, (@], -, [2]n-1) and f(@) = ([f(@)]o, [f@)]1,- -
Lf(2)]n_1). When we use the notation fi(z) = ([f'(2)lo, [f/()]1.- - .
[fi(x)]n_1) for every positive integer i, we get

Fi@) = fOF7 @) = FUF @o, [ @) [ @)]n1)-
EXAMPLE 2.1. Let f(z) = x4 (2%V1) on Zgn, and let x = 31 [2];2%.

Then 2 = [z]o + ([z]? + [z]o[x]1)22 + - - and we have
[f (@)]o = [z]o + [zlo V1
[f(@)] = [zh
[f (@))2 = [a2 + 2]y + []o[z]y
[f(z)]; = [z]; + au, @y Is a function of [z]g,- -, [x]i—1

Hence f(z) is a T-function. For any given word f(x) we can find
[*]o, [z]1,- -, [x]n—1 in order. Therefore f(x) is an invertible T-function.

A polynomial f(z) over Zg» may be considered as a T-function. A
polynomial over Zsn is a permutation polynomial if it is invertible on
Zon. The following results are well known in [3].

PROPOSITION 2.2. Let f(z) = ap+ a1z + - - - + aqgz? be a polynomial
over Zon. Then f(x) is a permutation polynomial over Zon if and only
if aq is odd, as + a4 + - -+ is even and a3 + a5 + - - - Is even.

PROPOSITION 2.3. If f : Zon — Zgon Is a single cycle T-function, then
Zon = {f"(z)|i € Zan} for each x € Zyn. In particular, Zon = {f*(0)]i €
Zaon'}. Consequently, f is an invertible function on Zgn.

PROPOSITION 2.4. Let f : (Fy)" — (F3)" be a function on (F3)".
Then f is invertible T-function if and only if for all j < n the jth bit of
the output can be represented as

[f(x)]J = f([l’]], [:E]o, [x]lv T [x]jfl) = [l‘]] ® Oz([l‘]o, [:C]h Tty [x]jfl)'
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3. Some propositions and examples

In this section we prove some properties and give examples related
to them

PROPOSITION 3.1. A T-function f : (F»)" — (Fy)" is a single cycle
if and only if for all j < n the jth bit of the output can be represented
as

@) = [y © alleo,[alr, - [aly-1) and @D alz) =
=0

Proof. Suppose that a T-function f : (F»)" — (F2)" is a single cycle.
Since f is a bijective T-function, by Proposition 2.4 the jth bit of the
output can be represented as

[F@)]; = F(lz]j; [=]o, [l - -+ s [2]j-1) = [y @ al(alo, [2]1, - -, 2] 1)
for all j < n. Consider a sequence (x) as follows:

([#os -+ s [z]y), ([F@)]os - [F(@)]y), ([F2 (@), s [F2(@)]5), -
([f’_l(x)]ow' LN @), (A @)]os -5 [F@)]g), - - (*)
Since f(z) is a single cycle T-function this sequence (*) has a perio

of length 27+1. If j = 0, then [f(z)]o = [z]o © 1 and so ®x:0 a'(m) =
1. Consider the sequence {[f'(z)]s} : [alen L/ ()]s, [F2()]5, - @)k

(oW

--. Then we get
[f(@)]y = [2lk ® e([2]o, [2]1, - - s [2]k-1),
[F2(@)) = [f @)k @ a((f (@)o, [f (@)1, [f(@)]e-1)
= [z]r @ a(lz]o, [z]1, -- ,[w]k 1)
@ a([f(@)]o, [f (@)]1, -, [f(2)]k-1),
[f @)y = [zl @ D allf @), [F (@)1 [ (@)]e-1).
=0

Note that [f% (z)],,, = [2]ln®@i_s a([f*@)o, [FF @)1, [/*(@)]lm-1)
= [z],, for each positive integer m < j. Hence for each positive integer
m < j we get

27 -1 2701
P alz) = B allf* @lo, [ @), [FF@)]m-1) = 0.
=0 =0
Consider the (27 + 1)th term of sequence (x) ([f2 (z)]o, -+ , [f¥ (@)]j-1,

(72 (2)] ;). By the above argument and the fact that the sequence (x) has
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a period of length 271 we get ([f* (z)]o, -, [f* (2)];-1. [/ (2)]; ) =
([%]o, -+, [z]j—1, [f? (2)];) and [f% (x)]; = [2];®1. Since f is a single cy-
cle function we get {([f*(z)o, [f*(@)]1, -, [f*(@)]j-1) | k=0,1,2,- -,
2 — 1} = (B) and @25 a(z) = ®25" a(fF@)o, [FF @)1, -,
P (@)]1) = L.

Conversely, suppose that the jth bit of the output_ can be represented
as [f(x)]; = [z]; ® a([z]o, [2]1,-- -, [x];j—1) and 6935 o a(z) =1 for all
j < n. By first assumption f is a bijective T-function. We prove that f
is a single cycle T-function by induction. If j = 0, then [f(z)]o = [z]o®1
and f has a sequence which has a period of length 2 modulo 2. Assume
that it holds for j—1. Then f has a sequence which has a period of length
2/ modulo 2. That is, we get LA @)os LR @), - LR @)]j-1) |k =
0,1,2,--+,29 =1} =

Consider {([fk(fﬁ)]o, [fk( )]b [fk( )]j—l)’k =0,1,2,--, 2+ —
1}, Suppose ([F5(@)]o (5@, -+, @)1 @) = (@l
[f{(2)]1, -, [FA(2)]j-1, [f1(2)];) for some distinct k and [ in Zyj+1. Then
[f*(2)); = [f'(z)); for all i < j and [f*(z)]; = [f(2)];. By our assump-
tion k =l mod 27 and [f*(z)]; = [f!(z)];. Hence k = [+ 27 in Zy;+1 and
we get

271 -1
F@), =1 @) = @) @ D alf ()
=0
20 -1
= [f'@); e P alx) = [f'@);e1
x=0
# [f1(@)];
which is a contradiction. So{([fk( Nos [FE@)]1, -+, [ (2)]j-1, [f*(2)]))
|k =0,1,2,--- 27t — 1} = (F5)*! and f has a sequence which has a
period of length 2/t Thus f is a single cycle T-function. O

From Proposition 3.1 we get the following proposition.

PROPOSITION 3.2. Let f : Zon — Zaon be a polynomial. Then f is a
single cycle if and only if for all j < n the jth bit of the output can be
represented as [f(x)]; = [z]; @ [9(y)]; and Zi o g( ) = 29 mod 2T
where g(z) = f(z) — x is a parameter, x = 2/ [x]; + - - - + 2[z]1 + [z]o and
y=2""a]jo1+ -+ 2[]i + [z]o.

Proof. Let f : Zon — Zan be a polynomial defined by f(z) = >_1" a;z"
Then f is a T-function. Suppose that a T-function f : Zon — Zon is a
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single cycle. When we consider Zon as (F»)" a T-function f : (Fy)" —
(Fy)™ is a single cycle. Then by Proposition 3.1 for all j < n the jth bit
of the output can be represented as

29 -1

[f(@)]; = [2]; & allalo, [a]y, -, [2]j-1) and ) alz) = 1.
=0

Note [f(2)]; = [Xigain’];, = Dy laia’]; = [2]; & Dy laia’]; &

[z];. Since a([x]o, [z]1,- -, [z]j—1) is a paremeter, P, [aimi]j @ [x]; is
a parameter and a; + 1 is even. Let g(z) = f(x) — x. Then lg(2)]; =
a([z]o, [z]1,- -+, [2]j-1). Note [g(z)]; = [g([z]o+2[a]1+---+27 " a];-1)];

IS

= [9(y)]j, where y = 207 x];—1 + -+ + 2[z]1 + [z]o. Hence a(y)
a(fzlo, [#h,+ [2lj1) = la(w)y and 1= B aly) = [55, 9W)]
Since [@ijz_ol g(y)]j =0 for all i < 7, @5]:_01 g(y) = (0,0,---,0,1) and
S 2 Lgly) = 27 mod 271,

Conversely, suppose that for all ¢ < j the jth bit of the output can be
represented as [f(z)]; = [¢]; @ [9(y)]; and S0 g(x) = 2 mod 21,
where g(x) = f(x) — z is a parameter, z = 27[z]; + - -+ 2[z]; + [z]o and
y=2"1a];_1 + -+ 2[z]1 + [x]o. Since g(x) is a parameter, we get

l9W)]; = [0 [alj—1 + - +2[a]s + [2]o)]; = allz]o, [a]r, -+, [a]-0),

[f(@)]; = [z]; @ [9(v)]; = [2]; © al[zlo, [z, -+, [2]-1)-

271 271 271 271

Also, we have @2 a(z) = @2 (@)l = (@5 9(0)] = [225
g(:v)]j = 1 since Zi];()lg(y) = 2/ mod 29+, Therefore, f is a single
cycle. ]
By Proposition 3.2 we can characterize a single cycle polynomial of

degree not greater than 2 in next two examples. The proof is much
easier than the one as in [7].

EXAMPLE 3.3. Let f : Zon — Zon be a function defined by f(x) =
axr +b. Then f is a single cycle T-function if and only if for all j < n
the jth bit of the output can be represented as [f(x)]; = [z]; ® [9(y)];

and 292;;01 g(z) = 2/ mod 21, where g(x) = f(x) — x is a parameter
and y = 27 Malj_ + - + 2[z]1 + [z]o. Since g(0) = 1 mod 2, b =
1 mod 2. Hence note that Zi]:_olg(a;) = 2/ mod 27+ if and only if
Zf;()l(a -z +b= w + b2/ = 29 mod 27t if and only
if w = 0 mod 2/T! if and only if a = 1 mod 4. Therefore
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f(x) = ax+0b is a single cycle T-function if and only if a = 1 mod 4 and
b=1 mod 2.

EXAMPLE 3.4. Let f : Zon — Zgon be a function defined by f(x) =
ax?+br+c. Then f is a single cycle T-function if and only if for all j < n
the jth bit of the output can be represented as [f(x)]; = [z]; ® [9(y)];
and 292;:_01 g(z) = 29 mod 2911, where g(z) = f(x) — = is a parameter
andy = 277 [z];_1 + - +2[z]1 + [x]o. Since g(0) =1 mod 2, ¢ =1 mod
2. Also, b is odd since g(x) is a parameter. Note that 23:;01 g(z) =2
mod 2911 if and only ifZQj_l{ax2 +(b—1z+c} =2/ mod 27+, Hence

; O =0 ) )
a@ D@ | 0D V@) | 97 = 95 mod 2+, Since

we get
a2t —1)+3(b—1) =2a(2? +1) + 3(—a+b— 1), we get

(27 —1)(2){a(2 —1) +3(b—1)}

6
a2 1) ()27 +1)  (—a+b—1)(20 —1)2
- 3 + 2
_ (Ce4b=D@ -2

2

and so —a+b—1 =0 mod 4. Since b is odd, we get a = 0 mod 4,
b=1mod4 ora=2mod4, b= 3 mod 4. Therefore, f is a single cycle
T-function if and only if one of the following is satisfied:

(1) a=0mod4,b=1 mod 4 and ¢ =1 mod 2,

(11) a =2 mod 4, b =3 mod 4 and ¢ = 1 mod 2.

In this paper we have proved Proposition 3.1 using by different technic
and Proposition 3.2 by using Proposition 3.1. Also, we have characterize
a single cycle polynomial of degree d not greater than 2 by using Propo-
sition 3.2. This characterization process is from easy calculation, which
is much easier than the one as in [7]. Actually, we can characterize a
single cycle polynomial of degree by using Proposition 2.2 and Proposi-
tion 3.2. Our future study is to apply this proposition to characterize
some conditions so that a general T-function is a single cycle function.
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