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A Reliability Improvement Technique of DNS Services Based an Anyast
Kim, Bo Seung * Kim, Jeong Jai « Kim, Kyung Min « Park, Chan Kil - Shin, Yong Tae

{Abstract)

DNS(Domain Name System) is a huge distributed database that converts host name to IP
address. We are expecting the importance of DNS is more increased because many Internet
application services appear according to the continuous increase of Internet users and nearly
all the Internet application services use DNS. To prevent the interruption of DNS service,
DNS server is configured with primary DNS server and a secondary DNS server which takes
the place of primary DNS server in case of the service interruption. But this scheme is
difficult for providing DNS service constantly in case of DDoS attack, which brings about
much network load or network problems in DNS server group. Therefore, This paper
proposed the scheme to locally distribute load of DNS server, and the use of address system
to group the distributed DNS servers. Also, it proposed the authentication scheme of the
correspondent server in case the server is changed in DNS server group having grouping
address. In this paper, it is shown that the prosed scheme guarantees the improved service
reliability with maintaining the present service performance through the evaluation. Through
this, we can expect the high improved DNS service can be provided in the Internet

environment in the future.

Key Words : Domain Name System, DNS, Anycast , DNS Authentication, Recursive DNS

I. A& ddste IP F28 A8t Hdets WAUFo=A

T

a’] [¢]
DNS(Domain Name System)& w=w]Ql W43} 2o 27} o] Fofx]7] A 44l q&d5 2gati 9l
Adigk £4F dlojefu] o] ot

* eavgn AFEGIA 144, wAAAY 7 A A o Zpe %A
- (_7r:) RetaﬂTeCh —’F}ﬂ' ﬂ?—%}_ il H H)V4 gl ooﬂ 1 32bltv/] IP T . LE"]

o] AREAFA A AfH|

o (FTA A7 3 ARt 2 E 29 e IP FA47F EAg o3 I
e F28 A4 AHgald o] dete F2ER Y2

e AU S BRE S 05

CRZMATEYS =2A 95



Anycast 7]&S £ AFH 4

& Brbseit) ), [Pvd 740 vla) 4
ot 9] FAE 7HE 128bite] [Pv6 Jé[lpi%
NE GOz AN P F4
ydzte] A8 Mu|AE AlFshs DNSY 5
& FzEozinh =Hlgl vlgl e 29 F8
& M)~ AlgAks DNS Mu7t Aol 7184
SIE5 87] $lete] gubA 0 & 12k (primary) DN
¢} &7 22(secondary) DNS AHE AH] A A|gARe]
o] PG ol TS Bl AMgAle gukdo
2 Aple] PCefl A%k 13 DNS AW & E3f AH| =&
]%»5} Al §3, 12 DNS Muj7} SHalA &2 44, g
e 27} DNS MH 2 71 8ksto] DNS 28 A%
@—3&&1 BRI U AE o] 48 4= 9l "t} 314

op

gk 13}, 23} DNS AW S dutd oz £Ag W 74
s Hle 71 WAl oo del B4 7R 34
o] B Mul 2 ARZA(DDS)olY IEY A E2]4
o] Zoflof gk Holike] ekyo] =euAl o).
L l&%—&— Pv6 7oA DNS A& 14 uf 17,
ZX} Mi o] Fo]A §7o] HetAel BAHES
} A Ay ALEAE7E DNS A o) Al BrkE 2

1 Rel= *Wi A2H S §AY 5 Y=E 7] I3
Anycast 71%& A48 DNS A ol g3l 1 82
A Atk 793 Anyeast DNS i< 229 E
=0|7] 918 Anycast 2H-Hol| olaf 9= 41EE DNS
AW g ZetoldErL CAS B3 9% & 4 & Wi

o e} At

T =Ry e e 2 DAGAE 718 AR
%0] DNS AHl9 74 Ad 3 EAEE votsin

Anycast 712 DNS A ¥l 2851 < W) Yehe e
Aol dig) dohith MM e AGARS Anycast
F2E o &dto] DNS Mul2 748 A%} Anycast DNS
A dFske 71HE AAGT NN 24 H2E
2 o 7129 7 A 71
% VAdAE 28 3 &5 3AE AR

s 4t viA

I. #dd+
2.1 DNS

DNS(Domain Name System)= U E$ 2 A Zo] o]
she UESA F29 Algo] oldfata 7|9et7] 4%

Y& AT Wkl A4S & U=E AEEdt =

7)ol &5e] TAER] 03755401 A FAdME E
93 #4258 A3 AHgske A Aot A
2b 2RI A B ofdjsly] da 7]
& T2E Vg ARgol ‘:‘”54913, 228 dA

© o

=43l §

o 9gy W AAQ DNS7F 54 TH2).
WENZ Fae A AA A 5AIT &or &
g A& ARt el e 428 § e
T AFdh VEYI F4E AHESHs 54 HiA|
7b B8 7l w}a} DNS7} @Aje] o]2eA+=

2.1.1 DNS A#e] +4

(1) Recursive DNS : 22to]AES] a4 ¢l thaf o d
ol Cached AA= Sle eFAY, A9
DNS=¢] AZFAQ 45 F3 2#E AT F= 4
g5 3l DNS AH 2 ‘recursive mode’ 7} 4 3}5 o]
91 DNS AHo]t}, duta oz Zefo]AdEd] DNS A
B Z2ER AAEo] 12408 Ao E W 5= DNS
MME it B =gdA Ackele 7IHES
Recursive DNS AH & tl/do.2 3}¢ih

(2) Authoritative DNS
Domain, Second-Level Domain & AZHoz FAH
DNS AAA 1 39 dgef digt 9] JHe| Aeks
7k:1 DNS AH & Szttt dukd o2 DNS 495 &34
A b= tiAdol &ot WES A gt Aske 7Hx
DNS AH S Tt

=
25

Root}E|  Top-Level

96 M6 H42



Anycast 7]6S £3 A7 84

7189 DNS MH] 2o #Hak AT

2.2 7]¥2] DNS 274

2.2.1 Object Impermanence

719] vl DNS AMuel] tiA] DNS A
=E< 'Object Impermanence’ "2lo]e} F-2T}3]. ©]
A ted 2E 540 dnh SgeldEe A%d
DNS AH 2] ~E2FE Primary2 A% ¥ DNS AH =2
84L By dA 9 A Zh(timeout : 0-5%)FS §HE
7Itkd Tt Tk o E AlZE Well ‘no response’ WA A]
Heth ZefoldEE MM BAEY] i AEE
Jo] Agdth a2l A H ARk oAl 7okt
Helo] A 2 2EQf AHE o ALga] weld,
Internal table('hosts’ file) #HaLatA 1} o

g F= 7

i

uy o ko
rlo o
olo

)
i ﬁ
o
i
r
Ev)

2.2.2 Object Impermanence A1 ¥4

71| Object Impermanence 419 #A1H - A
A2 AEFo]7 Secondary DNS AW FEE <]
DNS A¥7} Primary DNS AJH 9} 2-& W E¢| 3] A
A= 3 Zeto|AEA A= Holth A% Al DNSL
A E Primary2 A74313, DNSI A87} AH A2 A
T T gl A '111?1'5}7] fs) DNS2 AHE
Secondary AH1 2 AA5H31& W, DNSL A ¥ 7} AH] 2~
£ oAl %% 75 DNS2 AHE Fo] A7t 7hsat
t}. A% DDos 24 &9 HIESA Edg s 34
7l F40lv, HEYA AA o g ¥4 123 DNS
A 7F A g U ES A9 &2l o]ito] TAg 4
ol= DNS2 A¥ oAl 1 985 94T + it

2.3 Anycast d5H2
2.3.1 Anycast
Multicast, 212312 ©Y AR @Y 44

Unicast?} thH|ste] A= 9ith  Anycaste
Multicasts} o] @-t)-t} Ag2 A dgcth. 22y 25

Al

el R SR A HifjolA = Zlo] okt 7HE 7}
ThE AW e AREAAl Al @ e Had
g ek Adsinz Andoze 4-u-d Asd
Holgta® & 4 SITh4, 5.

39| Anycast FaE tere] SAE dgEn, T
/\L L‘:ﬂ 'Y Anycast F4E FARAZ oo A&

S =9, ZeEE B4R HolEdA 2
Anycast -Zrig 7= TAE F 714 2H3 TAER
st Aotk od 2¢E Age dREH de &

S2EZRE MU 2 AF TS S0 EN AHx
o F4 S, Anycast AH| 2 T4

of Al Au]2o] A&4 ZHE 7d
A Unicast 49 T+25 ZEHE AF&-3}H, Unicast
& Fro 2R gguojzith webA Anycast T4
Unicast $4:9} 7#A 02 757 G&

=
T
=
T
[
e

2.3.2 Anycast 749 A& ¥

Anycast T4 UDP9 22 Connectionless &84
H| 2ol A g}sitt. Tegh 4o /8H 2ol 291 37,
SH 1 H7les FAE S8AH27F Anycast 4]
oa 92 IAE7} A E AHAlE o FAI
of MHl~E W& £ Ytk &9 AHlZdlE DN,
Syslog, SNTP 5| Itk

CRENEEE 2R 07



Anycast 7]6S £3 A7 84

7189 DNS MH] 2o #Hak AT

II. Anycast 7]8+¢] DNS AJH| 2 AlE]A
B 714

B =ES Y AR Z4Ad 84 5 sl
DNS & AbgAte} 2 HA 072 BN B & Recursive

Ao

DNS AHe] Mulx 7HA S =o]7] 93] Anycast IP

2E Recursive DNS AlHdl] 2 %’6‘}04 TAske W
B

3.1 Anycast IP =45 &89k Recursive DNS

T4

DNS MH| 25 Al 38E Zelo] 9 EE DNS AH| 29
oju) g FA7} BANE W), Ax27} 7 FAd g 2l
At A3 A3l ol Aleksl= DNSY A
Hl 2 224 g4 712 13} DNS Aw7F $1x]8ka gl
T HESAA A7} B89 S 45, Anycast IP T
258 443 DNS AHE o &3t Ago R A A
245 7ML e de lE%ﬂA DNS AM =S 2x}

3.1.1 Recursive DNS A® ] Anycast [P <%

& =24 AgkstaAtshs g DNS Aol 7
3 1814 Recursive DNS AM¥ 7} Anycast DNS AH
EAHE F RS gk o2 918, i DNS A{H 9
HES A A go| 2o = 7189 [P F45 A A
2 Anycast IP F&E F71 @3t Anycast IP T4
7} @3 Recursive DNS A H&E A= T 719 IP F4

g 7Rt} o] % Global Unicast 4% 13KPrimary)
DNS Auj9] 9ehs 7[x & IP F4E 7] DNS A<

AMB|AE FAgH=l AHESHH, Global Anycast F4e
22KSecondary) DNS MM 29| o] &2 $Igt [P F4E
Anycast DNS MH 249 ME|AZ 98] A&, o]
o, SFE = Anycast TAE o FAa U YollA]
MElstAl ¥=ul, Anycast AH|2E 93l o oFE T4
HAE ARl Adde P i #e
ICANNS &l e F4 ‘HH«] o efo
oz god
¢ Zzay 9 A
z

ME}. ahtel ¢

mim m&:l
, fo
QL

Auf

o

EM] ]""ﬂ T 7H94 P F25
ot & IP FaAA weh g2 P4 $
M= IP Ahasmg( multi-homing) 71[6]= €3l 7
s 9% £ 9l IPve SAHE TP
Version 6 Addressing Architecture’[7]& %3l o IP

Fao S H833 9

N o}‘u wf pld <L

3.1.2 Anycast DNS AMHE o] &3 DNS A 4
12} DNS A= A el 7129] Global Unicast T4~ A
A& AL 22 DNS Au] Aol ookd 9]
Anycast IP 48 B &3 Recursive DNS A HE
< A 43 DNS MH 742 7122] DNS 374<1 "Object
Impermanence’ #21¢] D02 AAHYH HELZ

adg.

=22

DNS 1
Intorfaced : 230.253.31.1

UserZ canfigured
Primary DNS _: 203.253.31.1
Secondary DNS : 210.250.1.1

fing Table of Router(R4)

tination Noman Dm.'.\nr;ei
-2 |

Anycast DNS 1

Intorface0 : 202.30.143.1
Anycast DNS 2 interfaca0 ; 210.250.1.1
Interfacel : 210.117.65.1
€ intorfacol : 210.250.1.1

<% 1> Anycast DNS AW E o]-&a DNS AW 4

98 M6 M4



Anycast 7]6S £3 A7 84

7189 DNS MH] 2o #Hak AT

<18 1>7} 2o| User2¢] 12 DNS AJH & A4 ¥|o]
= DNS1 AH ol A4 Q] 2417k 24 st7u, DNS
MH7E &3 R19] WIES ol A 7F TR S User2
T 22 DNS AH = A% 5ol 3= Anycast IP F22
DNS #j71-& A3tk o] DNS 372 Anycast 2H-8
of ofs R4 2HEY BpH ZERESY TP 23T
Anycast DNSI1 A1 (210.250.1.1) 2 AH]27F AT
A|FslE DNS AW 4 ollA] Anycast DNS AW E 1
2k DNSE A& gtid 231 DNS A ¥ AR 34 glole

o]%g— M.L_ ZﬂxﬂﬂOi DNS HH} gxé% ]'iﬂ
& 4 sih sARE Seto|dES DNS AW AH e

Anycast DNS AH{9] 42 &35 S Zeo|dE
U DNS MH| 25 A2 ome) dagle] Sefold
T8 AR 718 71kE DNS M) At
AH&-8HA| Btk o= DNS AH 2~ 2132} YA E 9
EA] Fe FEO|AET} A2 AFAk DNS A~
g 2 & ojul el 87} Al glo| ARG He AT
E 7MLtk BE MH|A ATARYE ol ¥
& A5 Au|2E Wolol st FEolAEE &7t A
2k glo] 2 b2 EE}OME%E o8] DNS 4w}
AH 2 AT EYD ALE Uro] AR 9
th ol A ‘E%—S— AHEAFE Hfsta gold A
2R A & VEYA AU 2E AFshe AHl A A
FAk] DNS A2 U8 wldahA At maa]
& =2 Anycast DNS AW E Seto|AE9] 24} DNS
AW E At 99 BAIE dldsith

=

3.2 AH|~ A3k 349 Anycast DNS AH|
15 719

A 2 78 el 4] A8l Anycast DNS A ¥ = 2}
REZY g8 A R2E B3 Y94oR
9 *1‘51°]E1r 12%7] wf#oll Anycast DNS AHZ <
Ex AEs o Ar7t 47322l DNS A

=
= Zﬂ%é}‘i AEIA, B A & 7 A

Skl e AAEd MHAAE 7FEE F ok olE W
A7) el & =EAME Anycast T4 2H-E o8

AeE DNS Ao tf & 1% 7]a4 < Ackdtt w3, A

© Anycast DNS AH Q15 719 A4 95t
Anycast DNS AHe] Mu|~E5 27 € FTo|AEM
Internal table('hosts’ file) ]l RELIABLE_SERVER_LIST
2 #7813, Anycast DNS Aeishe] 3z A0 &44
DNS 7l A2 A A

E/\E

3.2.1 A|etsl= Anycast DNS AH] ¢

1% 72

2 =AM Algtsle Anycast DNS <15 719l A
AAQ F2E <ay 2>9 2

VERIFIED_SERVER_LIST

& VERIFIED_SERVER_LIST 9
2EF DNS MUt
S50l ol &el
CA @

780 YR

5 SEE 2t Anycast DNSZ|
HET CAN SE5IH
UET =0 0

1. CAE =8
Anycast DNS At

HEEE

2. DNS_query (opcode=3)
+ PublicKay

\j

Client @ =
8. olEE

Anycast DNS
HHl 32 sS= 4, BEE 2 Anycast DNS=|

Bl SR QU= 2l

RELIABLE_SERVER_LIST

<Z1% 2> Anycast DNS Ay <% #2

3. DNS_responsa (opcode=3)
+ E{uni_ip, mac)

Anycast DNS
Server

Anycast DNS MH 2 AHE-E AW E AH| A5 G4 3ls}
7] A CAd M9 HRE 5ot 55 FE= CA
of o3 #ejech. Feo]AET} Anycast DNS AW E A
92 Aoy, AHEEE S0S vkt o] FAd Zg

o]AEE Anycast DNS AHe] JBE A W 45T

CREMATEYS =2A 99



$2 59 4097 33

718 DNS AH|2of 48 A

olg ﬂﬁ:EE

W2 Anycast DNS A<jof tjsfA]
7k DNS 22]9} Anycast DNS 29 S
7 AE R A8 71E
°] 9} OPCODE ZEE '3 oz
&

@

QR OPCODE=3 AA TC RD|RA z RCODE
Queries
Answers

Authoritative nameservers

Additional Records

Certification Message

<19 3> 3E DNS 979 +x

9] gk @A Reserved®|o] glom 4yt DNS 4ot
Anycast DNS 49& F#3ste 54028 ARt 1
22 Zeo]AES Anycast DNS A H Aol 9] 2z Ao/
&% Al Anycast 7] o3 A€ DNS A ¥ E 5ot
7] $l&l 7129 DNS #7112 miA 2t QAo Certification
Message ZEE <19 3>3} o] &7ste] A&t

4% Certification Message FE+= Feo|UEC|A
DNS AMH= Ao A Zejo]dEY F/7|7F A4EH,
Anycast DNS AHol A Seto]dER S5 A Szto]dd
E9 /712 45skE Anycast DNS A¥9] Unicast
IP 29 MACS ¥3ath o] A% 4 & <ad &4

< 1> % 49

Eas A9l
received £ WAAZ} ASE &
search DNS MH 2AEE 74
generate 712 2 A

set s d=g 4%

encrypt M5 ol &ste] HolHE Fast
associate DNS H7& %3t

send DNS 371 A%
decrypt FN71E ol gale] HolE| 2 £33}

procedure Hesponse_Host_Address (HostAddress, ServerMAC,
DomainMame, opcode, CertMessage)

input DNS_guery

output DN S_response

if received DNS_guery from User Host
begin
search Serverlnfo from Name_Server where DomainName
generate DNS_header
set DNS_header = Serverlnfo
if { opoode = 3 &8 CertMessage )
encrypt ECertMessage ( ServerMAC +
ServerlUnicastAddr J
set opcede = 3 in DNS_header
associate DNS_response ( DNS_header, ECerthessage
{ ServerMAC + ServerUnicastAddress ))
send DMS response to UserAddress
else
set opecode = 0 in DNS_header
associate DNS_response ( DNS_header )
send DN S _response to UserAddress
end

<% 4> Anycast DNS MW7} T2E9] Aolo &1

, Zeo|AdEE Certification

Wk A HE Anycast DNS AH <]

3.2.3 Anycast DNS AH Q152 13l AR BlloJefullo]

Anycast DNS AHE 3] =r¢l v e 25 A
3t A} dhe AMAE @l Anycast DNS AH <] 4
S CAY dlo|E|H|o] 2(VERIFIED_SERVER_LIST)¢|
. CAE 5<% 2432 Anycast DNS A HE
#ata, SetoldERITE &Y DNS AH)
A ks o, Al AL A E S Sle

(
v

o

o 1o o
o oX, S
o b

mo
T

97 Hg

100 M6 M4



Anycast 71&& 58 A4 &4 7]ge DNS Auj2o] #& o+

AHQIAE EQete gwdth o] A CAY  Fth CAS F3AE Anycast DNS AH 9| 214 <& &
VERIFIED_SERVER_LIST7} ARSI I Fx2e <ad e ¢ g, 89 il wela Seto|dEd A3 d

59} 2t} Anycast IP FAZ ThA] DNS AH 9] A& Azai.
D | MAG [ UnicsstP | AnycstP | AuhoriyiD | Date | Resewed
Name
Server —— | Resolver
VERIFIED_SERVER_LIST List
<719 5> CAY VERIFIED_SERVER_LIST I

D ‘ MAG | UniioastiP | Ayeastie ‘ Time

<X 2> fo|gHlo]~ A= Ao RELIABLE_SERYER_LIST

i Zﬁ,q

D dlojEl o] 29 Qg2 <% 6> Client® RELIABLE_SERVER_LIST

MAC Anycast DNS A|H] ?_]EM] 0]2:¢] MAC
UnicastIP Anycast DNS A 9] Unicast [P F4
AnycastIP Anycast DNS AH 9] Anycast [P 4
AuthorityD | 3949 AH = AzA9e awsl e 2= | IV, A B7F A3

Date Anycast DNS A¥{7} CAdl 558 A7t
Reserved F7F AR 25 98] o okd 37 B =RoM Aotels AT 912 7|9 7k

ox
o alo

K
o
o

2 > > b oo

o] mel Ad8E Bl A& 4l
Au) 2~ A% 3 Felo]dEE Anycast DNS A#gte]  7]&<] DNS Mu|~ 4 8743 4]
A WA AgE B3 AwY AdF FHE FPdh. DNS A7 we] Ha 283 F
Anycast DNS AMH25E g5e 35 vWAA] dj7ld]  {AE & U=A Ethereal s 53 S350,
23 A RS B, AT AW STlUETL  Anycast BHrEORE AAEE 9199 Al tf3
9A3}2 9= RELIABLE SERVER LISTe| 4] 3}=x & 9lex THES Ed) Hrpaith
75 gQlgth

o %
ox, ol
=

)
ofN ox [
wt oy rlo

-
ut
g
&
=

re

RELIABLE SERVER LIST= 77te] Zefo|dEZF § 4.1 Ad Ay @ A
Agte AHE & de AHEY] E]i_i g 63} 7+
< d4= 7, ﬂ’\E"ﬂ ER=W ¥ 4.1.1 Anycast DNS AH A& 7
0]

Anycast DNS AH& 288 & 913 l
AEZ} ZHA dloleH| 1é—§— Tl gE gl At AREAE PCel AR F o] 9= DNS M o] A5 %]
W, Zo|dEE AFHE CAZ A2 Anycast DNS A & W, Sto|AENA AR 33 Folir] 9&) 100
o JHE B AdFE oA dF 24 v cA 39 FE F3 2 HH S <& 3>o2 Yeh)ith o
$HE 53l Anycast DNS AH7} 438 = 9)&S & 53] Felo|dEx v Aovit} 4 H DNS MH &
gQlet, Zeto|JEE RELIABLE SERVER_ LISTel &1 & WollA] AW E MAdTE 2 AT 4 Sl
¥ Anycast DNS AHe] AHE 7] g5t A& A% uh2br] 44 g Anycast DNS A¥7}F 43 Anycast 1

lo

HRZMATEYS =2R 101



Anycast 7|&% o AlFA

& 719 DNS AH| 2] 3k ol

9 7Y F7h6 o ¥ AF, 2F Wl Al 6
tie] thE Anycast DNS AulEel o= AoE AF
ot olF 159 EE Anycast DNS AH7}F AHEE 4
sle dgolgd s doje Asde gelstA Ak

<E 4> DNS 49 45 F 49| Fejel s}

<X 3> WindowsXP #7414 A149] Al Timeout #
n Timeout(msec) Domain Destination
1 1000 www.ssuLac.ke Primary
2 1000 www.ssuLac.ke Secondary
3 2000 www.ssuLac.ke Primary
4 0.1 www.ssuLac.kr Primary
5 3999 www.ssu.ac.kr Secondary
6 0.1 www.ssu.ac.kr Primary
7 7009 www.ssu.ac.kr Secondary

<% 3>E == Jed <ad >3 23, <#
$>5 58 < 3>9] 7R Aol A2l Timeout A]7te]
Aol 725 v A Adgste o aHEe A E
gelgt 4 9l

8000

7009 5333 01
7000

6000

5000

4000

A2+ (m sec)

Sl R (R st B R I

2000 2000 2000
2000 frorees el

1000 1000 1000 1000}
1000 Fgr-m - it
HH a1 a1 l
0
123456 78 9101112131415161718
LS

<% 7> WindowsXP 27l 4] DNS A124¢] Al Timeout#k &l

1000 1000

“ ol a1

182021

a1 a1

Object Impermanence g7 04 Feto]AEL] %
A= DNS A7t Aafd 7 A7} deje
<& 4% 22 FY= apre] AdFS AT
E oA He et o], F 77k deje] el
o2 IPv4/IPve =H|old|Y oz AoE ulro]
7 AE AE & WA Alwd shiel 2o e

k Domain Format
1 www.ssu.ac.kr A
2 www.ssu.ac.kr AAAA
3 auto.search.msn.com A
4 auto.search.msn.com AAAA
5 www.www.ssu.ac.kr.co.kr A
6 www.www.ssu.ac.kr.co.kr AAAA
7 www.www.ssu.ac.kr.com A
8 www.www.ssuLac.kr.com AAAA
9 www.www.ssu.ac.kr.org A
10 www.www.ssu.ac.kr.org AAAA
1 www.www.ssu.ac.kr.net A
12 www.www.ssu.ac.kr.net AAAA
13 auto.search.msn.com A
14 auto.search.msn.com AAAA

E ] <F 359 34 & AX R Feo|dEd A4d
DNS A ¥ ] Au]27k A =S W, A= Ao 7+
14 * Timeout®] A9]d| gk & t7|AI7HE 7HAA
ot aglx ol ti7|AREE <ad 82 B4 ElE
Aol oF 200%9] §H t7IAREE AHEALl A B Et,

lo

ol
> i

1

20 i *
3 [
8 1 )
i § ¥
=z 5 +
gl[ﬂ 3 4 '
by hih '

ik

B T m oB 2

5
e v A%

ol AR S5

<12} 8> Object Impermanence 37 7] A3t

Ao} 2 S dA Secondary DNS A1H & Anycast
DNS AH & Agato] Algzte] Su g7A ke 29
T T} Anycast 159 F4= AHH Secondary DNS

AW Primary DNS A#e] AMu|xrzp A=W
Secondary DNS AH= A4 ¥ Anycast +45 T

102 M6 M4



Anycast 7]6S £3 A7 84

7189 DNS MH] 2o #Hak AT

< AW F 2w AYA 7P 7R AHE AdEEt]
M| 28 Ao, o] Ale7} AfjethH 22 Anycast
a5Y F4F 7H& & Anycast DNS AW E 2o}
Ao E AlEsH "k

[=~=Object Impermanence —=—x=1 —a— %2 & x=3 —+— x=4]

@
b1

A2k (sec)
& 8 &
i
IS

=

@
|
S
f
4

12 3 4 5 6 7 8 9 10 11 12 13 14 15
Anycast DNS Alt] 35 ule] Adl =

<% 9> Anycast DNS AH 285 53l d5¥e §9 d7|A

<ad 9 aYZE F3, Seo|dEd A"
DNS AHel Aujxrt FAe9e o, Object

Impermanence $H7 ¥t} Anycast DNS A1¥ 28 &
29 ddHe SH d7Ate] A AS € F 3
k. x3-& AH] 2 7h5e Secondary Anycast DNSE T
W H& & Folth. Secondary® A% H Anycast T4

S 7R AW 5 AddE 3 WA A e A 7kset
x=1, A AR AdgE A A Mejxg & 5
FEfet AR M2 skl AEE o] gsh
e 227k x=2¢] e 2ol

Object Impermanence ﬂ-7§ oA A% DNS AHE
o] MH|AZ & & OJE o % 083]9 A= 33t
T olld Mu=E NS Qs = i,
Anycast DNSE 243 7)4\% A2 FR1 T Anycast
DNS M & thie A7 2ol S sfo] Ao S
7h zoll GA sk, V1€ S8Ad ARE afe
DNS AMHE didez = Zrb ofd, B4
Anycast F2E AHSHE TSl DNS MMz A&
A &g wel AH] 2~ 291 DNS AMHE 22 G55
4 & gt

o= g
rEL

l‘lF Fll"

il

i

ii)

4.1.2 Aekete 95 719

i
o

=

A5 7Y el 288 AR FA
o 2Bmsecd] AF F7HE SH 33T Ethereals ol
6003] 573 Anycast DNS Zﬂ,% s7o] Ao A7k 17
zo Q1% 71 AL e i ARt Hste] =
2 Jehjo] BY <13 107 22 JeHoz Jehje
As &+ Utk

AN 02 DNS AH| 2o #A7} §le AgeA] H]
w3l E w, Unicast DNS MWE A-sh= Object
Impermanence 33 B.0h+= Anycast DNS AH & Al-8-3}
= WAo] Bt 2msecd] F& WHEEEE HAFIA R
Aoz ng de) AZke BojF9l3, Unicast DNS
MW 5427} 5 Aol Ed| upgt Aek AAE Ho
Tk aela 9% 7ol H8% a#Z+ Unicast
DNS A#B|9] SHA| 7k B 27msec’} Z71aF3it.

o
[\

2k

—

011

-~ Unicast DNS

Anycast DHS

0045

- W M’M

0030

g nozs

&

S ooz

=
aors fv
won J Y
0005 fL

0000

1 101 121
DNs B9 =

<Z¥ 10> DNS ¥ F4 %34

4.1.3 /\154 ﬁyjr EM

A8 AFe 7]E9] Object Impermanence 37l A]
9% 32 o= 98| Primary, Secondary DNS AH7} A}
£8 7+ gl A%l H%s W, DNS 29 2843k
Har2 F7MI7IUA DNs AH[ 29 7H3A3 AddE
DNS AMulel Ads AT ¢ e7te 545t 24

e <39 11>2 Yehlglth

CRENET =24 103



Anycast 7]6S £3 A7 84

7% DNS Aul2d] # AT

36

2| AlZF(msec)
e
&

Object Impermanence Anycast DNS UEINYHE

RN

<Id 11> A P g Aoy Ha 28 AR

[} =
o
[}
X

AZ714o] A45E 871 DNS AH| A9 fAof &
A7} 9 Aol A Unicast DNS A7} 2002 o] 4] &
‘% 71N Al Boke ol B3] B ), A9k
= 70| 27msece] A7tah7] of#E A7k S7FE DNS
*1‘&]"2 A SFHA Anycast g}oElo 2 ooz Melg
DNS A#e] AlgldE a4 e A& onditt

]
A

V. 48

DNS(Domain Name System)= QIE
S a0 djgehs IP F42 Adlehs

2 A4 g JdH $& ZEaRAS 5
7} o] Fo)27] g3 wtEAl Badh ZAb ]EM]OV\E
A 2 Fe40 AX L ek a2 @A DNS AH 9]

Al FEE WA fd 71EQd Object
Impermanence 7|&< UEAE HHO0=2 e 324
| DDoS 52 S22 WY DNS ME7HA] AH] 25
AZE F sl FgoMe Adsh ded + gl
Oﬁi TAE ddet] A & =&ellde Anycast
2AAE ol-&sted DNS AHE AqAor &iketa
:’-ﬁi}o}‘ﬂ Aol ZAZF AP A 25 W o
EAHE A& F Jes o5tk 22 25 WelA
ez MeE= DNS Aw7t A8 e 4 xS =elst
7] 913 CASt RSA Zue|E= ol &3 AFs g 7]

M Adketdnt 2ex AjkE 7] AeEAe 9
d FHES ]8T H2ES AR BAE o] &3l 7]
29| WHdx DNs AH| 29| d55 HUF Ak
A AEE S P4 AAEE ST

& =EA AlkekE DNS AH 743 A 71 E
ulElo 2 A Al DNS MH|A9 Aes FA8HHA

DNS

2]

3]

[4]

[5]

[6]

7]

al

AH 28] 919 414 S QAT DNS Akl
HE Sl e B 2 e

M
2

AGdd - v - A S - HE, “Inter-MAGe] 1
21¥ PMIPve $H3olA gzt JuE o] &5 A=
A3} 7 A A7 UALRAAPHEE =7
A, A6, A3z, 2010, pp.58-68.

Praveen Yalagandula, “A survey of DNS/

October 4, 2000.

Kevin Miller, “Three Practical Ways to Improve

Your Network,” in proc. Large Installation

Systems Administration Conference San Diego,

CA, USA October 26, 2003, pp.101-111.

E. Zegura, M. Ammar, Z Fei and S

Bhattacharjee, “Application-Layer Anycasting: A

Server Selection Architecture and Use in a

Replicated Web Service,” ACM/IEEE Transactions

on Networking, Vol.8, No.4, 2000, pp.455-466.

C. Partridge, T. Mendez, and W. Milliken, “Host

Anycasting Service,” RFC1546, November, 1993.

Niall Mansfield, “IP aliasing (“multi-homing”) on

Linux,” addison Wesley Professional 2003.

R Hinden, and S. Deering, “IP Version6

104 M6 M4



Anycast 71&& 58 A4 &4 7]ge DNS Auj2o] #& o+

Addressing  Architecture,” RFC4291, February,
2006.

20103~ 4
At TjshL AR B} 14
20009 A et ofsy

20069 sAUE AFEGT FgukAL
19959 Aesblgnda AFE ey

A 2pa 7l . 2R}
19919 Asdsledda e e
R kil 294
20054~ A Park, Chan Kil 20043~ A
FAYEL FHFEYT A AhoAEEGA R oA
20044 AW AFEFS TN
20028 Gt AHFETA} S WEoE - vENAR fFHIFE2, DRY,

E-mail : ckpark@mail keu.ac

ok o HEF2AE PTV, AMYESYS,
IPv6, DNS, SYEYA
E-mail : kdwon2002@ssu.ac.kr

PAR I 19949 Univ. of lowa AAF8H3} Fekukat
19904 Univ. of lowa @AF8}s} F8tiiA}

fim. Bo Seung g5 B g3t 3

20104 (%) RetailTech 4 974 WAR0E  HEAAE, RFD/USY, PV,
200511 AT e St} oA DRM
1999? gg:ﬂ%g Efﬁwi Jg‘g‘}ﬁi} A4 E-mail  shin@ssu.ackr
1- o o o T ) ) M LA oY .
19959 gEusta AFETY T Shin, Yong Tae
FAROE - HEvTe] Bt FEur]o]
dlo]Ej#o] 2, DRM, RFID, EEASY 20109 1€ 279
HEr|rjof §A ¢4 9010 129 59
E-mail : argniss@ssu.ac.kr AASAY @ 20109 129 99

'RE

Kim, Jeong Jai

(G943 974
0079 A0 AR}
nud B AFET )

FAEOF - IPTV, DRM, CAS, DNS,
deAAE

E-mail : kmkim@digicaps.com

Kim, Kyung Min

OREMATEYS =2R 105



