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The Study of Hierarchical Intrusion Delection Based an Rules for MANET

Jung, Hye Won

Key Words

{Abstract)

MANET composed mobile nodes without central concentration control like base station
communicate through multi-hop route among nodes. Accordingly, it is hard to maintain
stability of network because topology of network change at any time owing to movement of
mobile nodes. MANET has security problems because of node mobility and needs intrusion
detection system that can detect attack of malicious nodes. Therefore, system is protected
from malicious attack of intruder in this environment and it has to correspond to attack
immediately. In this paper, we propose intrusion detection system based on rules in order to
more accurate intrusion detection. Cluster head perform role of monitor node to raise
monitor efficiency of packet. In order to evaluate performance of proposed method, we used
jamming attack, selective forwarding attack, repetition attack.

- Intrusion Detection System, Intrusion Prevention System, Mobile Ad—hoc Network

T

I. }\—]i

Aot YEND A3 We waz 24 Agy
o) Al S8 sl Ageltt 712e) 24 A

A glo] olF wEERT FA4E YEYZE Mobile
Ad-hoc Network(MANET)e]2ta gHe1]. wtehr] v|E

93aE Fste BE =EE0| HolH AE2 de

2}
FE 71%& Fdaliorst gtk ofeld 54 wiio] Bet
T%
et

*E e 2008 2lelge ST Al of8 o
THA
w 2ol e A AHA m

Ag A2E Agaly] A g8 Hek 2ok, A of
Al A2 Bk o719l == i ol Heke
Agst7] A3 7] A2 Lok, TG 7|9k Ao gi7] o
ol 5 A2 Aokt ate AARA #F Eofm
Uz ¢ n 53] =g o]y W Hebdel &
AE 7 90w oAl wES9] TAE HAY
4 g e AARA Al2gle] Bl Fasit Qe
FEET g Y EYIE] Booh A A7) Hel

AdEA A28 (Intrusion Detection System : 1DS), 3
X

] 2-8(Intrusion Prevention System : IPS)& =
Astel ARtod ST2] AUBA ALFE o F2RE
o Al WAL A o2 BAst Az HelA

R
27t A0S delA Aok AYeA] A 2Ee wale A

HA2METRYY =2A 153

3



MANETeI A 74 &

e g AT A EAd

AEA Al2d BeH, 4% 23 399 Y&& 48
F de 55 =7 & F ok agja 7R & 4
A7 24 A9 dlo[Euo| A5 AAsta ot 21
sl EA e Pt EFE o] A ulast]
Aol JEAE gttt Ada dAste dE
okt AAEAA A6 S AHE BYAD = 9n F
AAE Zohf]7] 99 theket A s Feta TEHo
2 3AE FRE Sl

T $AgME T Ol 7 HeteAss b

EAl aafoptt gtk A
DoS(Denial of Service) 4% BTt HESLZ A
H| 29 g7t ZejuA] olokshs
(Availability)o|t}. & HAIZ =EF Ztol] AEs = d|o]
HEE AFHA & wE5dA =257 gofoldts
BAsh= 4124 (Confidentiality)olth. Al HAZ =R
stolg BAld #elsta Sle A w=9 4dE g4
3 e A& gnjsle ?l%(Authentlcatlon)OlE}. =

ofel

ru o
1o,
=)
of
rlr
N
N
oo
2,

I
Y

WO g

In

N

ol

e

_O‘L

K

xo

[

o

dlo

i
rie oy wjo e

o o
o
%
rr
—d
FUE

(Integnty) otk T/} HJ’“HE “ﬂ/‘]
AAE B AR A6k Ret
1% (Non-Reputation)©] T},
dMe UEHIE FHoke =EES ST2H
& F, Fe2H Fert A wel 9
PopA stk 28l Se2H =7t Bt Ak A9
= 7139 S et o5 o]t
% o9t £ =RAME 24 muge] MY o % xER
HAAIS A5 o) Se2E d=d e YEHZ
A57F AdEol AAFAE w4 o A "ok
2 =Y TS o3 2k 28dA e AAEAA
g ol tiste] AR 37 =

N
T

doo o o=

¢

N

2Eo] 7] 7]
2 =RollA Akt el disted Aesict. 478l A
© A B A5S Hrleta mA R 574
A4S den

g
_.{
fiu
%
g
rir
~
oZ
i
o,
o 4

7] o H

4 dolgrt A9Y g5 T4 e AY +

20% 9% |0

A4 ST 9AY A9 wake A4S

AR7HER | e e el whe A

29e 54 Azd9l 4d dole] Az B85
A

Aol R4 | o] Rt FolR 2AS WS v AHE 9

5/ 243,
e oy | AL 26l A el E A 29
= e e 4y ARET vas 9

98 YAE Al Aan Age] wasks
A% o2 gAoRA Age] BT uith §9AY
ARSE AFORA AL ol 2ok %, AYo
A AREE 12 D glo] YR o
HEe Wed A9E 5 g 49E A2 e 22
b A2 e A9 HaAE 9AE) clelg o

oA Hlojuh 535’48 2
A e Jrdax A
Fo2 Qg HAE & 9l %
Aw GAE QAT A} A5E FA 5
g} wpgb] A ARE EAeheE B2 v go] =
%@% 7]';<]J— 1\)\‘:]'~

154 HE& H42



MANETO A 13& 7)oz & ASd 29 gAq #3 d+

<& 2> W9Y A9 B A8 E7

<E 3> 4 e whE 3984 429

@g%x] AzEe Y EYA A Pl wgt 54
719 IDS9} WEYZ 79 IDSE U 4 9He).

F2E 78 IDSE A28 21 AR e 2hKaudit)]
BAE 5o A9 BARTh 22la Wy ARG

A9l
H3dte 715 Fdcte A2
7|4k IDS non-promiscuous ZE0]A 52
L oje ¥ B2 Al2gdA AHE  te Aol
Tt AT TAE 7|9 IDSe BEstusl sk BE
2 Fgte gl itk WEHA 7]
IDSE HEHAZe] BE 719 &t s ol s £4
AV Edgls £4std Y oAFS Addn YE
Hﬂ 719k IDSE= A 4 (signature analysis) S 3l
F7EBed, 2 el 34s gAde e Hol
‘Jrzl‘“} dAAA FE F
AP gzt AAd
<¥ 3>& HESHZ 7] IDSs}
< Hl sl
AdGAA 2R FA] 7ol whet Al A 76
(signature-based) B4, Fe]2~8 39 (heuristic-based)
ghx], WA 7] 9kspecification-based) ®A], 3 7]ut
(rule-based) B4 o] Sl
AA A7 SA7EE AR A 2ES T
|

T rd

U

I

{0

rl

g4 A= #A7t

o

S0 Z ek

PR
ol
] h=

2E 78 IDS9] £4

il
?57\?:1
<

Aol
o

T

=3
=1
ol
ol
£
=
(T
of,
ol
ol
=
2
r g
_l_.
rlo
ot
N
R

7 0y S&E 74 IDS HEHA 7] IDS
APAQ A2E BEUZ At Wloz Alax osste] #A 44 =94
EAR A2 | U Z2A29 EHE wHE ZEd A £ F 29184 A4 s Bl
71802 FAA o delid wet Aelshe 7]“* - =
DoS &4 A b5
£4 499 AdE 3 Boz A9l d 5
54 2% | 2% ked 4984 £ 3E Ape Ay | | #EdE ¥ di i
ato] oSt Rk 7Y FTATE B2 W9 | Alzg vEdA Y €] A0 AFH
dw | B39 £HF AAROE #A2 F ohed A
e g gg< d59E 7Y

2

2.2 7BIDS

ZBIDSE H|EY A7} 8y
Batslo] HREEFAE o3

Al e A9 (zone) L2

O};HOHT:,E_ %0]—]—/ ucl):}

o

NEMAYLAY =28 155

3



MANETeI A 74 &

o oz &A%Y 39

B2 AHE A= H
< 7RI ok AdEA Hue g 3 73‘711%
= oJg F714oR sHH, %
e AHLE= HEE 24 igﬁ/\ /\]7}, zA9 24
Auolth. olel@ Al 71 JuEo] Arh} $AS
AeA el ool wet AFd JRELS FHl EVM
FAEE, Ao A JEI} N gowﬂ Eh
<+ f8 HResj~EdY. ol ZBIDSS A

E9AE A Q9o JFoRN HREHAEY
g oW =g AN 1 AYRA| Al
< 918 A

do|t}. <a® 1>

OE

J

o,
do
N
e
b
I

I

r*° ook
N glo oy 1

29

AOI=H0] =E |
G

zone P 516

\ 8|9
©)

<% 1> 7BIDS %

2

=2

BHE AR5t ¥

dlo
o
N
N

o Hr o o O

oo o X rlo
oX
of

gl %6}04 iE—:z;—

i
rlo
b
Iy
A
ly
H,
[
o
ol

_OL
=

2 ¥0
o X
oo =
]
e o,
O
AN
D
o H1
1o =y
o o
o
R
Dol
Ty 0

)

M yo 1 2
4ore oo ot &

v
o
Eu)
i)
ox,
gt

Select_status(&RcvMsg)
{
if(Nd. Ink<RcvMsg. Ink) | |(Nd. trst<RcvMsg. trst))
{

NdTbl. state = Mn;

HelMsg = NdTbl;

Broadcast(HelMsg);
}
else if(Nd. Ink>RevMsg. Ink)

| |(Nd. trst>RcvMsg. trst))

NdTbl. state = C;
HelMsg = NdTbl;
Broadcast(HelMsg);

NdTbl. state = Gw;
HelMsg = NdTb};
Broadcast(HelMsg);
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