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A Study an the DDaS Defense Algorithm using (FC based an
Attack Pattern Analysis of TCPAP Layas
Seo, Woo Seok * Park, Dea Woo « Jun, Moon Seog

Defense method, TCP/IP Layer

{Abstract)

Paper is on defense for so-called internet crisis, the attack of DDoS (Distributed Denial of
Service) which was targeted to the central government ministries, financial sector, and portal
sites of chief counties including Korea on June 7th, 2009 as its start. By conducting attack
with various DDoS attacking methods in the lab environment and dividing networks
targeted by the attack by layers, this paper records and analyzes the chief information for
attack, destination information of packets, defense policy setting, and the flow of packet
attack with the subjects of the networks separated. This study suggests CFC system using
multiple firewalls applying defense policy corresponding to the target layer for ultimate
attack and tests it according to the result of analyzing the attack packet information and its
amount, log analysis, access recording port, and MAC and IT information, etc. by layers.
This article is meaningful in that it analyzes the attack by layers, establishes firewall policy
for protecting each layer, and secures accurate mechanism for detect and defense.

Key Words : DDoS(Distributed Denial of Service), Security Policy, CFC(Choose firewall channel),
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