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Vulnerability Analysis and Detection Mechanism against Denial
of Sleep Attacks in Sensor Network based on IEEE 802.15.4
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ABSTRACT

IEEE 802.15.4[1] has been standardized for the physical layer and MAC layer of LR-PANs(Low Rate-Wireless Personal Area
Networks) as a technology for operations with low power on sensor networks. The standardization is applied to the variety of applications
in the shortrange wireless communication with limited output and performance, for example wireless sensor or virtual wire, but it includes
vulnerabilities for various attacks because of the lack of security researches. In this paper, we analyze the vulnerabilities against the denial
of sleep attacks on the MAC layer of IEEE 802.15.4, and propose a detection mechanism against it. In results, we analyzed the possibilities
of denial of sleep attacks by the modification of superframe, the modification of CW(Contention Window), the process of channel scan or
PAN association, and so on. Moreover, we comprehended that some of these attacks can mount even though the standardized security
services such as encryption or authentication are performed. In addition to, we model for denial of sleep attacks by Beacon/Association
Request messages, and propose a detection mechanism against them. This detection mechanism utilizes the management table consisting of
the interval and node ID of request messages, and signal strength. In simulation results, we can show the effect of attacks, the detection

possibility and performance superiorities of proposed mechanism.
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SlotD = aBaseSlotDuration * 25° [Symbols]
=60 * 250 [Symbols] = 0.96 * 25° [msec]

SD (Superframe Duration)

SD = aBaseSuperframeDuration * 250 [Symbols]
=960 * 250 [Symbols] = 15.36 * 25° [msec]

Inactive I

Bl(Beacon Interval) = aBaseSuperframeDuration * 28° [Symbols]
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