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Abstract

This paper provides an integrated framework for biometric data and private information protection in TeleHealth.
Biometric technology is indispensable in providing identification and convenience in the TeleHealth environment. Once
biometric information is exposed to mallicious attacker, he will suffer great loss from the illegferuse of his biometric
data by someone else because of difficulty of change not like ID and password. We have to buil by someone esystem
data bon the integrated framework for biometric data and private information protection in TeleHealth. First, we
consider the structure of the biometric system and the security requirements of y someone esystem data bon the
biometrics. And then, we define the TeleHealth system model and provide the vulnerabilities and countermeasures of
the biometric-data by someone eintegrated model.byhe TeleHealth sse bec requires two-phata authentication for
countermeasure. Finally, we made some functionferrequirements for main componenets of biometric-data bintegrated
TeleHealth system framework to protect biometric data.
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Fig. 1. Biometric System Diagram
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Fig. 2. Integrated Framework for Telebiometric data
protection in TeleHealth Services
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