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Abstract

In this paper, we introduce a hierarchical internet application traffic classification system based on SVM as an
alternative overcoming the uppermost limit of the conventional methodology which is using the port number or
payload information. After selecting an optimal attribute subset of the bidirectional traffic flow data collected from the
campus, the proposed system classifies the internet application traffic hierarchically. The system is composed of three
layers: the first layer quickly determines P2P traffic and non-P2P traffic using a SVM, the second layer classifies P2P
traffics into file-sharing, messenger, and TV, based on three SVDDs. The third layer makes specific classification of
the entire 16 application traffics. By classifying the internet application traffic finely or coarsely, the proposed system
can guarantee an efficient system resource management, a stable network environment, a seamless bandwidth, and an
appropriate QoS. Also, even a new application traffic is added, it is possible to have a system incremental updating
and scalability by training only a new SVDD without retraining the whole system. We validate the performance of
our approach with computer experiments.

Key Words : Internet application classification, Support vector machine, Attribute subset selection

.M E A Arkolt1-2]. el F EgFe] s AA 8t
 P2Pe d&%e] S x§ete dFdd Edg ) oA
QEUIS] F&F WAl o] o] gali: AMEAN] 7t A QAR Qlste] YESAGNA S S Hie
FZ3tl| wre), Bk tkela A2 HEY A Mu|ASo) et ofye}, anjgel s Yadel= % UESA
Autslo] AgsiEa k. B UEYA Aua F AL 5o F7H HES a2l webA veks dl
P2P(Peer-to-Peer) ¥l E#j®& 20009 59 Ipoquert =7 Aol Bk 439 QoS(Quality of Service) %
o] ZAbel ofahd, A Hd ek A AU EefIef QAF HEND 3 AFE FHoR = END ¥
A B0%elake AFIL Qs e nE A nEs A DEASHA, PIPE FYSH B oA &
ﬂP‘A Wk w2 ek BH7F A s Fa9 o

AL 20094 48 30 ShrfoltH2-4].
sh2 Rt 20104 18 122 Tole apEeeln sase pRas 95A9 P
+ WA K} B XE WSS o] g3te W do]2E JuE o] 85}



ol
Hl
Ral
or
>
>
o
SE
™
i

=X 2010, Vol. 20, No. 1

= QltH2-3]: 1) TE HE 7|uke] &
2 IANAOHH gi%ﬂ 2 g ZE(well- known
5 BAEe vlay gestiaA e A8 Wy
oAk FHOE XE HIE Y o}oq HAS BASAYG
5 A

Eol 7l Lﬂrﬁ} getet B
3 B{7} oj¥t) 2) Fo]lRE AR 7wk ERue
Ho|2E9] EAS FE3IA o5 HAH H]j!_ =y o

24, fAS dAAE u Ho|l2=S o5 sle 4 = A}
|3 = gk w3 FH2o] SHAY A ‘33 aH]ge
A 55 o2 HolRr9 HEg A% e o]
HolZ= Aguo 7|Nkeh whEe] A1E-S ¢S ofHgA st
th weba] 712 AFA A Bold A28 W
29| ujgte] g7

Hto] AT FAbl oshd, ofEE Al Wl
e = e MRS Aoz golguloyd 9 714
g 7S JIEY fEY A BT Eiol 483t
AE7F AEH oz 318 FoltH3-8]. 71AIgE 7IH2S
Aog Wele XE W59 sty dFo|Rio 593
toly ] 54 WHZRE wAEE 52 HlwALEE W
HE Fote] a3 gHES Fopdiths Hol o o F
g Aol Wstol] AT = ASS AP S YES A
EgY dlolge] dAo] gl&e] ~EF dHolE S ¥
oo, o&=Fe] diolEl AE flg deolEute]d 719
g2 vl HHaieh o]Hs AT TF F, 53] HEEA
< g AF3 dagEe A4 L@rﬁrxé =, 7P A
OP‘jr—’ oln] AZ¥ SVM(support vector machine)& 1€
Ul o Zg) Aol EY EFol J&stde I F5&
W QeH5-8]. AA7EA 2] SVME 0]-§3F SlEjul of =g
Aold EdY EiHe JHH T R AL 5o EA
Al - gk “ HolE SVME AHE-3he] 18Ul of
ZEAolA EdY —ErTEr A AEske Tbeds At
= HuA 27)9] AEEH oo 7 7] B ES Ho}
I ek A AA w56l AE ol BF712 SVM
1%0}@1 P2P EZH 7} non-P2P EYS T38| o]

rE 01-(1 rlr

ke WHo® PP EYEE gXtal o, T WA
WA [7-8]o A &= ‘QEH(” 1 (one-against-one method) 2
2ol A A9 o]zl BF7I SVMS 7|8 oz Ast

o thE Fd~ SVM(multi-class SVM)S 723024
P2P EFE e A9 4 BFE S8t} 181 SVMS 9]
L3lo] i iﬂﬁi SVME AAE 4§, &5 Algko] wol
AQE Wl 0]—‘43} shdlolE o] ol whel Alawle] AF

o) Aok U 5 1l A A48 AR ek nrel
QaHoz A A8eb] ol S5, AL AF

glAlold Edy 7o) A5 24 Egfy {3 vlolE e
A7) AZol7h A& 4 ek A g5y dlolE Av)e] Bt
Fo= late s Al g EY %ﬁu g Ay} o
EY F39] dolH 2R e 43S s 7heAol =tk ®
3ok EY Felol o AR Eﬂ%% TP =0 4
EHrow AL 5 A7lel dAAe g dolEr Y
AAE dEstan Bep)w offrh wpeb oz £
SVME #3554 & 49 xgste] 44 ZAAWES A
Aetoz N2 3k dojE ol tsiAa] LB vg 7}_‘/Ho]
Atk 2R §d FHaTe SYHo
Fej EF7)(one-class SVM)2A 24 ZAHS j@,s}
= Zlo] B} faEsi

B =EdAE oA d5d F dA 7S Als, 2

(e¢]

AR B At Bds Agkels ARdelA Eksto],

SYME 7litow 3 Alwe AZA A o EAlA
a3 2R A28e Albgrl AgkE Azwe o) ¥

#7191 SVM¥ ©@dEd~ SVME dixxd 2l
SVDD(support vector data description)2 AlE% o2
e Az B Bi waws, shi e =)
A R 2 B0l R ASHKU-MON 2 27
g oulak Z 29 do|E ] WT &4 RiEHee] A=
““?SE ALgste] EAE 2 S48 /%_]/\]tﬂ' &, ozl &
7191 SVMe = P2p EEHvL,JJJr non-P2P E IS w27
wirehs A AA A, 3709 SVDDE 7Ike.R PP Ed
5 FdFf, WA TVR BFse 7 HA AS 1
23l 167119 cfZg Aol ETER 16719 SVDDE A}

&3t A3l ERste A A AFez e 2 =
oA ARbel= AHU ofZel Aol By R Al=d
& T x| AAN AAIRESE P2P9} non-P2P EFEE
wRgoan uo ebgHe vEsZ B4L AU + 9
Bk olyel, P2P Edjg o] tixA 37HA] —Hrv
7F 7bFesdo @A Kok A3t QoS ®AFo] sbEeith E
st EYY ] Atste £R2 983 99Z(bandwidth)<
ARE 2 84 Ald @] AU Jhseith oS
o], M2 fFg Aol Egie] Frhd wf, WA Al2~F
o] AjgtgFo] ofd | efZE] Al ETy Sz
st REWs 37} Shgete 54 AAlel Jhsstth

2 =Y ?L“" E]r I Atk 2%l efZE Al
E THANGES AMestal, 3FolAE
2 =EddA AjtskeE SVM 718ke] AlFH &AM
EY &7 2o dis) 7&sit) 430 s AdAn Z
oy £, Ao R 5 E AR B FF AT A

ruE r2

o-{}
p

F

tlo -

rok

2. o E2/7old EcflH EFRE &
At

F o

gze Ao Ee ) BHE AL Teel T A

A sEslor Sk A, ohFelAeld Een BRe
NFE FAFE Aotk S8 TRERS FoR B
Fe A, 2Eeoltt Aol hewmst go] a7
B9E V1EoR @ A7, ohld A sjZelAeldow
& Aol th@ Aeolt) B, ojZelAold sy ¥

FE S EgY dolH e Az @95 AAs|oF ek IP
HE]A Egig dolE e HA @il sizlS Shsat
H2ES B2 & 42 gu dAe] A Tzos
7 99 & 2 Q) 3 A7 g9E zqzsLoﬂ 9]0

Z}zvo] 5t 7)ol Ajhet EEMA E4o] & YehesE
54 eSS AAdof 3t

ofZE Aol EYY EF 742 74 54 we &
22 = QAT B =FdME ey 2L dFow oF
A W EYS BRI J|EHor ofjZg o)A
Ao A g =g Alo]do] HAF BE EIH S 11 of
ZYAelAY EHF o AT o 9HQl AlgoR o
2 o EA WOM rete] AlgsheE FUlE Sge
ZREF] Bee %%Eﬂﬂ—;! T2EF] W92 EEs
=2 sk} 0124741 ol 32 QoSet 2 EY Ao

Aeilel g g
£ Aawel $4oz 28T+ Atk



=gl Edge] Aad #4& 9= dHolH

of A2l @eleh By daseiy FE28 54 fes

A#sop vk WA dolEe Adsle Bwe ATE
[10-13]14 Eefd 7ol HAE9=2 A1 gl 2=
S5 AMGITE B ERA AN EE FReE VE AT
El14-161014 =a4 b2 gojsta e F299] 54

=55 iR x=2e= JEEA, 5-tuple FE(source IP,
source port, destination IP, destination port, protocol
number) & FF3he FHTF AZE] FJFor A g}
FE A5 HFo R AHoH= FEE st A4
oA QI-Z RS-} of2-F RG] EAo] A& ThEA YE
= g, 27 19 o] TCPY 4%, FEfolAEol A A
2] A& JA-ZFE TR, Aol FeolAERS] 75
S o}-Z29-2 AASY SYN #HZlol og AAA = o
A 5-E] FIN/RST #iZle] dAstE A2 & Atolo] LAYk
BE N ARES sl ZESE Aol ©g
=]

£

i

UDP| Aol Zelolais/ue] wAE Aeld 4 2
7] wiiEel Hzx 7 B8 Aol A wpA e sjFlo] WAy
NA Abole] RE P ANES Shbel B2 Aolw
=3
in-flow pkts
pkts SYN pkt
—
* TCP connection
dient ~ STACKPE pits server

out-flow pkts
flow = in-flow pkts + out-flow pkts
a2 1. TCP 79| By ZR0A -2,
-EZS
Fig. 1. In-flow and Out-flow in traffic flow of TCP
connection

Fol = 3 17 29| transport TREE, Q-Z

I of-Z 7o I EAH ARE F2fo &
2 Akt o], 5-tuple KEIA ] P9} LEA
= Aol HE EAY dolHe ulFEo] 54 e
2 A%kE sAl12]e® Sste] A% Aur) IPet TEA
Hol ZA JFE WS = glome TrLo EX ZhoA

A7 8 A .

o

ft

l-EoE-{OI-E
¢
>§:¥u

3. AIZA SVM 7|8t eleul of Z2|#H oM
EfjZ 22 A|AH

31 &M REXEe MH

P E27E A% 540 HA4 FEAe due F
2% AT olfr F shteltH17-201. 53], Akl =i
B BaoA dolEe 2L Zo] e 0lar)e 43
A BEAIT| L B/ As S FIATIE A FA 8
otk HA e £ FEAT A9 Hxe] 4 HF D
25E A ARREA AU TRE AES e 5AS
ARl AATE £4 FERATE a5 Ze 2AeIH[17-19],

o)

=
Shed 2 o] 9t B E=RoME Z2% dlolEd o
Adel W F O Adso] oln HId
S ARt o= HA 9 dwehl(best first
search) WH ¥} A (attribute or feature) zt vol tjgh 4l
ERy, ¥ FYx=¢ &5 19 doi& Ad AF
(Pearson’s correlation coefficient)E ©]&3F =A% &
S At HA H4E9 g8 FEEE /M3 A

AT F Adve HA ANy SAAREE e ol

=]

1 oEzee 54 A%

H A
Table 1. Feature set of flow

Features Description
protocol TCP or UDP
dPkts number of packets
dOctets number of bytes
timeval(last — first) flow duration
in | syn number of SYN packets
ack number of ACK packets
rst number of RST packets
fin number of FIN packets
out ” n
minimum, maximum
state of min, max, value
packet avg, mdev average, standard
) deviation
m state of
N ” ”
window
state of
.. n n
Jitter
state of
” ”
packet
state of
out ) ” "
window
state of
.. n n
Jitter

3.2 Ccts EdA SYM

EAZ skgol2o 7Hke F SVME Foljx A8 &
A A9 HAE7F B35 E convex quadratic problem©.
2 Wl & eby] uliol] siElela] FokoA ul$-
S8 ATS Holu Ju5-6]. ey ol RV
SVME 7154 sHAH ez 1ste], o1zl ZA7F dA 5
g7t gFauz e By EFe 2ol ts BF A4l
SVME Adoz Ag3 471 gk weha oy 7l
o7 ®F7IQU SVME #71de= Adsiy s &
SVME AAIsHs Aol dukael Aty ZoltH7-9,
1], & =fdAe 9d 2= SVMY] g4l g
¢l SVDD$ 7|wke 2 AAlH vg Fd2 SVM9lS ¢
WHEsto QY ofFg AN ET §3S EHsI=
Al z=dlel] Al-g-gio},

4z ooy X2 Lo rfr

(e

w

3 ele{ul of Zalzol4 EalE 25 AlAH
7

2 =gl A Algtshs Qe o)

O



St X SAIAE S =&X| 2010, Vol. 20, No. 1

o 2 o] RER TARL 2 2719 Lakel A e
EEQ 225 doly i, dEdeld ey E7 &
53 2709 Q.xelel z}a] BEOl &4 HES XN
SVM 814 wEe FHE Y 2 3. D) 2 vo]
B 3 BEelAs *"\]ﬂci FHE A3 dlolE ZAE
o piel Arude FE 49T 2 54 ¥
qe) mEe 7 74]2”"‘ e AT HHe E2%
= ’dﬂﬂoiéﬁ = A 2 o1 %% A zElo] A B

N
e
>,

o,
N,

=1 =i

U Mo
i
~N
o(. ro,
w
<
Z
FU
T ]
> 8 1
m
o)
&:
ﬂlg
ok
:10
=)
>
2

S IR - A P |

<
m

Hi Lf_aHei %_'—% Alelli= ol &2 Al o] A9 7H‘}|:9]r T
2] SVDDE 3shFAIZItE 4) f&FEAeld EY

REJNAE SVM &% BEAA 2} AFHRE 850
BT e ARl dARte® fjlEe SES
FE T

a9 30 =23kE SVM 7|Rke] ofZejAlold Ef
BE HELS Z29¢ Jdle Egd ARE 6oz o
VME o]&3te] P2P E&| ¥} non-P2P EF o=
A AS, P2P EdES ]l 3714 9
I, vIAA, TVE Eishe 7 WA AS, J2a
AelA AREE AA 16717 AFei Aol B
ok Al A 741 o ?”E E‘r. z+ A

MTopau =g

ﬁmmw

™ e

0

41
o St
ol

s

o

Ae
2, 10 ol

e

f
@;m
Hm

w2 o JE riz O Mr Mr

o

“}Eﬂ] Feoh wEbA 2ok
Q%X—?O] ’\V\E“ O] X}%%ﬂ 2 kst H]Ef?i 39 A
do] 7hssitth 7 WA AlFdAE PP EdYS 3719
SVDDE ©]-&-3}e JJrE‘% WA, TVE BHee) uet
Al B} e A ola A sk QoS«] g g AR} 5o
HE A7 3l B 739 Wo—ﬂ.%?% °
A EEAQ A2 A @7} Thsett 53] AlghE
I H34ek X E 39 e U E AN 5 F5E
Al71& P2P EFY S fYHE ERsla #Elgo=zHA B
o} kA UEYA 3 55 Add F ATk vAE
AZolMi= SVDDE 7Iwte g dA 167149 Eddz
A3 BHE S8t} 7t E;q]ﬁh:ﬂi A" SVDDE
SHAoR oA B w2y §8421 g5 9@ A
2le] 7hssit) T3 Aj 22 o 2 ]"4 Egfjgo] F7}y
oete A Al2RS AsE Al da glo] A= oE
ZAelA EY Fe2o ddste SVDDIHS 71 85
StoRM Ao HFA Al F g dash vES
29 & Q) Axydoz B X2A"e go]gnlo)de s
AAE (concept hierarchy)¥} 7ol WEH=Z T ] A9]
#a] B2  wg}  dwksl(generalization)9 A&}
(specialization) 2t<S B3] F43F A=(evels of ab-
straction) & FA3ro 2 F4A3 I A7) 7hssic)

10

attribute subset | flow data
selection collection

attribute

training |
= information

data |
h 4

real -time

SVM training classification

L 4

application traffic
classification

offline process online process

% 2. Al&=Ele] AR FRE
fig. 2. The overall architecture of system

Traffic Data
] =
: ‘ P2P & non-P2P.
classification
P2P non-P2P ! —_—
i

__________________________________________________________________________

STEP2
i [ P2Ptype

svbD SVDD SVDD i) classification

bitTorrent msnsgr afreeca o
= — player —

e —

edonky nateon gorealra
on ateor Joost S ) ‘ each traffic

priive fexplors \—‘/ classification

limewire pop3

fleguri skype

morpheus fio

lass SVM

a8 3 AISA JAE efEFe Al
TRE

fig. 3. The architecture of hierarchical internet
application traffic classification system

Eelg 25 A28

H
24

4. & &3

s

% oolg MF

KU-MON[16]% TMA[22]E 7]uko =
S tjatoz BFo) ASAS gt 4
TESYI, olF Bkl T E
BAg 9 AgAge HGrisith WA, b
Fc-’“d KU-MON< 7] NG-MON< 7i
LJSLEH, shale} e e xelol= uEg) o
A wgsE Qe Ed) A7 3 3 B4 s
3t Al 2"o]t}t KU-MONS ol#fle] 19 49} o] A Y
W, ZaEcM MARE WS AFFn oF swow
z2 0 Xéii Agxgo]_‘— ——E% /\g/d EC xgzﬂs %E%
21w uee AgHe Eee A% vE Te A9 v
Eo| AMH 295 7 “’i HIESIZ #efxte] HA 4
wel BAsHe Edy B4 mER Y

3 O 30 o
RO
> gy o o
m&:\m N
T 9 %
s
‘o érlr it
Fﬂ-i



ks 22 SsVME 0]

; KUMON
% Traffic Analyzer o :

raw packets, I

e,

Network

Flow Data

Flow Store Traffic Analyzer

3% 4 KU-MON: 247 Eajs 53 9 34 42
fig. 4. KU-MON: Real-time traffic collection and
analysis system

KU-MONo|A AAE Z29 AR ofZgAlA
Ef Y o]Fo] E3ts o] A ZrHi6]. olE A3 9
slo] B AdoME 29 S AE(end-host)e] TMA®IA
TR AA-ZEA 2~ HRe} TR A BEAA A
ARZRY A3 229 HRE o843t A3 o=
Aol EFEe] F/HE & & &= AT UENIE 74
BAtH221(18 5). TMAE 9 TAE AAFE oo
AE Z2adloz F $2EA YELA AL 95
5= TCP/UDP 2719 AR} o] 2718 AAS =2
A~ ARE AAo R FH3te 75 Fadgr}. 247e
T TAEAN FHE AA-ZRAA ARE T 5
B9l TMS(traffic measurement server)® A%
TMSolME 2t T S2EoA] 3 Z2As-2 4
Bol PAARZRE PHE Z2$ ARE vlgow A9
of A8 ZE o] o ZAolA o]ES FAHF Y HHHA
EfY dolHE AT

Lo

Campus Network

! 1
| Flow Generator Flow Store |

% i ’l ) i4 :\,\\} PKtData  Flow Analyzer
----------------------------- ; ij :
*/ 7| Flow Data

KU-MON

ey
009550
X

'Y il 500“‘2\")

T™S

a7 5 AEA EY vl el A W
fig. 5. The generation method of ground truth traffic

W Rol A ofdle] E 20045k ol @A Fl - 9o
A b3 del AT 9 PP EdE 1179
non-P2P E2}¥ 57148 Zgsts 167h9 2 A
Al =3 KU-MON 9 TMAE 7|%ow 77} the
Azkee] FgE B2G dolHE A e dele At
H2E dolg Moz FAsgon, 7 EeAeld o
Fuz 200489 F2S doleE s

¥ 2. P2P9} non-P2PY EF FHF
Table 2. The P2P and non-P2P traffic types

- Flow Data manager

— ). . i
Router Flow Generators Traffic Analyzer :1 -

i o8 - manager
Enterprise E‘::{(E‘%:m i 1 %afﬁcAna\yler :

. . bitTorrent, edonky, fileguri, limewire,
File-Sharing

morpheus
P2P
Messenger msnsgr, nateon, skype
TV afreeca player, joost, pplive
non-P2P gom, gorealra, iexplore, pop3, ftp

8 A5 olEul ofZalolM ez BF

0o

42 Mg o B2Y
o Z Aol EFY 79 AT HITE 9l5te] dut
el {71712 recalld} precisions A% AE[B]E AME
A=
N
Y. (7P),
recall = ';1 = 100 (1)
Y VD),
i=1
N
D)
precision = 7:‘17 % 100 (2)
S (),

9 AollA (NDi (number of total )= itt= EE =
o] AA DA NG, (7P)i (true positive of )&= iF
g QUi oA AA iFP 2o £ D2 A, (1)
(total number of )&= iFY2E EFE AA 4429 M

g ojug

4.2.1 P2P¢} non-P2P £%
2 A Age P2P EPE 3} non-P2P EFHE 4l
A BERete AFo R 167H4 EgEEE 100704 @
3HA =3 P2P EF 1,10071¢F non-P2P 50071& ©

Z

[ N

Rl

olalx] ke 7k Egig dE 100714 & 1,60071¢] dlolH
2 HZE&Srh P2P EY I non-P2P EZ S o]
THE A HHY £ FEIRE AEEtr] 98, java
71uke] 71A18ky 591 wekal23]19] CFS(correlation feature
selection) & AFE-SF T CESell 28 Mgl &4 FEH
32 {prot, in_fin, in_window _min, in_window_max,
in_jitter_avg, out_pkt_max, out_ window_min, out_win-
dow_avg}elth th29] ¥ 3& CFSoll o) A=% 8719
SRS ARG o)X B Adel HA 39719 £48 B
FARESE o)X B A3E vk Aol Ad 4y,
Aol &4 FRAS ARES AU WA SA4E BT AL
£ ARt R/ Agwrt =& Ao= YEth o]
el GEE MAA ZaAY, L8 F
El o] AAEN7] Wi =2 A
&8 Haglgo 2N BF SEE AL &
Wk oy}, e A A F USE

O

il
Ho

o
%
rr
M

&

=2 o rfr

il

# 3. P2P9} non-P2P 7 A% =4 &
Table 3. The performance evaluation of classification
between P2P and non-P2P

B7FHCFS(using 8 features)| using all features
g
type o | recall | precision | ¢ |recall | precision
P2P 9827 | 96.35 96.6 95.8
non-P2P 088 91.8 95.6 08 90.6 92.4

422 P2P Ef¥ ] £34 ¥R

F WA AgelAE SVDDE ol g3te] 3 WA
AR P2P EElEls gl p2p Eele gl 7
r, HAA, TVE AlRssiatt. ddE& flste] 5714

A
a5
3o HJIdFH EI(bitTorrent, edonky, fileguri,

11



2x|S5A 2

=

ro
I

3| ==&X 2010, Vol. 20, No. 1

limewire, morpheus), 37FA #38< wXA EgY
(msnsgr, nateon, skype), 281l 37}4] F8<] TV EH
(afreeca player, joost, pplive) 5 % 117F4] 32| P2P
ET dolHE Z FIEEE AGsHA 100748 F=3HS
th &% veoly [3s 27 SVDD(#HY T+ SVDD,
WA A SVDD, TV SVDD)E 3h5atglom del 3o
3HA] eF HlolHEL2 HAE HolH=R ARSIt CFSE
ol&ate] deld HAo &4 FEFHFS {in_dOctets,
in_pkt_min, in_pkt_avg, out_pkt_min, out_pkt_avg,
out_pkt_mdev, out_jitter_avg}ol™, 7712 HAWS ALE
s T Aol WA 39709 48 BT AMES BR A
o2 F 49} 2ok orM HH &4 R
A4 C= 0, Ad 52 7FeAIQE dre] 2 A
Q oS FdFH: 015 wWAIA: 043, TV: 0
detdth A3 A, 7o £4 FEAE B9 AA re-
call& 95.36%, precisione 95.37% % =A% whHd| x|
A9 4§ recalle 95.09%, precisione 96.0%2] A<
Bjom, 7Y &4 FEAVeZE P2Pe gixAd 3
1A FEE] BF recall# precisionol A WA A
T BT S-S gelstinh

%4 PP 3 A% 54
Table 4. The performance evaluation of P2P traffic
classification

HE 5 AA ofZYAlA EdEE A% 54 %
Table 5. The performance evaluation of each subsidiary
types of application traffic

37t CFS(using 9 features)| using all features

i
application o | recall | precision | ¢ | recall |precision
bitTorrent [0.35| 98 96.1 0.3 (S1 95.9
edonky 0.6 83 90.7 065 82 93.8
fileguri 0.05| 100 90.1 0.07| 100 79.4

limewire 058 88 84 1065 94 96.9

morpheus 0.6 71 81.6 0.6 64 100

msnmsgr 055 &5 75.9 05 84 94.4

nateon 055 &3 79.1 0.6 88 91.7
skype 045 91 94.8 0.4 84 PB.5
afreecaplayer | 0.65 88 85.4 0.6 89 90.8
joost 05 84 85.7 0.6 78 96.3
pplive 05 86 89.6 05 34 93.3
gom 0.3 94 91.3 0.25 90 90.1

gorealra 0.55 93 98.9 0.5 96 86.5

iexplore 045 &4 816 055 &9 91.8

7} CFS(using 7 features) using all features

g

type o recall | precision| o recall | precision

JdFf+ | 015 | 97.0 95.7 012 | 972 97.8

w2 A 043 | 943 9.3 04 | 9.3 96.3

TV 058 | 93.7 95.9 048 | 91.3 92.9

423 AA EHY 7

A AR Age ATl BRE A A 589
P2P E =3} non P2P EHLS thA] 167H4 Fde E
ooz MEstste Aot 7t EfydEz dAgsiA
telHE 100704 F=ste] 247kl 3 SVDDE 3
st on, kel FofslA] @2 HolHE HAE HolH
2 AE3HTh CFSell 93 Mg H7 $4 FEd3e
{in_pkt_max, in_pkt_avg, in_window_min, in_win-
dow_max, out_dOctets, out_pkt_min, out_pkt _max,
out_pkt_avg, out_jitter_max}o]™, 9712] &AIWFS o] &3t
T Adel WA 397 £4e BF ol&s R A
= O x5 2l 7N =AM CE 01, oake
Z EfgEE aASATHE 5 Fx). Ad Ay, 9719
& BEAF] AL AA recallS 88.88%, precision
89.07%= SAHE W] HA HAo] A9 recall>
88.19%, precisione 92.09%9] s HAoH Il &
Ao 2® thE2ge AeS BT S Iy
t}. E3] morpheus E# 2] recallo] Atjdoz yvith=
AL AT 4 glen, o] morpheus EfjFo] A o]
FrALSE fileguri EgH oz o BF =HA7] wiolth we}
A fileguri E#F 9 recalle =R precisionS recallol
Hls] Jojq o w2 "ol

12

pop3 0.5 93 98.9 0.5 97 86.6
ftp 035 96 100 0.3 98 85.5
4.8 =
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