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Abstract In previous work, anomaly-based intrusion detection techniques have been widely used to
effectively detect various intrusions into a computer. This is because the anomaly—based detection
techniques can effectively handle previously unknown intrusion methods. However, most of the
previous work assumed that the normal network connections are fixed. For this reason, a new network
connection may be regarded as an anomalous event. This paper proposes a new anomaly detection
method based on an association-mining algorithm. The proposed method is composed of two phases:
intra—packet association mining and inter-packet association mining. The performances of the proposed
method are comparatively verified with JAM, which is a conventional representative intrusion detection
method.

Key Words : Anomaly detection, Network anomaly, Association rule, Association rule mining

1. Introduction

Due to the
communication technologies, damages caused by

advance in computer and
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unexpected intrusions and crimes related to
computer systems have been increasing rapidly.
Intrusion methods have evolved into more
sophisticated forms, and many new intrusion
methods have been invented as well. As a
result, handling the
methods individually is no -longer enocugh to
target security. To

well-known intrusion

preserve a domain’s
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compensate for this situation,
detection model has been studied.

For anomaly detection, previous works have
concentrated on statistical techniques [1, 2, 3].
To represent the characteristics of an activity in
an audit data set, various features can be
considered, such as CPU usage, system call
frequency, the number of file accesses, and so
forth. Depending on the type of activity,
different features are related. The typical
system of statistical analysis is NIDES [2],
developed in SRI. In NIDES, the term "measure”
1s used to denote a feature, and the abnormal
rate of each measure is examined independently.
NIDES models a user's historical behavior in
terms of various features, and generates a
long-term profile containing a  statistical
summary for each feature. To detect an
anomaly, the information about the user’s online
activities

the anomaly

1s summarized into a short-term
profile, and then it is compared to the user’s
long-term profile. If the difference between the
two profiles is large enough, the online
activities are considered anomalous behavior.
The strong point of statistical analysis is that it

can generate a concise profile containing only a

statistical summary, which can lessen the
burden of computational overhead for real-time
intrusion monitoring. However, because
statistical analysis represents the diverse

behavior in normal activities of a user as a
statistical summary, it often fails to accurately
model the normal behavioral activities when
they deviate widely.

This paper proposes a packet-wise anomaly
detection method based on association mining.
For this purpose, a network’s normal patterns
for a long—term profile are generated by mining
the network packet data set. However,
conventional association mining methods [4, 5]
cannot accurately model packet-wise network
activities. This is because several packets are
contained in a network connection. Therefore, in

order to accurately model packet-wise normal

patterns, not only intra-packet association
mining but also inter-packet association mining
should be

patterns,

In mining frequent
although an item is

considered.
generated
repeatedly in a transaction, the number of
repetitions is not considered. However, this
number should be considered to be significant in
anomaly detection, because an
anomalous intrusion (or an attack) may be
attempted repeatedly in a short time. Based on
this observation, in the process of transforming

intrusion

connection logs to a transactional data set, the
number of repetitions for each item is
considered significant information. The number
of repetitions for each item is not used in
used to

generate a target network audit set’s profile,

mining frequent patterns, but is

and to decide whether a transaction is- an
anomaly intrusion. As a result, this method can
detect an anomaly more effectively than can
previous methods.

The rest of this paper is organized as
follows. Section 2 presents various modeling
techniques for intrusion detection. Section 3
explains a method of mining frequent patterns
among network packets. Section 4 describes an
anomaly detection method based on the user’s
profile. Section 5 comparatively analyzes the
proposed anomaly detection method’s simulation
results in order to illustrate its effectiveness.
Finally, conclusions are presented in Section 6.

2. Related Work

Anomaly detection models [1, 2, 3, 6, 7, 8, 9]
are classified as either statistical analysis {1, 2,
3], predictive pattern generation [6], or a data
mining approach [7, 8, 9]. Statistical analysis
maintains a user's historical activities as a
statistical profile. For a set of activities, the rate
of inconsistency with the profile is regarded as
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its anomaly one. The typical methods of
statistical analysis are IDES [1], NIDES [2], and
EMERALD [3], developed in SRI. NIDES, which
is the improved version of IDES, utilizes a
statistical technique for anomaly detection, as
well as a rule-based technique for misuse
detection.” The EMERALD system, which is
NIDES, extends the
detection target from a single host to a network
Predictive pattern—generation
technique assumes that the sequence of events
follows a discernible pattern. This approach
uses inductively generated time-based rules that
characterize normal users’ behavioral patterns.
These rules are dynamically modified during the
learning phase, and eventually only relevant

similar  to intrusion

environment.

rules remain in the system. Therefore, an
anomaly is detected if the observed sequence of
events matches the left-hand side of a rule, but
the subsequent events deviate significantly from
those events predicted by the rule.

For a network-based anomaly detection
system, JAM [7, 8 uses frequent-episode
mining {9], which is similar to sequence mining
data items. It generates the normal usage
patterns of a specific node in a network. These
patterns are used to build a base-classifier that
determines the network node’s abnormality. In
order to guarantee correct classification, a
sufficient amount of normal and abnormal log
data should be gathered during a classifier's
learning phase, A set of base-classifiers can be
used to build a meta-classifier. Because each
base-classifier monitors a different node on the
network, an intrusion into the network can be
detected by a meta-classifier combining the
results of its base-classifiers. Due to the nature
of frequent episode mining, however, numeric
data, such as the size of a network packet, may
be modeled inaccurately. This is because each
item should be quantized to one of the
predefined ranges, in order to represent it as a
categorical data item.

In our previous work [10], we proposed an
anomaly detection method based on clustering a
data stream. In most conventional clustering
methods used on data streams, only a given
number of clusters are identified. However,
since the number of clusters in a data stream is
unknown, the quality of their results can be

poor.

3. Mining Frequent Patterns among
Network Packets

In anomaly intrusion detection via mining
frequent patterns, a very important issue is how
to define a transaction for analyzing frequent
patterns. Our method divides connection logs
generated  continuously into  several groups
depending on their time starmps, and those in the
same group form a transaction. In this approach,
an anomaly—intrusion detection operation can be
performed by a transaction. Therefore, the smaller
a window is, the more frequently an
anomaly-intrusion detection operation can be
performed. However, a very small window is
inefficient for anomaly intrusion detection, because
it is almost impossible to get significantly
frequent patterns. The size of window determines
the time when an anomaly-intrusion detection
operation can be performed, and it affects the
detection results’ usefulness.

In general, a connection log consists of
various features, as shown in Table 1. As a
simple and general approach, all connection logs
are transformed into a single-target
transactional data set, with no considerations as
to source hosts, destination hosts, etc. This
approach tramsforms comnection logs into a
transactional data set as follows:
¢ Connection logs that are generated in the

same time window, ie., those whose time

stamps are in the same time window form a

transaction.
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Table 1. Features

Feature name Description Type
Time stamp Time stamp of the connection Continuous
Service Network service on the destination e.g., http, telnet Discrete
Source host System ID of the source host Discrete
Destination host | System ID of the destination host Discrete
Flag Connection status, i.e.,, normal or error Discrete

¢ Among essential features in a connection
logs, service, source host, destination host,
and flag are used to define an item, and
time stamp is used only to determine
which transaction the
belongs to.

¢ For a new connection log, if the values of
the four essential features (excluding time
stamp) are the same as those of a
connection log in a transaction where the
new connection log belongs, the new
connection log is not considered a new
item, but the number of repetitions for the
corresponding item is increased by one.

¢ Even if the values of four essential
features in two connection logs are the
same, if the logs are generated in different
time windows,

connection log

each connection log is
considered as a separate item in each of
the connection log’s corresponding

transactions.

An anomaly intrusion (or an attack) is
attempted from multiple source hosts or to
multiple destination hosts simultanecusly. A
source-based transformation approach defines as
a transaction only the connection logs that are
attempted from the same source host. Therefore,
the approach may be unable to detect a general
anomaly intrusion that is attempted from multiple
source hosts simultaneously. A destination-based
approach is also unable to detect the anomalous
intrusion. However, to monitor a specified host
in a network environment that consists of many

hosts, a source-based or destination-based
transformation can be applied efficiently. In this
paper, network connection logs are transformed
into a transactional data set by a simple
transformation approach, and an anomalous
intrusion operation via mining frequent patterns
is performed using the transactional data set.

Let D denote a network log data set. For a
transaction TED, when the number of packets
contained in T is m, T is represented by {p;,
Dz, **, Dm). Also, when the number of items
contained in a packet pi€T is denoted by n, pi
is represented by {d1, d, .., d).

Definition 1. (Partial element) Let T be a
transaction contained in a connection log set D.
For a packet g€7T, if p=q, then packet p is
called the partial element in transaction 7T, ie,

peT. U]

Definition 2. (Partial subset) Let ps and p:
denote the transaction T's elements. Then a
packet-set P={p1, pz, .., p«} is called the partial
subset of the transaction 7, where, for all p;
and pjp € P, piSps and pSp: (ps=py), ie,

PET O

Definition 1 describes whether a packet p is
contained in a transaction 7. In other words, if
the packet corresponds to any packet in the
transaction or its subset, the packet can become
the transaction’'s partial element. Definition 2
describes the similarity between a packet set
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and a transaction. In other words, if all packets
contained in the packet set are partial subsets,
for any packet contained in the transaction, the
packet set can become the transaction’s partial
subset. Therefore, the supports of a packet and a
packet set can be calculated using Definition 3.

Definition 3. (Support) Let |E| denote the total
number of transactions in E. The supports of a
packet p and a packet set P are calculated as
Equations (1) and (2), respectively.

_18] A
Sup(p)_ﬁ, where S={p|p&T,T € D}
............ Equation (1)
su; (P):'.ﬂ A
P |D|, where R={P|PCT,T €D}

............ Equation (2)

Frequent packet-set mining can be performed as

follows:

[Step 1] Using the a priori algorithm [4, 5],
intra-packet performed.
Each frequent packet is transformed

mining  is

by a unique identifier.
[Step 2] The connection logs are rewritten by
of frequent packets
generated in the first step.

the identifiers

[Step 3] Using the rewritten logs, frequent packet
sets can be obtained.

4. Anomaly Detection

To detect an anomaly, a normal activity profile
is maintained by two elements: a frequent
itemset and its item-occurrence vector. The
frequent itemset is a profile for representing
relationships among network connections in a
transaction, while the item-occurrence vector is
a profile for representing the number of same
connections in the When the

number of frequent itemsets is n, let P denote a

transaction.

set of frequent itemset profiles, ie, P={p:;, pz
.., Do}, and each frequent itemset profile be
composed of an itemset and an item-occurrence
vector. Let V. denote the item-occurrence vector
of itemset e, represented by Definition 4.

Definition 4. (Item—occurrence vector) When
fa denotes the item occurrence of an item @ in
an itemset, it means that the number of
repetitions for the items g, for an itemset e=(aj,

@ @}, In a resulting set of frequent

'y oen y

itemsets, its item-occurrence vector V. is

defined as follows:

Ve(F,, Fo. ., F,)

n

When ((e) denote the number of a frequent
itemset e in a transaction data set D, and D) is

the j transaction containing ¢; then F o (a €

e), denoting the average item occurrence of item

C(e)
fo L]
p; &

. 1
a ; is found as (o -

, es

By comparing a profile set to a new online
transaction, any anomalous behavior of the new
transaction's activities can be identified. The
result of this comparison is expressed by both
itemset length and item occurrence differences.
The itemset length difference is a measure
representing the difference between the length
of an itemset in a profile and that of the new
transaction. Similarly, the item
difference is a representing  the
Euclidian distance between the item—occurrence
vector of a profile in the profile set and the
new transaction’s item-occurrence vector. These

occurrence
measure

differences are examined as follows. To detect
an anomaly in a new transaction 7, a set of
frequent itemsets, which are similar to
transaction 7, are searched for in a profile set.
In other words, they are considered to find the
two differences for transaction 7. For a new

transaction T={a;, a, .., a,, let MFIr
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denote a set of maximally frequent itemsets for
transaction 7, and let w ,(V ;) denote the

vector of item occurrences commonly contained
in itemset e and transaction 7. Then the
Euclidean distance between itemset &'s and
item-occurrence vectors in the transaction T is
represented by

AV 5 V)= B(F. - Tt

The itemset length and item
differences are calculated as follows:

occurrence

length_diff(MPI ,,T) =1-|enT| (e MPI, )

1
.z (Vr))
| WIT | EE;IT !

occurrence diff{MPI,,T) =

Ultimately, the overall abnormality for a new
transaction T is represented as follows:

abnormalit y(MPI ., T)
= fB-length_dif iMPI ., T)
+(1- B3 )-occurrence difftMPI ., T)

In the above equation, the effects of the two
differences, length diff and occurrence_diff, can
be controlled by setting a proper weight 8

In order to decide the rate of abnormal
behavior in the new transaction T, a set of
different abnormality levels can be defined
relative to the normal behavior of historical
activities. OQur method considers two different
abnormality levels (green, red) in order to
determine whether activities of a new object are
anomalous or not. The green level is safe and

the red is a warning. Let y(v,A,X) denote the
statistics of abnormalities until now. v, A, and
X represent the total number of objects

occurring within a data set: the linear sum of

their abnormalities and the square sum of their
abnormalities, respectively. Based on statistic ¥,
the mean of abnormalities ¢ and standard

deviation ® can be calculated as follows:

O =1/v,0=4y/v-®

The new object is in the green or red level, as
follows:

¢ Green level:

if 0<abnormality(MPlr, T)< ©+Ox%
¢ Red level:

if ® 4 Oxt<abnormality(MPly, T).

user—defined
parameter which determines how strictly an
anomaly of a new object is classified. As factor

A detection factor & is a

¢ decreases, a new object is more strictly
examined. Given a set of normal objects, its
false alarm rate is represented by the ratio of
the number of objects within the range of the
red level to the total number of normal objects.
Similarly, given a set of anomalous objects, its
anomaly detection rate is represented by the
ratio of the number of objects that are within
the range of the red level to the total number
of anomalous objects.

5. Experimental Results

The experiments presented in this paper were
performed using log data collected in Solaris 2.6
for two months. In order to generate normal
user patterns, the connection logs were collected
by using fcpdump {111 In all experiments in
this section, a predefined time window was set
at two seconds. Figure 1 illustrates the number
of frequent patterns generated by the proposed
method and by JAM. In both of the methods,
the 44™ day becomes the saturation point of
frequent patterns. In this figure, the number of
frequent patterns generated by JAM is much
larger than by the proposed method, because
JAM performs sequential mining in order to
obtain normal patterns.
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Figure 1. Number of patterns
Figure 2 illustrates the average abnormalities
for  normal and abnormal  connections,
respectively. In this experiment, the minimum
support is set to 20%, and the 44" day is
selected as the analysis day. As shown in this
figure, the proposed method’s abnormalities are

no different from those of JAM.
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Figure 2. Abnormality

Figure 3 compares the false alarm and
detection rates of the proposed method to those
of JAM. As shown in this figure, the false

alarm rate of the proposed method is similar to
that of JAM.

Through the experimental results, we can see
that the detection rates of the proposed method
and JAM are the same, but the proposed
method performs more efficiently than JAM for
mining normal patterns.

100%
0% -
80% -

70% - i'ﬁFi’iroposedi
60% - method
HJAM

50% -
40% -
30% -
0% -
10% ¢
0%

detection rates

Figure 3. Detection results

6. Conclusions

In previously wused statistical methods,
network packet information has been treated
simply as a rare category, and has been
preventing more effective anomaly detection
from being realized because the activities of
users that are not associated with one another
could be managed only as one unit. To resolve
these problems, we propose a new anomaly
detection method by associating the considerable
number of connection logs. The proposed method
asserts that to accurately model packet-wise
normal patterns, not only intra-packet association
mining, but also inter-packet association mining,
should be considered. In addition, the number of
repetitions for each item is considered for
anomaly detection. With the evaluation results
using normal users’ patterns generated from the
proposed scheme, we show that anomalies of a

- 28 ~



user can be detected more easily and effectively
than with JAM.
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