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The previous key management methods are not appropriate for secure data communication in
cluster-based routing scheme. Because cluster heads are elected in every round and
communicate with the member nodes for authentication and share-key establishment phase in
the cluster, In addition, there are not considered to mobility of nodes in previous key
management mechanisms.

In this paper, we propose the secure and effective key management mechanisim in the
cluster-based routing scheme that if there are no share keys between cluster head and its
nodes, we create the cluster key using authentication with base station or trust autentication
and exchange the their information for a round.
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