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Abstract Emerging peer-to-peer systems benefit from the large amount of resources provided by
many peers. However, many peer—to-peer systems or applications suffer from malicious peers and it
is not guaranteed that peers are always online. Micropayment systems are accounting and charging
mechanism for buying services, so we can apply them to solve these problems. In the past the majority
of micropayment system uses a centralized broker but the problem with most existing micropayment
system is a heavy load on the broker. For instance, when an owner of the coin is offline, the broker
delegates the owner and handles payment messages. It occurs frequently because of characteristic of
peer-to—peer system and is another load of the broker. In this paper we introduce DPay, a
peer—to—peer micropayment system that uses distributed hash table (DHT) for storing encrypted
payment messages and increases scalability and reduces the load of broker by removing downtime
protocol. We show the idea of real-time double spending detection in DPay and report the results of
several evaluations in order to compare DPay and other payment scheme. In simulation result, the load
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of broker in DPay is reduced by 30% on average of other previous payment scheme. We expect that
DPay can apply various peer-to-peer systems because it provides a real-time double spending detection

and stores more secure payment messages.
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