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Abstract—Multi-server password authentication
schemes enable remote users to obtain service from
multiple servers with single password without
separately registering to each server. In 2007, Hu-Niu-
Yang proposed an improved efficient password
authenticated key agreement scheme for multi-server
architecture based on Chang-Lee’s scheme proposed
in 2004. This scheme is claimed to be more efficient
and is able to overcome a few existing deficiencies in
Chang-Lee’s scheme. However, we find false claim of
forward secrecy property and some potential threats
such as offline dictionary attack, key-compromise
attack, and poor reparability in their scheme. In this
paper, we will discuss these issues in depth.

Index Terms — Multi-server password authentication,
forward Secrecy, cryptography, key agreement.

L. INTRODUCTION

PASSWORD authentication is one of the simplest
and the most convenient authentication mechanisms
over public networks. Conventional password
authentication schemes are suitable for solving the
privacy and security problems of a single user under a
client-server architecture. As the network becomes
larger, the password authentication schemes that only
support a single server are clearly not sufficient to
address the users’ growing needs. Therefore, many
dynamic password authentication schemes have been
proposed for the multiserver architecture [1-5]. In
addition, most of them provide an added functionality
to derive a session key, such as an encryption key or
MAC key, for each session, particularly for subsequent
secure communication use, to protect the messages
transmitted during each session. These schemes are
therefore referred to as password authenticated key
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agreement protocols.

In 2004, Juang proposed a password authenticated
key agreement scheme for a multiserver architecture
[3]. However, Juang’s scheme lacks efficiency, and
each server needs to additionally protect and securely
maintain an encrypted key table. In the same year,
Chang and Lee proposed a similar but more efficient
and secure scheme [1]. Their scheme is claimed to be
able to achieve following six vital requirements of the
multiserver password authentication scheme: choose
and change password at will; low computation;
security; mutual authentication; single registration;
session key agreement. In 2007, Hu-Niu-Yang
identified some deficiencies in Chang-Lee’s scheme
and subsequently proposed an improved password
authenticated key agreement scheme for multi-server
architecture [2] based on Chang-Lee’s scheme. This
scheme is claimed to be more efficient, capable of
overcoming such deficiencies and able to satisfy the
six vital requirements which have been defined by
Chang and Lee. However, we argue that this scheme is
not as ideal as described by the authors. We discover
that the fulfillment of forward secrecy property is
falsely claimed and some potential threats to the
scheme, such as offline dictionary attack, key-
compromise attack, and poor reparability, have been
negligently unexplored in the corresponding security
analysis. In this paper, we will analyze these issues in
detail.

The structure of this paper is organized as follows.
In the next section, we will revisit Hu et al.’s multi-
server password authenticated key agreement scheme
using smart cards. In section 3, we will discuss a few
cryptographic flaws of Hu et al.’s scheme and provide
countermeasures to satisfy the forward secrecy

property and offline dictionary attack. In the last
section, we will conclude this paper.
II. REVIEW OF HU ET AL.’S

SCHEME

The main notations used throughout this paper are
listed as follows.
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RC — Registration center

U, - User U,

S, — Server S,

1Dy — Identity of user U,

ID;, — Identity of server S,

PW, - Password of user U,

K, — Pre-shared secret key between RC and
every S;

SKy 5, — Session key derived by user U, and
server S;

Ny, - Nonce generated by user U,

Ng — Nonce generated by server S,

{4 — Symmetric encryption with key %

D4t — Symmetric decryption with key 4

H() ~ One-way  collision-resistant  hash
function

@ — XOR operation

I — Concatenation

= — Secure channel transfer

- — Common channel transfer

This subsection reviews Hu et al.’s multi-server
password authenticated key agreement scheme [2]. Hu
et al’s scheme basically consists of 3 phases:
registration phase, login phase and authentication and
key agreement phase. The details of these phases along
with a password change method can be described as
follows:

11.1 Registration phase:

Step R1. U, = RC:{ID, ,PW, }
Initially, a user U,, with identity Dy , chooses a
password PW; and submits {ID,, PW;} to the
RC through a secure channel.
Step R2. RC—=U,: Smart card with in-formation
{Dy ,H(),Gy,, Vy 3.
On reception of the same, RC computes
Gy, =H(K,,IDy) (1)
and
Vy, =Gy, ® H(PW, ). @)
Then, the RC successfully issues a smart card
containing information {ID, ,H(),Gy,Vy }to U,

through a secure channel.

I1.2 Login phase:

Step L1. U, inserts the smart card into the input
device and enters ID;; and PW; to request access
to the server §,.

Step L2. U, S, : {IDy ,{Ny, My }g, }-

The smart card checks the validity of D, ,
computes G, =H(PW; )®V; , and verifies

G, 2 Gy . (3)
If they are not equivalent, the access request is

rejected. Otherwise, the smart card generates a
nonce N, , computes

My =H(Ny, | 1Dy,), C))
encrypts {N, ,M; }under key G, , and sends to

S;.

11.3 Authentication and key agreement phase:

Step Al. S, >U,: {IDs LR , My }.
S, verifies the validity of 1Dy, , computes G,
as in Eq. (1), and performs
D, (iNy,» My}, ) (%)
by using key G, to obtain N, and M, . Then,
S, computes My, = H(Ny || ID, )and verifies
M M (6)

If the result is negative, S;terminates the session.

Otherwise, S, generates a nonce N s, and
computes
MS/ =H(Ns/ H]Ds‘,) (7
L=M; ®Nj (8)
and
Ry = H(Ny, +1) ©)

and sends {IDSI,L,RSJ,MSJ} to U,.
Step A2. U, = S;:{IDy,Ry }.
The smart card computes R;J =H(Ny +1) and

verifies whether
R;/ 2 Ry, (10)

If Eq. (10) does not hold, the smart card terminates
the session. Otherwise, the smart card retrieves
Ng =My ®L (11)

computes Mg =H(Ng ||IDg ) and verifies
Mg 2 Mg, . (12)
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If Eq. (12) does not hold, the smart card aborts.
Otherwise, the smart card computes the session
key

SKU,,S/ =H(NU‘,NS/,GUI), (13)

R, =H(Ng +1), (14)
and sends {IDy , Ry} .
Step A3. S, computes R; =H(N, s, +1) and verifies
Ry 2Ry (15)

If it does not hold, §; aborts. Otherwise, S,

computes the session key SKy,.s, as in Eq. (13).

11.4 Password change method:

Step P1. U, inserts the smart card into the input
device and enters D, and PW; to request for a

password change.
Step P2. The smart card checks the validity of D, ,

computes Gy, =H(PW, )®V,, , and verifies
Gy, 2 Gy . (16)

If they are not equivalent, the access request is
rejected. Otherwise, the smart card prompts for a
new password PWU*, . Then, the smart card

computes
Vg, =Vy, @ H(PW, )® H(PW,,)

. (17)
=H(PW;)®G,

and replaces 7, with 7, .

I1I. WEAKNESSES OF HU ET AL.’S
SCHEME

IIL1 False Claim of Forward Secrecy Property

Provision of the forward secrecy property by a
password based authenticated key agreement protocol is
of the utmost importance for avoiding past session keys
from being recovered by the compromise of any
participating entity’s long-term secret key. According to
Hu et al., their scheme offers this vital property as the
session key computed in Eq. (13) is claimed to be
unrecoverable without the nonce values Ny, and

Ng evenwhen Gy or X, happens to be compromised.

However, we observe that the forward secrecy property
has been falsely claimed by the authors.

Assume that an adversary, eavesdropping on the
channel, has obtained all the messages exchanged in a
previous session and has compromised X at a later

time. We find that the adversary is able to derive G,
using Eq. (1), decrypts Ny, My 3, in step L2 to
retrieve N, , compute Eq. (11) to obtain N and
recover SK in Eq. (13) with the knowledge of
derived information {Gy ,M ,Ng }. In this case, the

security of the scheme is significantly violated,
resulted from the absence of forward secrecy property.

Countermeasure. From our experience we can say
that forward secrecy in a key agreement protocol can
not be achieved using only the hash function and
symmetric encryption schemes. We need to use public
key techniques (e.g., exponentiations in a multi-
plicative group). An efficient approach to the
preservation of the forward secrecy property is to
slightly tweak the protocol specification. Instead of
choosing N, and Ns as random nonces, we

redefine them as the user’s and the server’s ephemeral
public key computed respectively as follows:

Ny, =g, for 1y, €p Z; (18)
and

N, =g, for rs €r 2, (19)

Moreover, we include additional component

Nl"=Ng' =g"™ in the session key derivation
function such that
U :SKys, = H(N',Ny,,Ng .Gy, ); and

S, :8Kys =H(Ny’ ,Ny N ,Gy,).

With these modifications, if an adversary happens
to learn K, after completion of a key establishment
he/she  will
Gy, Ny, , and N, but not the shared secret g

(bound by the intractability of Computational Diffie-
Hellman Problem) because he/she does not possess the
knowledge of any private ephemeral key r; or s, -

session, only be able to derive

Ty;ts;

Intuitively, the secrecy of the session key and the
security of the scheme can be significantly preserved.

111.2 Offline Dictionary Attack

Tamper resistance of smart cards is widely assumed
m most smart card based schemes. However, such an
assumption may be unrealistic in practice. Several
research works have pointed out that the secret
information stored in current existing smart cards
could be extracted by either monitoring the power
consumption [7] or analyzing the information leakage
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[8]. According to Hu et al.’s protocol specification,
secret information stored in the user’s smart card
include Dy, H(),Gy,, Vy } If any adversary

happens to reveal such information from a user’s
smart card successfully, she could then stand a chance
to mount an offline guessing attack to recover the
respective password.

Although ensuring password selected from a large
password space can resist such an exhaustive attempt,
most users would select passwords only from a small
subset of the full password space for the sake of easy
remembrance, resulting in some weak passwords with
low entropy chosen. The adversary upon obtaining the
secret information in the smart card could simply try
for any password PW, from the smaller password

space and subsequently verify whether
Gy 2(PW,)® Y, (20)

If this equation holds, the adversary is deemed to
have guessed the respective password PW, correctly.

Countermeasure. It is a proven fact that public key
techniques (e.g., exponentiations in a multiplicative
group) are absolutely necessary to make password
systems secure against offline dictionary attacks,
whereas the involvement of public key cryptosystems
under a PKlI(e.g., public key encryption and digital
signature schemes) is not essential [9, 10].

IIL.3 Insider Impersonation Attack

Hu et al. assumed all servers S;(1<j<sn)to be

honest in their protocol specification. We find that this
assumption is rather too strong and it is in fact
impractical for a multi-server environment in practice.
We observe that most multi-server password
authenticated key agreement schemes in the literature
would at most assume the trustworthiness of RC but
not on the trusted servers {3, 5, 6].

Servers are always the attacking targets of the
adversaries and they can be compromised at anytime.
Since all the servers pre-share a single secret K,

with RC in Hu et al.’s scheme, a mere compromise of
a server which results in a revelation of K, would

render the whole system insecure. The adversary who
has acquired this secret could impersonate any
legitimate user or any other legitimate server to
request for access or to authenticate other users since
Gy, can be easily derived using X, .

1I1.4 Poor Reparability

A secure key agreement protocol is reparable from
the compromised secret keys if the security breaches

due to these compromised keys are removed once
secure keys replace the compromised keys [12, 13].
As described in II1.2, once an adversary successfully
extracts a user’s secret information he can act as the
user or a server of which the user is a legal member.
The adversary can use G; to impersonate U, to

login S;, or impersonate S, to full U,.Moreover the
adversary can use G, to launch man-in-the middle
attack by sitting between U; and S; and establishing

parallel session with them respectively.
Until G, is updated among RC, U;, and all

servers, the above attacks can not be stopped even when
U; has detected that the G, has been compromised.

Because the user authentication key G, is not related
to U,'s password but only to U,'s identifier D,
and pre-shared secret key X, between RC and every S,
RC can not change G, for U, unless IDy or K,

can be changed. However, for K, is commonly shared

with all servers, it is unreasonable and inefficient
if K, should be changed to recover the security of U,

only. In addition, it is also impractical to change
ID,, which should be tied to U, in most application

systems. Therefore, Hu et al.’s scheme is not easily
reparable [13].

1V. CONCLUSIONS

In this paper, we have revisited the security of Hu et
al.’s password authenticated key agreement scheme.
Particularly, we have pointed out the absence of
forward secrecy property which has been falsely
alleged to have fulfilled by Hu et al. We also have
further highlighted some possible threats due to offline
dictionary attack, key-compromised impersonate
attack, and poor reparability. Besides, we provided
countermeasures to re-satisfy the forward secrecy
property and offline dictionary attack. We hope that
our discussion will provide useful awareness to the
protocol designers in taking appropriate security
considerations while designing any password
authenticated key agreement schemes so as to resist
the discussed vulnerabilities.
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