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ABSTRACT

The path key establishment phase in the wireless sensor network is vulnerable to Byzantine attack. Huang and
Hedhi proposed a Byzantine resilient multi-key establishment scheme using a systematic RS code, which has
shortcomings of exposing a part of message symbols and inefficient transmission.

In this paper, we propose a new Byzantine resilient multi-path key establishment scheme in which direct message
symbols are not exposed to an adversary and are more efficiently transmitted the RS-encoded symbols to the
destination node. In the proposed scheme, a non-systematic RS code is used to transmit a generated indirect secret
key and each encoded symbol is relayed through available paths between two sensor nodes. If enough symbols

are collected at the destination node, it is possible to reconstruct the secret message through RS decoding.
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