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ABSTRACT

Recently, the cyber-attacks using botnets are being increased. Because these attacks pursue the money, the criminal aspect
is also being increased. There are spreading of spam mail, DDoS(Distributed Denial of Service) attacks, propagations of
malicious codes and malwares, phishings, leaks of sensitive informations as cyber-attacks that used botnets. There are many
studies about detection and mitigation techniques against centralized botnets, namely IRC and HTTP botmets. However, P2P
botnets are still in an early stage of their studies. In this paper, we analyzed the traffics of the Peacomm bot that is one of
P2P-based storm bot by using honeynet which is utilized in active analysis of network attacks. As a result, we could see that
the Peacomm bot sends a large number of UDP packets to the zombies in wide network throngh P2P. Furthermore, we could
know that the Peacomm bot makes the scale of botnet maintained and extended through these results. We expect that these
results are used as a basis of detection and mitigation techniques against P2P botnets.
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