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CONSTRUCTION OF CARTESIAN AUTHENTICATION
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ABSTRACT. A construction of Cartesian authentication codes over unitary
geometry is presented and its size parameters are computed. Assuming
that the encoding rules are chosen according to a uniform probability dis-
tribution, the probabilities of success for different types of attacks are also
computed.
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1. Introduction

Let S,E, M be three non-empty finite sets and let f : S x E — M be a map.
The four tuple (S,E, M, f) is called an authentication code[1], if

1) The map f:S x E — M is surjective and _

2) Given any m € M and e € E such that there is an s € S satisfying
f(s,e) =m, then such an s is uniquely determined by the given m and e.

We call S, and M the set of source states, the set of encoding rules, and
the set of messages respectively; f is called the encoding map. The cardinals
S|, |E|, and |M]| are called the size parameters of the code. Moreover, if the
authentication code satisfies the further requirement that given any message m
there is a unique source state s such that m = f(s,e) for any encoding rule
contained in m, then the code is called a Cartesian authentication code.

The references [2,3] has used the similarly canonical forms of idempotent ma-
trices and involutory matrices over finite fields to construct Cartesian authen-
tication codes, [4-9] has used the symplectic geometry, the unitary geometry
and the alternate matrices over finite fields to construct the codes. All above
have got some beautiful results. In the present paper, a new construction of
Cartesian authentication codes over unitary geometry is presented and its size
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parameters are computed. Moreover, we assume that the encoding rules are
chosen according to a uniform probability distribution, the P; and Pg, which
denote the largest the probabilities of a successful impersonation attack and of
a successful substitution attack respectively, of these codes are computed.

Let Fy2 be a finite field with ¢? elements, where ¢ is a power of a prime. F,e
has an involutive automorphism:

ar— a=al

and the fixed field of this automorphism is Fy. Let n = 2+ 46,6 = 0 or 1 and

denote the Ha, 45
0 I¥
Ho — ( o )

0 I®
H=| 1" o

and

1

We regard the unitary group as the unitary group of degree n with respect
to Hy over the finite field Fp2 and denoted by U, (F,2), which is defined to be
the set of matrices Uy (Fyz) = {T € GLn(F)|TH,'T = Hy}. Let F7 be the
n—dimensional row vector space over IF 2. There is an action of Uy, (F,2) on IF((ZZL)
defined as follows:

FY X Un(Fg2) — FY.
((mla 2 PR In)a T) L— (xla oy 7$n)T
Then the vector space IF[(IZ) with the above action of the group U, (F;2) is called-
the n—dimensional unitary space over Fpa.

Let P be an m—dimensional subspace of U, (F,2). We use the same letter P to
denote a matrix representation of P. For an n x n nonsingular Hermitian matrix
H, it is clear that PH,'P is Hermitian. If the rank of PH,'P is r,then P is
called a subspace of type (m,r). In particular, subspaces of type (m, 0) are called
m—dimensional totally isotropic subspaces.Denote by Pt the dual subspace of
P,ie,

Pt ={y e FPyH's =0 for all z € P}
From the Lemma 5.7 of the reference [10], subspace of type (m,r) exists in the
n—dimensional unitary space if and only if 2r < 2m < n + r. And also from
Lemma 5.8 of [10],we have

Lemma 1. U,(F,2) acts transitively on each set of subspaces of the same type
in IF((;;).
Notations. In this paper, let v = [n/2] be the index of n x n Hermitian matrix

of rank n; N(m,r;n) denotes the number of subspaces of IF((;;) of type (m,r);
N{(my,r1; m,r;n) denotes the number of subspaces of type (my, ;1) contained in
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a fixed subspace of type (m, r} in Fég), denote by N’(mq,71;m, r;n) the number
of subspaces of type (m,7) containing a fixed subspace of type (mz,r1) in ]F((;;).

Moreover, |U,(Fg2)|, N(m,r;n), N(mi,ri;m,r;n), N'(mi,ri;m,mn) are
computed in [10].

2. Construction

Assuming that ¢ > 2, v > 2, 1 > m > v, denote

S = {S|S‘;<81,62,'“,8m >},
E = Uy(Fp),
M = {M | M is a subspace of type (m,0)},

Define f. sxEp — M

(S, T) s ST

For any message M € M, i.e., a subspace of type (m,0), let S =< ey, eq,---,
en >, hence a source state. By lemma 1 there is a T ¢ U, (]qu) such that
S = MT, here M and S is matrix representations of the subspaces M and §,
hence T is an encoding rule. So the map f is surjective. Moreover, the source
state S is uniquely determined by the dimension of M. Therefore, the above
construction results in a Cartesian authentication code.

Lemma 2.
St = o |E| = [Un(Fe2)l,
[n/2]
M} = > N(m,0;n),0 <m <,
=1
Proof. Since 2r <2m <n+r,r =0 and v = [n/2], hence by the definition,
v
8] = Y 1,0<m<y,
i=1
- nn-1 )
Bl = (Un(Fg)l = g7 1 (g" = (=1)"),
=
[n/2]
Ml = 3 N({m,0;n),0<m<v,
me=l
where |Up(F,2)| and N(m,0;n) is given in [10]. O

Lemma 3. For any message M € M, i.e., a subspace of type {m, 0), the number
of encoding rules contained in M is

}Un (qu )‘

N(m,0;n)

Proof. Let M be any message, i.e., a subspace of type (m,0). Then there is an
unique source state S contained in M. We may choose the matrix representation
of S as

S5= (1 o o 0).

m v—m m  v-—m+d
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where § = 0 or 1.By lemma 1, there isa T € U, (F,2) and a matrix representation
M of the subspace M such that ST = M. Then T has the form

M m
r- (%),

where T} is a (n —m) X n nonsingular matrix.

Note that if M and M’ are two distinct subspaces of the same type (m,0),
then

i) There is not T in U, (F2), such that ST represents both M and M’, i.e., two
distinct subspaces of the same type can’t contain an encoding rule in common;

ii) by lemma 1, there is a Q € Uyp(F,2) and matrix representations M and
M’ of subspaces M and M’ respectively, such that M = M’'Q. Define map
@o: T —TQ, for T € E and T is contained in M’, then TQ € E and TQ is
contained in M. Clearly p is a 1 — 1 map. That is , the number of encoding
rules contained in two distinet subspaces of the same type is equal.

For fixed s, the encoding rules contained in all the subspaces of the same type
(m,0) form the group U,(Fg2). It follows that the number of encoding rules
contained in any subspace of type (m,0) is

|Un (]Fq2)|
N(m,0;n)
O

Lemma 4. Let M and M’ be two distinct messages which contain an encoding
rule in common and let S and S’ be the unique source state contained in M and
M’ respectively. Then the number of encoding rules contained in both M and
M’ is

0, ifm=m’

|Un(Fq2)| : ’

n' =< N(m,0;n)N'(m,0;m’, 0;n)’ ifm<m
IUn(]Fq2)|

; !
N(m/,0;n)N(m,0;m/,0;n)’ ym>m

Proof. We choose M to be any subspace of type (m,0). Suppose M’ is a
distinct subspace of type (m,0). Let n’ denote the number of encoding rules
contained in both M and M’.

case i) m = m’. Then n’ = 0 follows from the proof of lemma 3.

case ii) m < m/. By the proof of lemma 3, there is a T € E such that
ST =M, ST = M’. Similar as the proof of Lemma 3, S has the form

S= (I1™m o 0 0).

m v—m m  v—m+d

Im 0 0
SI sy < 0 I(m/ _m) O ) -

’
m m-m n-m

and S’ has the form
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and T has the form as

M m
T = M2 m—-m
T a-m'

where Mz is (m’ — m) X n nonsingular matrix. It is easy to check that M is
the subspace of M’.Since M is fixed, then there are N'(m,0;m’,0;n) possible
choices of M'.

By the proof of lemma 3, n’ is equal to the number of encoding rules contained
in M dividing the number of possible choices of M’, i.e.,
n — |Un (Fq“l”
N(m,0;n)N'(m,0;m/,0;n)
case iit) m > m”. By the same discussion as in case ii), we get
_ |Un (F q* )l
N{m/,0;n)N(m,0;m',0;n)

1

[
Lemma 5. If the encoding rules are chosen according to a uniform probability
distribution, then the probabilities of a success for different types of attacks are
given by
2.1 1

q -
Pr = - ,PS = ——
("' = (=)D — (-1)") g+1
Proof. 1)Computation of P;.
Suppose that the opponent simply sends a message M, M is accepted as
authentic if and only if M contains the receiver’s encoding rule. So
|{e € Ele € M} 1
Pr=max —————— — X ——.
! J\n}ggc/ﬂ |E| 1<m<v N{m, 0;n)
From reference [10],
m

1 I - 1)

Pr= max ———— = max ,,;:1 )
1<m<y N(T?’L, 0, TL) 1<m<y 1[ ((]f' _ (“,Ui)
1=n—2m+1
Let
Im) = ——t
N(m,0;n)
_ (¢ — Dig* — 1)
@ = O — DA = D e = (D)
(" - 1)
e (qn,-zm 5 ( _l)n 2'rn,+k)(qn.—2m+2 . (_,1)71-2772 }»2) )
and

¢ 1
(@t = (=1l = (1))

(1) =
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When m <n —2m + lie,m< [&4%1], I(m) decrease monotonously;

when m > n —2m + 2,i.e.,m > [ %L 2], I(m) increase monotonously.

The case of n is even,
I(n/2) (¢"—-1)

) @ D@+ (@Dt -
The case of n is odd,
T((n—1)/2) (@ 1) .

I(1) (@21 (gt — 1) (¢ — 1) (g2 — 1) <

Therefore

21
= (1) = 1) = G e )
2)Computation of Ps.

Suppose that the opponent has observed a message M, and now he replaces
this with another message M'. The source state S corresponding to M and the
source state S’ corresponding to M’ must be distinct,i.e., m # m’. Because the
encoding rule T € M, the opponent should chose M’ so that T' € M’, therefore
the number of 7" contained in both M and M’ is

|Un(Fg2)|
N(m,0;n)N'(m,0;m/,0;n)’

(m < m')
or
|Un(Fg2)|
N(m,0;n)N(m/,0;m,0;n)’
|Un(Fg2)|
N(m,0;n)’
[{e € Ele € M,and e € M'}|
max
M,M'eM,M#M' l{e € Ele € M}|

1 1
N max{}gﬁ:ﬁ(lgy{ N'(m,0;m’,0;n) b 1§n];,n<an}1(’§l/{ N(m/,0;m,0;n)

(m>m')

For the number of T contained in M is

Ps =

H

I «@-v
1 i=
let Sl (m, ml) - N7 (m,0,;m/,0;n) = mv2rn1 ] )
IT @-nH
i=n—2m’ 41
Obviously, m’ —m is smaller as S1(m,m’) is larger, and

-1
(qn—Zm—l _ (_1)n—2m—1)(qnﬁ2m _ (_1)n~2m)

,(1<m<m <v)

Si(m,m+1) =

S0

1
1S7£1<%/§y{51(m’ m)}=58w-1,v)= q_+I
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‘
m

[T -n
let SZ{m’ m’) = N(m’;Gl;m,O;n) - i:} ’(1 < m' <m < V)

1 -

gy rnd 1

Obviously, m is smaller as Sa(m, m’) is larger, and
¢ 1
(@ 1)

Sg(m’ -+ 1, m’) =

S0
/7 . —
< MBI} = S0 = G
Therefore
1
Pg = 1nax{1§7£1<i:§}§u{81 (‘HL, ’fn')}’ l§£}gfmgu{52(?l'£, 7r1,">}} = ——~—q 1

O
Theorem. The above construction yields a Cartesian code with size parameters

= {S | §=< €1,€2, " ,€m >}7
= Un(qu),
= {M | M is a subspace of type {m,0}},

where N{(m, 0;n) is given in [10]. Moreover, assume that the encoding rules are
chosen according to a uniform probability distribution, and denote the largest
probabilities of a successful impersonation attack and of o successful substitution
attack by P; and Fg, respectively. Then

¢ -1 1

(=T = (=1)T)(g" — (_l)n)J’s =1

Z2Ew

Py =
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