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Cyber forensics domain ontology for cyber criminal investigation
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ABSTRACT

Cyber forensics is used the process and technology of digital forensics as a criminal investigation in cyber space. Cyber crime is classified
into cyber terror and general cyber crime, and those two classes are connected with each other. The investigation of cyber terror requires high
technology, system environment and expetts, and general cyber crime is connected with general crime by evidence from digital data in cyber
space. Accordingly, it is difficult to determine relational crime types, collect evidence and the legal admissibility of evidence. Therefore, we
considered the classifications of cyber crime, the collection of evidence in cyber space and the application of laws to cyber crime. In order to
efficiently investigate cyber crime, it is necessary to integrate those concepts for each cyber crime-case. In this paper, we constructed a cyber
forensics domain ontology for cyber criminal investigation using the concepts, relations and properties, according to categories of cyber
crime, laws, evidence, and information of criminals and crime-cases. This ontology can be used in the process of investigating of cyber
crime-cases, and for data mining of cyber crime; classification, clustering, association and detection of crime types, crime cases, evidences and
criminals
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