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A Remote Firmware Update Mechanism for a TDMA-based
Bidirectional Linear Wireless Sensor Network
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(Jung-Ho Moon, Dae Ii Kim, Lae Jeong Park, Hyung Bong Lee, and Tae Yoon Chung)

Abstract: A wireless sensor network inherently comprises a plurality of sensor nodes widely deployed for sensing environmental
information. To add new functions or to correct some faulty functions of an existing wireless sensor network, the firmware for each
sensor node needs to be updated. Firmware update would be quite troublesome if it requires the gathering, reprogramming, and
redeploy of all of already deployed sensor nodes. Over-the-air programming (OTA) facilitates the firmware update process, thereby
allowing convenient maintenance of an already-deployed sensor network. This paper proposes and implements a remote firmware
update mechanism for a TDMA-based wireless sensor network, in which the firmware for sensor nodes constituting the TDMA-
based sensor network can be easily updated and the update process can be conveniently monitored from a remote site. We verify the
validity of the proposed firmware update method via experiments and introduce three wireless sensor networks installed in outdoor
sites in which the proposed firmware update mechanism has been exploited.
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Fig. 1. Wireless sensor network concept diagram.
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Fig. 6. The sensor node platform.
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Table 2. The specification for a sensor node.
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Fig. 7. Experimental setup.
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Table 3. Experimental results.
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10 100 110.3

15 100 162.3

20 100 203.9
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campus of Kangnung National University.
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Table 4. The result of the firmware update experiments,
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Fig. 9. The scene in which sensor nodes are being installed in the
Goduk Tunnel.
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Table 5. The result of the firmware update experiments.
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Table 6. The firmware update experimental result.
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Table 7. The current consumption of a sensor node in each operation
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